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CLINTON E-MAIL INVESTIGATION 

July, 2016 
Washington, D.C. 

MISHANDLING OF CLASSIFIED - UNKNOWN SUBJECT OR COUNTRY (SIM) 

This report recounts the information collected in this investigation. It is not intended to address potential inconsistencies in, or the 
validity of, the information related herein. 

(U/fFOUO) On July 10, 2015, the Federal Bureau oflnvestigation (FBI) initiated a full 
investigation based upon a referral received from the US Intelligence Community Inspector 
General (ICIG), submitted in accordance with Section 811 ( c) of the Intelligence Authorization 
Act of 1995 and dated July 6, 2015, regarding the potential unauthorized transmission and 
storage of classified information on the personal e-mail server of former Secretary of State 
Hillary Clinton (Clinton). a The FBI' s investigation focused on determining whether classified 
information was transmitted or stored on unclassified systems in violation of federal criminal 

a (U;';'FOU~) For a complete listing of the interviews conducted, electronic media collected, legal process issued, and classified e­
mails identified during this investigation, please refer to Appendices A-D. As background, Clinton was Secretary of State from 
January 21, 2009 through February 1, 2013. 

Page 1 of 47 

SECRET11urrcar vN, rnai:NI ... __ .... 

bl 
b3 
b7E 

bl 
b3 

b3 
b7E 

bl 
b3 
b7E 



statutes and whether classified information was compromised by unauthorized individuals, to 
include foreign governments or intelligence services, via cyber intrusion or other means. 
(U//f'OUQ) In furtherance of its investigation, the FBI acquired computer equipment and mobile 
devices, to include equipment associated with two separate e-mail server systems used by 
Clinton, and forensically reviewed the items to recover relevant evidence. In response to FBI 
requests for classification determinations in support of this investigation, US Intelligence 
Community (USIC) agencies determined that 81 e-mail chains, b,c which FBI investigation 
determined were transmitted and stored on Clinton's UNCLASSIFIED personal server systems, 
contained classified information ranging from the CONFIDENTIAL to TOP SECRET/SPECIAL 
ACCESS PROGRAM levels at the time they were sent between 2009-2013. USIC agencies 
determined that 68 of these e-mail chains remain classified. In addition, the classification 
determination process administered by the US Department of State (State) in connection with 
Freedom oflnformation Act (FOIA) litigation identified approximately 2,000 additional e-mails 
currently classified CONFIDENTIAL and I e-mail currently classified SECRET, which FBI 
investigation determined were transmitted and stored on at least two of Clinton' s personal server 
systems.d 

(Uh'FOUO) The FBI' s investigation and forensic analysis did not find evidence confirming that 
Clinton' s e-mail accounts or mobile devices were compromised by cyber means. However, 
investigative limitations, including the FBI' s inability to obtain all mobile devices and various 
computer components associated with Clinton's personal e-mail systems, prevented the FBI from 
conclusively determining whether the classified information transmitted and stored on Clinton's 
personal server systems was compromised via cyber intrusion or other means. The FBI did find 
that hostile foreign actors successfully gained access to the personal e-mail accounts of 
individuals with whom Clinton was in regular contact and, in doing so, obtained e-mails sent to 
or received by Clinton on her personal account. 

1. (UNFOUO) Clinton's Personal E-Mail Server Systems 

A. (UI/FOUO) Initial E-mail Server: June 2008 ~ March 2009 

(U/fFOU8) In or around 2007, Justin Cooper, at the time an aide to former President William 
Jefferson Clinton (President Clinton), purchased an Apple OS X server (Apple Server) for the 
sole purpose of hosting e-mail services for President Clinton' s staff 1

•
2 Due to concern over 

ensuring e-mail reliability and a desire to segregate e-mail for President Clinton's various post­
presidency endeavors, President Clinton's aides decided to maintain physical control of the 
Apple Server in the Clinton residence in Chappaqua, New York (Chappaqua residence). 3

•
4

•
5 

According to Cooper, in or around June 2008, a representative from Apple installed the Apple 

b (U/~ The number of classified e-mail chains identified may change as classification determination responses continue to 
be returned to the FBI. 
c (U/~) For the purposes of the FBI' s investigation, an "e-mail chain" is defined as a set of e-mail responses having the 
same initial e-mail. The subject line may be edited in these chains to reflect the purpose of the forward or reply. 
ct (U/lfoEffi'E)) State did not provide a determination with respect to the classification of these e-mails at the time they were sent. 
According to State Under Secretary of Management, Patrick Kennedy, unclassified information provided to State in confidence 
can later be considered classified when it is "further assessed the disclosure of such information might damage national security 
or diplomatic relationships." Such information is referred to as "up-class" or "up-classified." 
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FORrD 
Servere in the basement of the Chappaqua residence. 6•

7 The FBI was unable to obtain records 
from Cooper or Apple to verify the installation. At the time, Cooper was the only individual with 
administrative access to the Apple Server; however, the Clinton family and their Chappaqua 
residence staff had physical access to the Apple Server. 8•

9 The Apple Server initially hosted the 
domains presidentclinton.com and wjcoffice.com, which were used by President Clinton's 
staff f, 10' 11 

(U/fl"OUO) Prior to January 21, 2009, when she was sworn in as the US Secretary of State, 
Clinton used a personally-acquired BlackBerry device with service initially from Cingular 
Wireless and later AT&T Wireless, to access her e-mail accounts. 12

•
13 Clinton initially used the 

e-mail addresses hrl5@mycingular.blackberry.net and then changed to 
hrl5@att.blackberry.net. 14

•
15 According to Cooper, in January 2009, Clinton decided to stop 

using her hrl5@att.blackberry.net e-mail address and instead began using a new private domain, 
clintonemail.com, to host e-mail service on the Apple Server. 16 Clinton stated to the FBI that she 
directed aides, in or around January 2009, to create the clintonemail.com account, and as a 
matter of convenience her clintonemail.com account was moved to an e-mail system maintained 
by President Clinton's aides. 17 While Cooper could not specifically recall registering the domain, 
Cooper was listed as the point of contact for clintonemail.com when the domain was registered 
with a domain registration services company, Network Solutions, on January 13, 2009. 18

•
19 

Clinton used her att.blackberry.net e-mail account as her primary e-mail address until 
approximately mid-to-late January 2009 when she transitioned to her newly created 
hdr22@clintonemail.com account. 20

•
21 The FBI did not recover any information indicating that 

Clinton sent an e-mail from her hrl5@att.blackberry.net e-mail after March 18, 2009. 

(Uh'FOUO) According to Cooper, in or around January 2009 the decision was made to move to 
another server because the Apple Server was antiquated and users were experiencing problems 
with e-mail delivery on their BlackBerry devices. 22

•
23 At the recommendation of Huma Abedin, 

Clinton' s long-time aide and later Deputy Chief of Staff at State, in or around fall 2008, Cooper 
contacted Bryan Pagliano, who worked on Clinton' s 2008 presidential campaign as an 
information technology specialist, to build the new server system and to assist Cooper with the 
d . . . f h 242s2627p i· . h f1· .d . h a mm1strat10n o t e new server system. · · · ag iano was mt e process o 1qm atmg t e 

computer equipment from Clinton's presidential campaign when Cooper contacted Pagliano 
about using some of the campaign's computer equipment to replace the existing Apple Server at 
Clinton' s Chappaqua residence. 28

•
29 Pagliano was unaware the server would be used by Clinton 

at the time he was building the server system; rather, he believed the server would be used by 
President Clinton's staff 3° Clinton told the FBI that at some point she became aware there was a 
server in the basement of her Chappaqua residence. 31 However, she was unaware of the 
transition from the Apple Server managed by Cooper to another server built by Pagliano and 
therefore, was not involved in the transition decision. 32 

B. 

e (U/ ~) The Apple Server consisted of an Apple Power Macintosh G4 or G5 tower and an HP printer. 
r (U/~) Investigation determined v · · · · · · 

President Clinton did not maintain an e-mail account on the Apple Server. The e-mail 
.....,___,,---,--.,,,,,...------,-----,.,...--,-1 

domain wjcoffice.com was primarily a legacy domain that contained mostly forwarded e-mail. 
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(U/J'FOUO) Between the fall of 2008 and January 2009, Pagliano requisitioned the original 
hardware for the second e-mail server from Clinton's presidential campaign headquarters in 
Arlington, VA 33 In addition to hardware acquired from Clinton's presidential campaign, 
Pagliano and Cooperg purchased additional necessary equipment through commercial 
vendors. 34

•
35

•
36

•
37 In March 2009, after Pagliano had acquired all of the server equipment and 

installed the necessary software, he and Cooper met at Clinton's Chappaqua residence to 
physically install the server and related equipment in a server rack in the Clintons' 
basement. h,

38
•
39 

(U//FOUO) Once the new server systemi was physically installed and powered on, Pagliano 
began migrating the e-mail data from the Apple Server to the Pagliano-administered server 
system (Pagliano Server). 40 Pagliano believed he "popped out" all of the e-mail from the Apple 
Server and that no e-mail content should have remained on the Apple Server once the migration 
took place. 

41 
Pagliano s~;ted to th:FBI~b~t he only transferred clintonemaiLcom e-mail 

accounts for Abedin an rom the Apple Server and said he was unaware of and 
did not transfer an e-mai account or Chnton.j· 42 However, Cooper stated to the FBI that he 
believed Clinton had a clintonemail.com e-mail account on the Apple Server, and that Abedin 
did not have a clintonemail.com account on the Apple Server. 43 As the FBI was unable to obtain 
the original Apple Server for a forensic review for reasons explained below, the FBI cannot 
determine which clintonemail.com e-mail accounts were hosted on, and transferred from, the 
Apple Server to the Pagliano Server. 

(U//FOUO) After the e-mail account migration was completed, Cooper changed the Mail 
Exchange (MX) recordl to ensure that delivery of all subsequent e-mail to or from e-mail 
addresses on the presidentclinton.com and clintonemail.com domains would be directed toward 
the new Pagliano Server instead of the Apple Server. 44 The Pagliano Server was only used fore­
mail management, and the FBI' s review of the oldest available backup image of this server, 
dated June 24, 2013, did not indicate that any e-mail users' files were stored on the Pagliano 
Server. 45 

(U/tf/OUO) In March 2009, following the e-mail migration from the Apple Server to the 
Pagliro Server the Auu)e Server was er.purposed to serve as a personal computer for household 
staff 4 at Clinton's Chappaqua residence, subsequently used the 
Apple Server equipment as a workstation. 47 In 2014, the data on the Apple computer was 
transferred to an Apple iMac computer, and the hard drive of the old Apple computer, which 

g (U~) Cooper haj ~nd was often responsible for reimbursing 
staff for purchases/expeses. 
h (U/lf'Effie) Pagliano visited Clinton's Chappaqua residence on at least three occasions to work on the server: in March 2009, to 
install the server; in June 2011, to upgrade the equipment; and in January 2012, to fix a hardware issue. 
i (U/~) The Pagliano Server initially consisted of the following equipment: a Dell PowerEdge 2900 server running 
Microsoft Exchange for e-mail hosting and management, a Dell PowerEdge 1950 server running BlackBerry Enterprise Server 
(BES) for the management ofBlackBerry devices, a Seagate external hard drive to store backups of the Dell PowerEdge 2900 
server, a Dell switch, a Cisco firewall, and a power supply. 
i (U//ffltl'e) An e-mail obtained during the FBI investigation from Cooper to Clinton, indicated that in April 2009, Cooper was 
preparing to update Clinton's BlackBerry to "put it on our new system." 
k (U) An MX record determines which server will handle e-mail delivery for a domain and is necessary for routing e-mail to its 
proper destination. 
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previously served as the Apple Server was discarded. 48 On October 14, 2015, Williams & 
Connolly LLP (Williams & Connolly), counsel for Clinton, confirmed to the Department of 
Justice (DOJ) that a review of the iMac was conducted, pursuant to a request by DOJ, and no e­
mails were found belonging to Clinton from the period of her tenure as Secretary of State. 49 

(U//Fe-He) Pagliano and Cooper both had administrative accounts on the Pagliano Server. 50 At 
Cooper's direction, Pagliano handled all software upgrades and general maintenance. 51 Cooper 
described his role as "the customer service face," and he could add users or reset passwords on 
the e-mail server. 52 Cooper and Pagliano both handled the acquisition and purchase of server­
related items. 53 For example, in March 2009, Cooper registered a Secure Sockets Layer (SSL) 1 

encryption certificate at Pagliano' s direction for added security when users accessed their e-mail 
from various computers and devices. 54

•
55 Clinton stated she had no knowledge of the hardware, 

software, or security protocols used to construct and operate the servers. 56 When she experienced 
technical issues with her e-mail account she contacted Cooper for assistance in resolving those 
· 57 issues. 

(U//f10~) Pagliano stated that a complete backup of the Pagliano Server was made on a 
Seagate external hard drive once a week and a differential backupm was completed every day, 
and this continued from the initial Pagliano Server installation in March 2009 until June 2011 
when the external hard drive was replaced. 58 As space on the hard drive ran out, backups were 
deleted on a "first in, first out" basis. 59 In June 2011, Pagliano replaced the Seagate external hard 
drive with a Cisco Network Attached Storage (NAS) device, to store backups of the server. 60 

The FBI was unable to forensically determine how frequently the NAS captured backups of the 
Pagliano Server. 

(U/lf<OUO) According to Pagliano, in early 2013, due to user limitations and reliability concerns 
regarding the Pagliano Server, staff for Clinton and President Clinton discussed future e-mail 
server options, and a search was initiated to find a vendor to manage a Clinton e-mail servern. 61 

Additionally, Pagliano' s expressed desire to seek new employment contributed to the decision to 
move to a new server. 62 A search for the new vendor was facilitated with the assistance o~ 
I ~nfograte, an information technology consulting company. 63

•
6 

• 

I !was introduced to Clinton's Chief of Staff, Cheryl Mills, on or about January 2, 2013 
through a mutual business associate. 61 btated she worked with Mills and Pagliano to 
produce a request for proposal which was used to solicit responses from multiple firms, 
including Denver-based information technology firm Platte River Networks (PRN). 67 Clinton 
recalled that the transition to the PRN Server was initiated by President Clinton' s aides seeking a 
higher level of service than could be rovided b the Pa liano Server. 68 Pagliano identified 
President Clinton's as making the final decision to 
select PRN. 69 In the spnng o 2013, PRN negotiate t e terms of the contract to host e-mail 
services and eventually signed a Service Level Agreement on July 18, 2013. 70

•
71 

1 (U) SSL is a security protocol used to establish an encrypted connection between a server and another machine, allowing 
sensitive information such as login credentials or credit card information to be transmitted in an encrypted format instead of in 
plain text. SSL certificates, issued by a third-party Certificate Authority, are small files that must be installed on servers to 
establish secure sessions with web browsers. 
m (U) A differential backup is a cumulative backup of all changes that have occurred since the last full backup. 
n (U/~) The new Clinton e-mail server hosted e-mail for Clinton, President Clinton,! !and their respective 
staffs. 
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C. 

(U/fFOUO) Following the selection of PRN to manage the Clintons' personal e-mail server and 
accounts, PRN' s management assigned two PRN employees to handle the primary installation 
and administration of the third server system (PRN Server). 71 I who worked 
remotely from his home in! !handled day-to-day administration for the PRN Server, 
an4 !who worked at PRN' s headquarters in Colorado, handled all hardware 
installation and any required physical (i.e. "hands-on") maintenance for the PRN Server. 0 •

73 

During the transition to the PRN Server,! !advised he worked with Pagliano to 
understand the existing architecture of the Pagliano Server. 74 As part of this transition process, 
on or around June 4, 2013J !was granted administrator access to the Pagliano Server, as 
well as any accompanying services, such as the domain registration services through Network 
Solutions. 75

•
76

•
77

•
78 

(U//FOUO) On June 23, 2013J hraveled to Clinton's Chappaqua residence, where he 
powered down the Pagliano Server and transported it to a datacenter in Secaucus, New Jersey, 
run by Equinix, Inc. (Equinix). 79

•
80

•
81 The PRN Server remained at the Equinix facility until it 

was voluntarily produced to the FBI on October 3, 2015. 82
•
83 The only equipmen~ !left 

at the Chappaqua residence was the existinr firewall and switch, since PRN intended to purchase 
its own firewalls and switches. 81 econnected and powered on the equipment for the 
Pagliano Server at the datacenter, so users could connect to their e-mail accounts, 85 and he 
continued to work at the datacenter for a few days setting up the remainirn! equipmentP for the 
PRN Server. 81 !completed all of the onsite work, while! ]worked remotely to 
get the server online. 81 Afte~ left Secaucus, New Jersey, to travel back to PRN' s 
headquarters all hysical pieces of hardware had been installed except for an intrusion detection 
device old the FBI that Equinix installed this device shortly after he left because the 
intrusion etect10n device was shipped later. 88 

(U//POUO) On or around June 30, 2013, I ~egan to remotely migrate all e-mail 
accounts from the Pagliano Server to the PRN Server. 89 During this migration period, the two 
server systems functioned together to ensure uninterrupted e-mail delivery to users. 90 After 
several days of migration, all e-mail accounts hosted on the presidentclinton.com, wjcoffice.com, 
and clintonemail.com domains were transferred to the PRN Server. q,

91 At that point, PRN kept 
the Pagliano Server online to ensure e-mail was still being delivered; however, the Pagliano 
Server was no longer hosting e-mail services for the Clintons. 92 

0 (U/ .m>) A third PRN employee,! I only handled a few tasks related to the administration of the server system 
until he left the company in the summer of 2015. 
P (U/ ~) The PRN Server consisted of the following equipment: a Dell PowerEdge R620 server hosting four virtual 
machines, including four separate virtual machines for Microsoft Exchange e-mail hosting, a BES for the management of 
BlackBerry devices, a domain controller to authenticate password requests, and an administrative server to manage the other 
three virtual machines, a Datto SIRIS 2000 to store onsite and remote backups of the server system, a CloudJacket device for 
intrusion prevention, two Dell switches, and two Fortinet Fortigate SOC firewalls. 
q (U/~) Th~ !domain was also added to the PRN Server at a later date. 
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(U//f'OUO) As part of the PRN Server environmentJ lold the FBI that he configured a 
backup device from Connecticut-based company Datto, Inc. (Datto), a Datto SIRIS 2000, r to 
take multiple snapshots of the server system daily, with a retention period of 60 days. 93 The 
backup device also made multiple copies of the Pagliano Server between June 24, 2013 and 
December 23, 2013. 94 At the Clintons' request, PRN only intended that the backup device store 
local copies of the backups. 95

•
96 However, in August 2015, Datto informed PRN that, due to a 

technical oversight, the PRN Server was also backing up the server to Datto' s secure cloud 
storage. 97

•
98 After this notification, PRN instructed Datto to discontinue the secure cloud 

backups. 99
•
100 

(UNFOUO)! !stated the Clintons originally requested that e-mail on the PRN Server be 
encrypted such that no one but the users could read the content. 101 However, PRN ultimately did 
not configure the e-mail settings this way to allow system administrators to troubleshoot 

bl · · h" 102 pro ems occurnng wit m user accounts. 

(U/fFOUO) PRN utilized an Intrusion Detection System (IDS)/Intrusion Prevention System 
(IPS) called CloudJacket from SECNAP Network Security. 103 The IDS/IPS device implemented 
by PRN had pre-configured settings that blocked or blacklisted certain e-mail traffic identified as 
potentially harmful and provided real-time monitoring, alerting, and incident response 

. 104 105 SECNAP 1 ld . .fi . h . . . h services. · personne wou receive noti icat10ns w en certam activity on t e 
network triggered an alert. 106 These notifications were reviewed by SECNAP personnel and, at 
times, additional follow-up was conducted with PRN in order to ascertain whether specific 
activity on the network was normal or anomalous. 107 Occasionally, SECNAP would send e-mail 
notifications tq I prompting him to block certain IP addresses. 101 ~escribed 
these notifications as normal and did not recall any serious security incident or mtrus10n 
attempt. 109 PRN also implemented two firewalls for additional protection of the network. 
I !stated that he put two firewalls in place for redundancy in case one went down. 110 

(U/fFOUO) According to the FBI' s forensic analysis of the server system, on December 3, 2013, 
Microsoft Exchange was uninstalled on the Pagliano Server. m The Pagliano Server remained in 
the same server cage at the Equinix datacenter in Secaucus, New Jersey, and a forensic review of 
the server, which was obtained in August 2015 via consent provided by Clinton through 
Williams & Connolly, indicated that it continued to be powered on and off multiple times before 
the FBI obtained it. 112 At the time of the FBI' s acquisition of the Pagliano Server, Williams & 
Connolly did not advise the US Government (USG) of the existence of the additional equipment 
associated with the Pagliano Server, or that Clinton's clintonemail.com e-mails had been 
migrated to the successor PRN Server remaining at Equinix. The FBI' s subsequent investigation 
identified this additional equipment and revealed the e-mail migration. As a result, on October 3, 
2015, the FBI obtained, via consent provided by Clinton through Williams & Connolly, both the 
remaining Pagliano Server equipment and the PRN Server, which had remained operational and 
was hosting Clinton's personal e-mail account until it was disconnected and produced to the 
FBI. 113,114,11s , 116 

'(U) The Datto SIRIS 2000 is a device that provides back-up capability and data redundancy. 
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(U/ ~) Investigation determined Clinton an_d ___ A __ b __ e __ d_in ___ b .... e......__ ....... ___ ...._n __ e_w ___ e-_m_a __ i_l __ a __ cc __ o __ u __ n __ t __ s __ o_n 
the domain hrcoffice.com in December 2014. 11 

bl 
b3 
b7E 

b3 
b6 

Abedin stated the clintonemail.com system was "going away" and, b?c 

e 1mtiat10n of the new domain Abedin did not have access to her clintonemail.com 

This is consistent with 
representat10ns ma e y W1 iams onno y, w 1c stated in a February 22, 2016 letter: 
"Secretary Clinton did not transfer her clintonemail.com e-mails for the time period January 21, 
2009 through February 1, 2013 to her hrcoffice.com account ... " 123 The investigation found no 
evidence Clinton's hrcoffice.com account contained or contains potentially classified 
information or e-mails from her tenure as Secretary of State. The FBI has, therefore, not 
requested or obtained equipment associated with Clinton's hrcoffice.com account. 

D. (UIIFOUO) Mobile Devices Associated with Clinton's E-mail Server Systems 

(U/lfOUO) Clinton stated she used a personal e-mail address and personal BlackBerry for both 
personal and official business and this decision was made out of convenience. 124 Abedin recalled 
that at the start of Clinton' s tenure, State advised personal e-mail accounts could not be linked to 
State mobile devices and, as a result Clinton decided to use a ersonal device in order to avoid 
carr in multi le devices. 125 

b3 

Cooper stated that he was aware of Clinton using a second mobile phone 
number. s, Cooper indicated Clinton usually carried a flip phone along with her BlackBerry 
because it was more comfortable for communication and Clinton was able to use her BlackBerry 
while talking on the flip phone. 129 Clinton believed 212! !was her primary BlackBerry 
phone number, and she did not recall using a flip phone during her tenure at State, only during 
her service in the Senate. t, 130 Abedin and Mills advised they were unaware of Clinton ever using 
a cellular phone other than the BlackBerry. 131

•
132 

(U/fflOUO) FBI investigation identified 13 total mobile devices, associated with her two known 
phone numbers, 2121 !and 212! !which potentially were used to send e-mails 
using Clinton's clintonemail.com e-mail addresses. 133 Investigation determined Clinton used in 
succession 11 e-mail capable BlackBerry mobile devices associated with 2121 !eight of 
which she used during her tenure as Secretary of State. ~ation identified Clinton used 
two e-mail capable mobile devices associated with 212L____Jafter her tenure. u, 

135 On 

' (U/ ~) During his interview with the FBI, Cooper was mistakenly shown "202! t as the second phone number. 
Cooper recognized the phone number as Clinton's second number; however the correct phone number is 21:( ! 
1 (U/~) AT&T toll records associated with 21~ Jndicated the number was consistently used for phone calls in 
2009 and then used sporadically through the duration of Clinton' s tenure and the years following. Records also showed that no 
BlackBerry devices were associated with this phone number. 
u (U/~) The FBI identified four additional mobile devices associated with 21~ !which were used during Clinton's 
tenure. However, these devices lacked e-mail capability, and as a result the FBI did not conduct any further investigation 
regarding these devices. 
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February 9, 2016, DOJ requested all 13 mobile devices from Williams & Connolly. 136 Williams 
& Connolly replied on February 22, 2016 that they were unable to locate any of these devices. 137 

As a result, the FBI was unable to acquire or forensically examine any of these 13 mobile 
devices. 

(U//FeHe) On October 16, 2015, Williams & Connolly provided two other BlackBerry devices 
to the FBI and indicated the devices might contain or have previously contained e-mails from 
Clinton's personal e-mail account during her tenure as Secretary of State.v·138

•
139 FBI forensic 

analysis found no evidence to indicate either of the devices provided by Williams & Connolly 
were connected to one of Clinton' s personal servers or contained e-mails from her personal 
accounts during her tenure. 140

• 
141

• 
142 

(U//FOUO) The FBI identified five iPad devices associated with Clinton which potentially were 
used to send e-mails from Clinton's clintonemail.com e-mail addresses. 143

•
144

•
145

•
146 The FBI 

obtained three of the iPads. 147
•
148

•
149 One iPad contained three e-mails from 2012 in the 

hdr22@clintonemail.com "drafts" folder. 150 The FBI assessed the three e-mails did not contain 
potentially classified information. 151 The FBI did not recover e-mails from Clinton's personal e­
mail accounts from either of the other two iPads in its possession. 152 

(U//FOUO) Monica Hanley, a former Clinton aide, often purchased replacement BlackBerry 
devices for Clinton during her tenure at State. 153 Hanley recalled purchasing most of the 
BlackBerry devices for Clinton from AT&T stores located in the Washington, D.C. area. 154 

Whenever Clinton acquired new mobile devices, Cooper w~y responsible for setting up 
the new devices and syncing them to the server. 155 Abedin and Hanley also assisted 
Clinton with setting up any new devices. 156 According to A e m, 1t was not uncommon for 
Clinton to use a new BlackBerry for a few days and then immediately switch it out for an older 
version with which she was more familiar. 157 Clinton stated that when her BlackBerry device 
malfunctioned, her aides would assist her in obtaining a new BlackBerry, and, after moving to a 
new device, her old SIM cards were disposed of by her aides. 158 Cooper advised he sometimes 
assisted users, including Clinton, when they obtained a new mobile device by helping them back 
up the data from the old device before transferring it to the new device and syncing the new 
device with Clinton's server. 159 Abedin and Hanley indicated the whereabouts of Clinton's 
devices would frequently become unknown once she transitioned to a new device. 160

•
161 Cooper 

did recall two instances where he destroyed Clinton's old mobile devices by breaking them in 
half or hitting them with a hammer. 162 

2. (U//f?OUO) Clinton's Handling of E-mail and Classified Information 

A. (UI/FOUO) Clinton's Decision To Use Personal E-mail and Server Systems 

(U/fFOUQ) FBI investigation determined the State Executive Secretariat's Office of Information 
Resource Management (S/ES-IRM) offered Clinton a State e-mail address at the start of her 

v (U/~) The mobile devices provided to the FBI from Williams & Connolly on October 16, 2015 did not contain SIM cards 
or Secure Digital (SD) cards. 
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~~~ ..... --
tenure; however, Clinton' s staffw declined the off er. 163 According to! I 
I !State S/ES-IRM, Clinton was offered a State e-mail address, but mstead decided to use 
the personal server from her 2008 presidential campaign. x, 

164 Investigation identified the 
existence of two State-issued e-mail accounts associated with Clinton; however, these accounts 
were used on Clinton' s behalf and not by Clinton herself. According to State, SMSGS@state.gov 
was used to send e-mail messages from the Secretary to all State employees. 165

• 
166 This account 

was not configured to receive e-mails, and S/ES-IRM authored the messages sent from this 
account. 167 S/ES-IRM created SSHRC@state.gov to manage an Outlook calendar for Clinton, 
but this account was not configured to send or receive e-mails other than calendar 
invitations. 168

•
169 A May 25, 2016 report issued by the State Office oflnspector General (OIG)Y 

stated that, during Clinton's tenure as Secretary of State, the State Foreign Affairs Manual 
(FAM) required day-to-day operations at State be conducted using an authorized information 
system. 170 The OIG stated it found "no evidence" that Clinton sought approval to conduct State 
business via her personal e-mail account or private servers, despite her obligation to do so. 171 

Clinton told the FBI that she did not explicitly request permission from State to use a private 
server or e-mail address. 172 According to the State OIG report, State employees alleged that John 
Bentel, then-Director of S/ES-IRM, discouraged employees from raising concerns about 
Clinton' s use of personal e-mail. z, 

173 When interviewed by the FBI, Bentel denied that State 
employees raised concerns about Clinton's e-mail to him, that he discouraged employees from 
discussing it, or that he was aware during Clinton's tenure that she was using a personal e-mail 
account or server to conduct official State business. 174 

(U//FOUO) The FBI investigation determined some Clinton aides and senior-level State 
employees were aware Clinton used a personal e-mail address for State business during her 
tenure. Clinton told the FBI it was common knowledge at State that she had a private e-mail 
address because it was displayed to anyone with whom she exchanged e-mails. 175 However, 
some State employees interviewed by the FBI explained that e-mails from Clinton only 
contained the letter "H" in the sender field and did not display her e-mail address. 176

•
177

•
178 The 

majority of the State employees interviewed by the FBI who were in e-mail contact with Clinton 
indicated they had no knowledge of the private server in her Chappaqua 

.d 179 180 181182183 184 cl· , . d. .d . 1 d M-11 Ab d. 1 b res1 ence. · · · · · mton s 1mme iate ai es, to me u e 1 s, e m, aco 
Sullivan, aa an~ !told the FBI they were unaware of the existence of the private server until 
after Clinton's tenure at State or when it became public knowledge. 185

•
186

•
187

•
188 

w (U/7'r'etl'e}) S/ES-IRM employees interviewed indicated they did not communicate directly with Clinton regarding this issue 
and could not specifically identify the members of Clinton's immediate staff with whom they spoke. 
x (U/ lffl'tl'Cr) According tcl !part of his job at State was to maintain and support the infrastructure for the 
UNCLASSIFIED and SECRET networks for the Executive Secretariat. 
Y (U/~) Independent of the FBI' s investigation, in April 2015, the State OIG initiated its own investigation and review of 
records management policies and practices regarding the use of non-State communications systems during the tenure of five 
Secretaries of State, including Clinton. Portions of the State OIG' s May 25, 2016 report relevant to the FBI' s investigation are 
cited herein. 
z (U) According to the State OIG report, two State information management staff members approached the Director of the S/ES­
IRM in 2010 with concerns they had about Clinton's use of a personal e-mail account and compliance with federal records 
requirements. According to one staff member, the Director stated that Clinton's personal system had been reviewed and approved 
by State legal staff. The Director allegedly told both staff members never to discuss Clinton's personal e-mail system again. OIG 
found no evidence that State legal staff reviewed or approved Clinton's personal e-mail system. 
aa (U) Sullivan served as the Deputy Chief of Staff and later the Director of Policy and Planning during Clinton's tenure as 
Secretary of State. 

Page 10 of 47 

CJ 

bl 
b3 
b7E 

b6 
b7C 

b6 
b7C 

b6 
b7C 

bl 
b3 
b7E 



(U/ lfttt::re>) The FBI investigation indicated Clinton was aware her use of a personal device, e­
mail account, and server did not negate her obligation to preserve federal records. On January 23, 
2009, Clinton contacted former Secretary of State Colin Powell via e-mail to inquire about his 
use of a BlackBerry while he was Secretary of State (January 2001 to January 2005).bb,ls9 In his 
e-mail reply, Powell warned Clinton that if it became "public" that Clinton had a BlackBerry, 
and she used it to "do business," her e-mails could become "official record[s] and subject to the 
law." 190 Powell further advised Clinton, "Be very careful. I got around it all by not saying much 
and not using systems that captured the data." 191 Clinton indicated to the FBI that she understood 
Powell's comments to mean any work-related communications would be government records, 
and she stated Powell's comments did not factor into her decision to use a personal e-mail 
account. 192 In an e-mail to Mills on August 30, 2011, State Executive Secretary, Stephen Mull, 
cited a request from Clinton to replace her temporarily malfunctioning personal BlackBerry with 
a State-issued device. 193 Mull informed Mills that a State-issued replacement device for 
Clinton's personal BlackBerry would be subject to FOIA requests. 194 On that same day, Bentel 
sent a separate e-mail to Hanley, which was later forwarded to Abedin, stating that e-mails sent 
to a State e-mail address for Clinton would be "subject to FOIA searches." 195 A State-issued 
device was not ultimately issued to Clinton; in her FBI interview, Abedin stated she felt it did not 
make sense to temporarily issue Clinton a State BlackBerry because it would have required 
significant effort to transfer all of her e-mails and contacts to a device that she would have only 
used for a few days. 196 The Mull and Bentel e-mails to Mills and Hanley did not indicate that 
transferring e-mail and/or contacts from Clinton's clintonemail.com account would be necessary 
to issue her a State BlackBerry. 197

•
198

•
199 Abedin stated she always assumed all of Clinton's 

communications, regardless of the account, would be subject to FOIA if they contained work­
related material. 200 

(U//FOUO) While State policy during Clinton's tenure required that "day-to-daJ operations [at 
State] be conducted on [an authorized information s:stem] " 201 according to the 
the Bureau of Information Security ManagementJ !there was no restriction on the 
use of personal email accounts for official business. 02 However, State employees were 
cautioned about security and records retention concerns regarding the use of personal e-mail. In 
2011, a notice to all State employees was sent on Clinton's behalf, which recommended 
employees avoid conducting State business from personal e-mail accounts due to information 
security concerns. 203 Clinton stated she did not recall this specific notice, and she did not recall 
receiving any guidance from State regarding e-mail policies outlined in the State FAM. 204 

Interviews with two State employees determined that State issued guidance which required 
employees who used personal e-mail accounts for State business to forward those work-related 

· 1 h . f,c: . 1 S c- d k . 20s 206 I . . e-mai s tot elf o 11cia tate account 1or recor - eepmg purposes. · nvest1gat10n 
determined that State used the State Messaging and Archive Retrieval Toolset (SMART), which 
11 1 1 · 11 -1 d 207 20s 209 A d. a ows emp oyees toe ectromca y tag e-mai s to preserve a recor copy. · · ccor mg to 

I !then State'~ !SMART was 
developed to automate and streamline the process for archiving records. 210 According to the 

bb (U) According to the State OIG report, when Powell arrived at State in 2001, the official unclassified e-mail system in place 
only permitted communication among State employees; therefore, Powell requested the use of a private line for his America 
Online (AOL) e-mail account to communicate with individuals outside of State. Prior to Powell's tenure, State employees did not 
have Internet connectivity on their desktop computers. During Powell' s tenure, State introduced unclassified desktop external e­
mail capability on a system known as OpenNet. 
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State OIG Report, IRM introduced SMART throughout State in 2009; however, the Office of the 
Secretary elected not to use the SMART system to preserve e-mails, partly due to concerns that 
the system would "allow overly broad access to sensitive materials." 21i ~old the FBI 
that representatives from the Executive Secretariat asked to be the last to receive the SMART 
rollout, and ultimately SMART was never rolled out to the Executive Secretariat Office. 212 This 
left the "print and file" method as the only approved method by which the Office of the Secretary 
could preserve record e-mails. 213 

(U//Ii'OUO) Mills wrote in a letter to State, dated December 5, 2014, that it was Clinton's 
practice to e-mail State officials at their government e-mail accounts for official business, and, 
therefore, State already had records of Clinton's e-mails preserved within State recordkeeping 
systems. 214 Abedin also stated in her FBI interview that Clinton's staff believed relevant e-mails 
would be captured and preserved by State if any of the senders or recipients were using an 
official State e-mail account. 215 The State OIG stated in its report that this was not an appropriate 
method of preserving record e-mails, and Clinton should have preserved any record e-mails 
created and received on her personal account by printing and filing the e-mails in the Office of 
the Secretary. 216 State OIG also determined Clinton should have surrendered all e-mails relating 
to State business before leaving her post as Secretary of State. 217 Clinton stated that she received 
no instructions or direction regarding the preservation or production of records from State during 
the transition out of her role as Secretary of State in early 2013. 218 Furthermore, Clinton believed 
her work-related e-mails were captured by her practice of sending e-mails to State employees' 
official State e-mail accounts. 219 

B. (UI/-FOUOj Communications Equipment in Clinton's State Office and Residences 

(U/tFOUO) Investigation determined Clinton did not have a computer in her State office, which 
was located in a Sensitive Compartmented Information Facility (SCIF) on the seventh floor of 
State headquarters, in an area often referred to as "Mahogany Row." 220

•
221

•
222 State Diplomatic 

Security Service (DS) instructed Clinton that because her office was in a SCIF, the use of mobile 
devices in her office was prohibited. 223 Interviews of three former DS agents revealed Clinton 
stored her personal BlackBerry in a desk drawer in DS "Post l ,"cc which was located within the 
SCIF on Mahogany Row. 224

•
225

•
226 State personnel were not authorized to bring their mobile 

devices into Post 1, as it was located within the SCIF. 227 According to Abedin, Clinton primarily 
used her personal BlackBerry or personal iPad for checking e-mails, and she left the SCIF to do 
so, often visiting State's eighth floor balcony. 228 Former Assistant Secretary of State for DS Eric 
Boswell stated he never received any complaints about Clinton using her personal BlackBerry 
inside the SCIF. 229 

his decision was relayed to Clinton's executive staff via a memo titled "Use of -----Blackberries in Mahogany Row," dated March 6, 2009. 232 Clinton stated to the FBI that she 
requested a secure BlackBerry while at State after hearing President Obama had one, but she 

{lr) cc~ The DS security detachment maintained a Post , known as Post 1, located in the SCIF and directly outside of 
Clinton's office on Mahogany Row. 
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could not recall the reasons why State was unable to fulfill this request. dd,
233 Early in Clinton's 

tenure at State, Clinton's executive staff also inquired about the possibility of the Secretary using 
an iPad to receive communications in her office; however, this request was also denied due to 
restrictions associated with the Secretary's office being in a SCIF. 234 According to the State OIG 
report, in January 2009, in response to Clinton's desire to take her BlackBerry into secure areas, 
Mills discussed with S/ES-IRM officials and with the State Under Secretary for Management, 
Patrick Kennedy, alternative solutions which would allow Clinton to check e-mail from her 
desk. 235 Setting up an Internet-connected, stand-alone computer was discussed as a viable 
solution; however, a stand-alone system was never set up. 236 

HJ) ~Ci~W~ Investigation determined Clinton had access to a number of State-authorized secure 
means of telephonic communication in her residences and in her office at State. ee,

237 At the start 
of Clinton' s tenure, State installed a SCIF and secure communicati011s eq11iplllentJ J 

n her residences m 
...... ..--T----,,--__,.......,..,......,......,,.....,"""'T"--en-r-e-s1"'T""e-n-c-e.--an"""'T..,...,...a-p-p-a-q-u-a-......... , ... ,'TTTT'", ,,-,R, 239 ,240 , 241 '242 According to 

Abedin, Cooper, an there were personally-owned desktop computers in the SCIFs in 
Whitehaven and Chappaqua. 243

'
244

'
245 Conversely, Clinton stated to the FBI she did not have a 

computer of any kind in the SCIFs in her residences. 246 According to Abedin and Clinton, 
Clinton did not use a computer, and she primarily used her BlackBerry or iPad for checking e­
mails. 

C. (UI/FOUO) Individuals in Direct Communication with Clinton's Personal E-mail 
Address 

(U/,'FOUO) Investigation determined a limited number of individuals maintained direct e-mail 
contact with Clinton through her personal clintonemail.com e-mail account during her tenure at 
State. Thirteen individuals, consisting of State senior-level employees, work-related advisors, 
and State executive administrative staff, maintained direct e-mail contact with Clinton and 
individually e-mailed her between I 00 and 1,000 times during her tenure. ii Abedin, Mills, and 
Sullivan, were most frequently in e-mail contact with Clinton and accounted for 68 percent of the 
e-mails sent directly to Clinton. In addition to sending Clinton messages they wrote, Abedin, 
Mills, and Sullivan reviewed e-mails they received from other State employees, USG contacts, 
and foreign government contacts, and if deemed appropriate they then forwarded the information 

HJJ dd~ According to Clinton, her request for a State-issued secure BlackBerry was not out of concern for the sensitivity of 
the information on the device she was using at the time, rather she · · · · 
ee 

(U) 
State installed the followin communications lines at the Whitehaven residence 

b6 
b7C 

bl 
---------------------------tate installed communications equipment at b3 

the Chappaqua residence similar to that at the Whitehaven residence. State finished installation of the SCIF in the Chappaqua 
residence in! I 
ii (U/~) The statistics in this paragraph are based on the e-mails provided by Williams & Connolly as part of Clinton's 
production to the FBI, excluding Clinton's personal correspondence with family and close friends, as well as e-mails Clinton 
forwarded to herself. 
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I( /-FO!O) Investigation identified hundreds of e-mails sent by Abedin and other State staff to 
presidentclinton.com e-mail address requesting him to print documents for Clinton. 

Some of these e-mails were determined to contain information classified at the 
CONFIDENTIAL level.jj,252

•
253

•
254

•
255

•
256

•
25 ! ~eceived a security clearance at the SECRET 

level on October 25, 2007 from the Department of Defense (DOD). 258 Documentation retained 
by DOD and provided to the FBI did not indicate! ~ecurity clearance was deactivated 
upon his retirement from the US Navy Reserves in September 2010. 259 

D. (UI/FOUO) Clinton Sta.ff s Use of Personal E-mail Accounts for Official Business 

(U/ffOUO) Clinton's immediate staff, to include Mills, Sullivan, Abedin,! !and Hanley, 
told the FBI in interviews that they predominantly used their State-provided OpenNet e-mail 

d ffi . l S b . 260 261 262 263 264 E · h. · · l d d accounts to con uct o 1cia tate usmess. · · · · xcept10ns tot 1s practice me u e 
instances when the State OpenNet e-mail system was down or when staff was traveling 
internationally and OpenNet was not readily accessible. 265

•
266

•
267

•
268

•
269 The FBI' s investigation 

confirmed that Clinton's immediate staff used their personal e-mail accounts in combination with 
their State-provided OpenNet e-mail accounts for official State business.kk 

E. (UIIF:OUO) Clinton's Use of Personal E-mail Accounts While Overseas 

(U/fFOUQ) FBI investigation and the State OIG report determined that State issued regular 
notices to staff during Clinton's tenure highlighting cybersecurity threats and advising that 
mobile devices must be configured to State security guidelines. 270

•
271 Clinton and her immediate 

staff were notified of foreign travel risks and were warned that digital threats began immediately 
upon landing in a foreign country, since connection of a mobile device to a local network 
provides opportunities for foreign adversaries to intercept voice and e-mail transmissions. 272

•
273 

The State Mobile Communications (MC) Team was responsible for establishing secure mobile 
voice and data communications for Clinton and her team when they were travelin domesticall 

274,275 

cou 

(S//OC/Nr) Investigation determined that of the e-mails prov~ded by Williams & Connolly as 
part of Clinton's production to the FBI, approximately -mails were sent or received by 
Clinton on her personal e-mail accounts while she was traveling outside the continental United 
States (OCONUS) on official State business. 11

•
271 

ii (U/~ Investigation identified six e-mail chains forwarded tcc=]that were determined from the State FOIA review to 
contain CONFIDENTIAL information. Five were forwarded by Abedin, and one was from Clinton. 
u (U) See Section 3.C for discussion of classified e-mails contained in Clinton's staffs personal e-mail accounts. 
u (U/~) State listed Clinton's overseas travel by individual days, but did not provide additional information such as arrival 
and departure times. As a result, the FBI could not determine specifically which e-mails were sent while she was on the ground 
OCONUS versus in flight. 
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mves 1ga 10n e ermme a un re so e-mai s 
classified CONFIDENTIALduringtp~ State FOIA process were sent or received by Clinton 
while she was OCONUS. Approximately)?nj-mails were sent or received by Clinto~ I 
I OQccasions while OCONUS, Clinton had direct 
e-mail contact with an e-mail address for President Barack Obama. Of the De-mails between 
Clintpn...apd President Obama,LJ'ere sent and received! !None of 
thesE{__J-mails were determined to contain classified information. Clinton told the FBI that she 
received no particular guidance as to how she should use President Obama' s e-mail address, and 
the e-mails sent while Clinton was m,

279 

F. (UI/F{)UO) Clinton's Production of E-mail in Response to FOIA and Other Requests 

(U//f 10UO) The House Select Committee on Benghazi was established on May 8, 2014 and 
reached an agreement with State on July 23, 2014 regarding the production ofrecords. 280 State 
sent a formal request to former Secretaries of State on October 28, 2014, asking them to produce 
e-mails related to their government work. 281 After State requested that Clinton provide her e­
mails, nn Clinton asked her attorneys, David Kendall 00 and Mills, to oversee the process of 
providing Clinton's work-related e-mails to State. 282 Heather Samuelson, PP an attorney working 
with Mills, undertook a review to identify work-related e-mails, while Kendall and Mills 
oversaw the process. 283 Ultimately, on December 5, 2014, Williams & Connolly provided 
approximately 55,000 pages of e-mailsqq to State in response to State's request for Clinton to 
produce all e-mail in her possession that constituted a federal record from her tenure as Secretary 
of State. 284 State ultimately reviewed the 55,000 pages of e-mail to meet its production 
obligations related to FOIA lawsuits and requests. On May 27, 2015, State received a court order 
to post Clinton's e-mails to the State FOIA website on a monthly production schedule with a 
completion date of January 29, 2016. 285 State ultimately concluded its FOIA-related production 
on February 29, 2016. Clinton told the FBI that she directed her legal team to provide any work­
related or arguably work-related e-mails to State; however she did not participate in the 
development of the specific process to be used or in discussions of the locations of where here­
mails might exist. 286 Clinton was not consulted on specific e-mails in order to determine if they 
were work-related. 287 

mm 

(U ) Dunng e sununer o 2014, tate m 1cate to M1 s a request or mton s wor -re ate e-ma1 s wou e 
forthcoming, and in October 2014, State followed up by sending an official request to Clinton asking for her work-related e­
mails. 
00 (U) Kendall is a partner at Williams & Connolly. 
PP (U) Samuelson worked in the White House Liaison Office at State during Clinton's tenure and currently serves as Clinton' s 
personal attorney. 
qq (U/~) According to Clinton's campaign website, 30,490 potentially work-related e-mails were provided to State on 
December 5, 2014. On August 6, 2015, Williams & Connolly provided tlle FBI a .PST file containing 30,542 e-mail related files, 
which included 30,524 e-mail messages. 
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(U/1-FOUO) In July 2014, to initiate the review of Clinton's e-mails for production to State, Mills 
arranged fod ~o export from the PRN Server all of Clinton's e-mails sent to or received 
from a .gov e-mail address during Clinton's tenure as Secretary of State. 288

•
289

•
290 Once,,_! _-,-- _ _. 

completed this export from the PRN Server, he remotely transferred a .PST file containing thee­
mails onto Mills' s and Samuelson' s laptops via Screen Connect. rr, 291

•
292

•
293 In late September 

2014, Mills and Samuelson asked! !to provide a full export of all of Clinton's e-mails 
f h . 1 d ·1 d . d f ·1 dd 294 295 296 rom er tenure, to me u e e-mai s sent to an receive rom non-.gov e-mai a resses. · · 
Mills and Samuelson explained that this follow-up request was made to ensure their review 
captured all of the relevant e-mails from Clinton's tenure. 297

·
291 bompleted this export 

and transfer in the same manner as the July 2014 request. ss Mills and Samuelson did not know 
from what location on the served !extracted Clinton's e-mails. 299

·
301 !gave the 

FBI inconsistent statements over the course of three interviews regarding from where on the 
server he extracted Clinton's e-mails, and FBI investigation and forensic analysis have been 
unable to specifically identify the location and composition of the repositoryj µsed to 
create the export of Clinton's e-mails from her tenure. 301

•
302

•
303 

(U//fOUQ) The FBI interviewed Samuelson on May 24, 2016 about her review of the PRN­
provided e-mails. Samuelson indicated she conducted the review of these e-mails over the course 
of several months and completed it just prior to December 5, 2014, when hard copies of the 
work-related e-mails were turned over to State. 304 Using her laptop to conduct the review, 
Samuelson placed any work-related e-mails into a folder that she had created in Microsoft 
Outlook. 305 Samuelson first added to this folder all e-mails sent to or from Clinton's personal e­
mail account with .gov and .mil e-mail addresses. 306 Samuelson then searched the remaining e­
mails for the names of State senior leadership, as well as any members of Congress, foreign 
leaders, or other official contacts. 307 Finally, Samuelson conducted a key word search of terms 
such as "Afghanistan," "Libya," and "Benghazi."tt ·308 Samuelson reviewed the "To," "From," 
and "Subject" fields of every e-mail during this review; however, she did not read the content of 
each individual e-mail, indicating that, in some instances, she made a determination as to 
whether it was one of Clinton's work or personal e-mails by only reviewing the "To," "From," 
and "Subject" fields of the e-mail. 309 

(U//FOUO) As she completed the review, Samuelson printed all of the e-mails to be turned over 
to State using a printer in Mills' s office. 310 According to Samuelson, Mills and Kendall 
subsequently reviewed e-mails that Samuelson printed, and any hard copy of an e-mail Mills and 
Kendall deemed not to be work-related was shredded, and the digital copy of the e-mail was not 
included in the folder Samuelson created in Microsoft Outlook to contain all of the work-related 
e-mails. 311 Mills stated that, other than instances where Samuelson requested Mills' s guidance, 
Mills did not review the e-mails Samuelson identified as work-related, and once the review was 
complete, Samuelson printed the work-related e-mails. 312 After the review was completed, 
Samuelson created a .PST file containing all of the work-related e-mails and ensured that all 
work-related e-mails were printed. 313 This .PST file was provided to Kendall on a USB thumb 

rr (U) ScreenConnect is a remote support administration tool that allows teclmicians to remotely connect to customers via a 
central web application to control and view end users' machines. According to product specifications, ScreenConnect encrypts 
data transmitted from one machine to another, to include screen data, file transfers, key strokes, and chat messages. 
ss (U/~) Mills did not recall if this second .PST file was transferred to her computer. 
tt (U/~) The FBI was unable to obtain a complete list of keywords or named officials searched from Samuelson, Mills, or 
Clinton's other attorneys due to an assertion of privilege. 

Page 16 of 47 

bl 
b3 
b7E 

b6 
b7C 

bl 
b3 
b7E 



~CREI11c+ne6± ul\i omm! .... __ ... 
drive. 314 On August 6, 2015, this thumb drive was obtained by the FBI from Williams & 
Connolly via consent from Clinton. 

G. (UIIFOUfj-) Deletion of E-mail Associated with Clinton's Personal E-mail Accounts 

(U/1-FOUO) According to Hanley, in spring 2013, Cooper assisted Hanley in creating an archive 
of Clinton's e-mails. 315 Cooper provided Hanley with an Apple MacBook laptop (the Archive 
Laptop tu from the Clinton Foundation and telephonically walked Hanley through the process of 
remotely transferring Clinton's e-mails from the Pagliano Server to the laptop and a thumb 
drive. 316 Hanley completed this task from her personal residence. 317 The two copies of the 
Clinton e-mail archive ( one on the Archive Laptop and one on the thumb drive) were intended to 
be stored in Clinton's Chappaqua and Whitehaven residences; however, Hanley explained this 
did not occur as Hanley forgot to provide the Archive Laptop and the thumb drive to Clinton's 
staff following the creation of the archive. 318

•
319 In early 2014, Hanley located the Archive 

Laptop at her personal residence and worked wit~ ~o transfer the archive of Clinton's 
e-mails to PRN. 320

•
321

•
322

•
323 After trying unsuccerfoJ]y ta re)otely transfer the e-mails to 

I I Hanley shipped the Archive Laptop to residence iq ~n 
February 2014, and biigrated Clinton's e-mails from the Archive Laptop onto the PRN 
S 324 325 326 327 3211 T 1. h h. J ~ c d 11 f h ci· ·1 erver. · · · · o accomp IS t IS rans1erre a o t e mton e-mai content 
to a personal Google e-mail (Gmail) address he created,! ~gmail.com, and 
then downloaded all of the e-mail content from the Gmail account to a mailbox named "HRC 
Archive" with the e-mail address hrcarchive clintonemail.com on the PRN Server. 329

•
330

•
331 

I ~dvised he used the mail.com e-mail account to facilitate the 
transfer because he had trouble exporting the e-mail from the Apple MacMail format to a format 
that would be compatible with Microsoft Exchange. 332 

(UNflOUO) Hanley stated she recommended thatl PRN wjp) the Archive Laptop after the e-mails 
were transferred to the PRN Server. 333 However,. ltold the FBI that, after the transfer 
was complete, he deleted the e-mails from the Archive Laptop but did not wipe the laptop. 334 He 
also advised he deleted the e-mails uploaded to the! @gmail.com e-mail 
account per Hanley' s instructions ~nd shinned the Arc~ive Laptop via United States Postal 
Service or United Parcel Service tq Jwho was Clinton' t the 
time. 335

·
336

·
331 ~old the FBI that she never received the laptop from ____ .... 

however, she advised that Clinton's staff was moving offices at the time, and It wou ave been 
easy for the package to get lost during the transition period. 338 Neither Hanley no~ I 
could identify the current whereabouts of the Archive Laptop or thumb drive contammg the 
archive, and the FBI does not have either item in its possession. 339 

(Uh'FOUO) FBI investigation identified 940 e-mails associated with Clinton's personal e-mail 
account from October 25, 2010 to December 31, 2010 that as of June 21, 2016 remained within 
th~ ~gmail.com account. 340 The FBI was able to determine that 56 of these 

uu (UJ'?'ft:ffie) According to Abedin, the archive of Clinton's e-mails was created as a reference for the future production of a 
book. According to Hanley, the archive of Clinton's e-mails was created in response to Clinton's hdr22@clintonemail.com 
address being released to the public following the online posting of e-mail exchanges between Clinton and an informal political 
advisor, Sidney Blumenthal. Blumenthal' s personal e-mail account, which contained his e-mails with Clinton, was compromised 
on March 14, 2013 by a Romanian cyber hacker. See Section 4.D. 
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e-mails have been identified as currently classified at the CONFIDENTIAL level through the 
Sta 341 ditionally, the FBI determined that 302 of the 940 e-mails identified in 
the mail.com account were not found in the set of e-mails Clinton 
pro uce to State m December 2014. 342 Of the 302 e-mails, the FBI disseminated 18 to USG 
agencies for classification review. State determined one e-mail to be classified SECRET when 
sent and to be classified CONFIDENTIAL currently. State determined a second e-mail to be 
classified as CONFIDENTIAL when sent and to be currently UNCLASSIFIED. 

~) In or around December 2014 or January 2015, Mills and Samuelson requested that 
~remove from their laptops all of the e-mails from the July and September 2014 

exports. ·344
•
34! µsed a program called BleachBitvv to delete thee-mail-related files so 

they could not be recovered. 346
•
347

•
34! ~emotely connected to Mills' s and Samuelson's 

laptops via Screen Connect to complete the deletions. 349
•
350

•
35! btated to the FBI that an 

unknown Clinton staff member told him s/he did not want the .PST file after the export and 
wanted it removed from the PRN Server. 352 According to Mills, in December 2014, Clinton 
decided ~e: Ion:~ needed access to any of her e-mails older than 60 days. 

153 
Therefore, Mills 

account to re ect t 1s change. 354 However, according t he did not make these 
instructe o modify the e-mail retention pol~y :n Clin:t s clintonemail.com e-mail 

changes to Clinton's clintonemail.com account until Marc 2015. 5 Clinton told the FBI that, 
after her staff completed her e-mail production to State in December 2014, she was asked what 
she wanted to do with her remaining personal e-mails, Clinton instructed her staff she no longer 
needed the e-mails. 356 Clinton stated she never deleted, nor did she instruct anyone to delete, her 
e-mails to avoid complying with FOIA, State or FBI requests for information. 357 

(U/,'FOUO) On March 2, 2015, The New York Times (NYT) published an article titled, "Hillary 
Clinton Used Personal Email Account at State Dept., Possibly Breaking Rules."ww·358 This article 
identified publicly that Clinton exclusively used a personal e-mail account to conduct official 
State business while she was Secretary of State and had not produced her federal records to State 
until December 2014. 359 On March 3, 2015, the United States House Select Committee on 
Benghazi provided a letter to Williams & Connolly requesting the preservation and production of 
all documents and media related to hdr22@clintonemail.com and hrcl 7@clintonemail.com. xx,3

60 

The following day, the House Select Committee on Benghazi issued a subpoena to Clinton to 
produce e-mails from hdr22@clintonemail.com, hrodl 7@clintonemail.com, and other e-mail 
addresses used by Clinton, pursuant to the events surrounding the 2012 terrorist attack in 
B h · 361 eng az1. 

(U/fFOUO) In the days following the publication of the NYT article, Mills requested that PRN 
conduct a complete inventory of all equipment related to the Pagliano Server. 362

•
363 In response 

to this requestJ fr,veled to the Eauinix djacenter in Secaucus, New Jersey to conduct 
an onsite review of the equipment, whil~ also logged in to the server 

vv (U) BleachBit is open source software that allows users to "shred" files, clear Internet history, delete system and temporary 
files and wipe free space on a hard drive. Free space is the area of the hard drive that can contain data that has been deleted. 
BleachBit' s "shred files" function claims to securely erase files by overwriting data to make the data umecoverable. 
ww (U) The same article was released on the NYT website on March 2, 2015. The print version appeared on page Al the 
following day, March 3, 2015. 
= (U) The House Select Committee on Benghazi submitted a preservation request for an accurate e-mail address, 
hdr22@clintonemail.com, and an inaccurate e-mail address, hrcl 7@clintonemail.com, for Clinton. 
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remotely. 364
·
365

·
361 !powered on the Pagliano Server and confirmed for Mills that no 

additional data existed on any server equipment, as all data was migrated to the PRN 
Server. yy,367,368 

(U/,WOU8) Investigation indicated that on March 25, 2015, PRN held a conference call with 
President Clinton's staff 369

•
370 In his interviews with the FBI,! !ndicated that sometime 

between March 25-31, 2015, he realized he did not make the e-mail retention policy changes to 
Clinton's clintonemail.com e-mail account that Mills had requested in December 2014. 371 In his 
FBI interview on February 18, 2016! ~ndicated that he did not recall conduct...,in....,g....._ _ __, 
deletions based upon this realization. 312 In a follow-up FBI interview on May 3, 2016J I 
indicated he believed he had an "oh shit" moment and sometime between March 25-31, 2015 
deleted the Clinton archive mailbox from the PRN server and used BleachBit to delete the 
exported .PST files he had created on the server system containing Clinton's e-mails. 373 

Investigation found evidence of these deletions 374 and determined the Datto backups of the PRN 
Server were also manually deleted during this timeframe. 375 Investigation identified a PRN work 
ticket, which referenced a conference call among PRN, Kendall, and Mills on March 31, 
2015. 376

•
377 PRN' s attorney advise1 !not to comment on the conversation with Kendall 

based upon the assertion of the attorney-client privilege. 378 

(U//FOUO) Investigation identified a March 9, 2015 e-mail to PRN from Mills, of which 
I !was a recipient, referencing the preservation request from the Committee on 

Benghazi. 379
·
381 ~dvised during his February 18, 2016 interview that he did not recall 

seeing the preservation request referenced in the March 9, 2015 e-mail. 381 During his May 3, 
2016 interview,! )ndicated that, at the time he made the deletions in March 2015, he 
was aware of the existence of the preservation request and the fact that it meant he should not 
disturb Clinton's e-mail data on the PRN Server. 31 ~lso stated during this interview, 
he did not receive guidance from other PRN personnel, PRN' s legal counsel, or others regarding 
the meaning of the preservation request. 383 Mills stated she was unaware tha~ ~ad 
conducted these deletions and modifications in March 2015. 384 Clinton stated she was also 
unaware of the March 2015 e-mail deletions by PRN. 385 

3. (Uh'-FOUO) Results of FBI Review of Clinton E-mails Stored and Transmitted on 
Personal Server Systems 

A. (Ullf?OUO) Quantities of Clinton's E-mails Recovered.from Personal Server Systems 

(Uh'FOUO) To date, the FBI has recovered from additional data sources and reviewed 
approximately 17,448 unique work-related and personal e-mailszz from Clinton's tenure 
containing Clinton' s hdr22@clintonemail.com aaa e-mail address that were not provided by 

YY (U/~) FBI forensically identified deletions from the PRN Server on March 8, 2015 of .PST files not associated with 
Clinton's e-mail account or domain, and other server data. 
zz (U/;'FOU01 These approximately 17,448 e-mails were determined to be unique from the e-mails provided by Williams & 
Connolly as part of Clinton's production to the FBI, through a distinctive Internet Message ID. These files do not include 
documents or partial e-mail files without an Internet Message ID in the metadata. 
aaa (U/ffiOUe') The approximate 17,448 e-mails may contain chains of e-mails in which Clinton is not on the most recent "To," 
"From," "CC," or "BCC" line. 
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~G 
Williams & Connolly as part of Clinton's production to the FBI, including e-mails from January 
23, 2009 through March 18, 2009.bbb 

B. (U/1,GQUO} Classification Portion Markings in E-mail Recovered.from Personal Server 
Systems 

(UNFOUO) The FBI identified three e-mail chains, encompassing eight individual e-mail 
exchanges to or from Clinton's personal e-mail accounts, which contained at least one paragraph 
marked "(C)," a marking ostensibly indicating the presence of information classified at the 
CONFIDENTIAL level. 386

•
387

•
388 The emails contained no additional markings, such as a header 

or footer, indicating that they were classified. State confirmed through the FOIA review process 
that one of these three e-mail chains contains information which is currently classified at the 
CONFIDENTIAL level. ccc,

3s9 State determined that the other two e-mail chains are currently 
UNCLASSIFIED. 390

•
391 State did not provide a determination as to whether any of these three e­

mails were classified at the time they were sent. 

(Uh'f'OUQ) When asked about the e-mail chain containing "(C)" portion markings that State 
determined to currently contain CONFIDENTIAL information, Clinton stated she did not know 
what the "(C)" meant at the beginning of the ~aragraphs and speculated it was referencing 
paragraphs marked in alphabetical order. ddd,

3 2 Clinton identified a "CONFIDENTIAL" header 
and footer (inserted in the document by the FBI prior to the interview) and asked if the "(C)" 
related to the "CONFIDENTIAL" header and footer. 393 Clinton did not believe the content of the 
e-mail was classified and questioned the classification determination. 394 When asked of her 
knowledge regarding TOP SECRET, SECRET, and CONFIDENTIAL classification levels of 
USG information, Clinton responded that she did not pay attention to the "level" of classification 
and took all classified information seriously. 395 

C. (U;t?OUO) Classified Information Found in Clinton's E-mails on Personal Server 
Systems 

(U//FOUO) FBI and USIC classification reviews identified 81 e-mail chains containing 
approximately 193 individual e-mail exchangeseee that were classified from the 
CONFIDENTIAL to TOP SECRET levels at the time the e-mails were drafted on 
UNCLASSIFIED systems and sent to or from Clinton's personal server. Of the 81 e-mail chains 
classified at the time of transmittal, 68 remain classified. Twelve of the e-mail chains, classified 

bbb (U/ffOUO} According to Clinton's campaign website, Clinton only provided State her work-related e-mails dated after March 
18, 2009. E-mails from January 21, 2009 to March 18, 2009 were not produced to State or the FBI by Williams & Connolly. 
According to Samuelson and Mills, they were unable to locate Clinton' s e-mails from this period. The e-mails from this time 
period were not provided to them by PRN, and they believed the e-mails were not backed up on any server. Investigation 
determined some of Clinton' s e-mails from January 23, 2009 to March 17, 2009 were captured through a Datto backup on June 
29, 2013. However, the e-mails obtained are likely only a subset of the e-mails sent or received by Clinton during this time 
period. 
ccc (U/ffflUe} The three e-mail chains containing the portion mark of "(C)" are not considered as part of the group of e-mails 
classified through the FBI classification review because State has not responded to the FBI request for classification 
determinations for these e-mails. 
ctctct (U/~) Earlier in her FBI interview, when asked what the classification marking "(SEU)" meant, Clinton correctly stated 
Sensitive But Unclassified. 
eee (U/~ Due to the limited insight into other USG and personal e-mail accounts, the investigation was unable to determine 
if e-mails from the classified e-mail chains were forwarded to other USG or personal e-mail addresses. 
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by State as SECRET or CONFIDENTIAL, were not among the approximately 30,000 e-mails 
provided to State and the FBI by Williams & Connolly. In addition to State classified equities, 
the investigation determined the 81 e-mail chains contained classified equities from 5 other 
USIC agencies: the CIA, DOD, FBI, National Geospatial-Intelligence Agency (NGA), and 
National Security Agency (NSA). 

(S//OC/~W) The 81 classified e-mail chains contained 8 e-mail chains classified TOP SECRET, 
37 e-mail chains classified SECRET, and 36 e-mail chains classified CONFIDENTIAL at the 
time they were sent. Of these e-mail chains, 7 e-mail chains contained information associated 
with a Special Access Program (SAP) and 3 e-mail chains contained Sensitive Compartmented 
Information (SCI). fff Of the 81 classified e-mail chains, 3 6 e-mail chains were determined to be 
Not-Releasable to Foreign Governments OFORN and 2 were considered releasable only to 
Five Allied artners FVEY . 

Sixteen of the e-mail chains, classified at the time the e-mails were sent, were downgraded in 
current classification by USIC agencies. 

(S/l'OC/H~ 

(S/fOC/~W 

(S//OCiNF 

(S//OC/~W 
-----------------------------

( S // O C /i ff' j 

(S/IOC/~W ...__ __ .... I .__ ________________________ ___. 

- CS//Octrfw I - ______________ ____. 

(S/f::,;:,,ro;;: 

(S//OC/~W I 
I 

(U/ffOUO) The State FOIA process identified 2,093 e-mails currently classified as 
CONFIDENTIAL or SECRET. Of these e-mails, FBI investigation identified approximately 100 
e-mails that overlapped with the 193 e-mails (80 e-mail chains) determined through the FBI 

fff (U~) One of the TOP SECRET/SCI e-mails was downgraded to a current classification of SECRET/ !REL TO USA, 
FVEY by the owning agency during a FOIA-related review. 
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classification review to be classified at the time sent. All except one of the remaining 2,093 e­
mails were determined by the State FOIA process to be CONFIDENTIAL, with one e-mail 
determined to be SECRET at the time of the FOIA review. ggg,hhh State did not provide a 
determination as to whether the 2,093 e-mails were classified at the time they were sent. 

(U/;q:;QUO) The FBI investigation determined Clinton contributed to discussions in four e-mail 
chains classified as CONFIDENTIAL, three e-mail chains classified as SECRET//NOFORN, 
and four e-mail chains classified as TOP SECRET/SAP. Inv~estigati~n identified 67 instances 
where Clinton forwarded e-mails to either State personnel o or printing that were 
identified as classified CONFIDENTIAL or SECRET through either the State FOIA process or 
FBI classification determination requests. 

(U//fOUO) FBI investigation determined at least 32 classified e-mail chains transited both the 
personal e-mail account of Clinton and the personal e-mail accounts of Abedin, Mills, Sullivan, 
d !iii One of these e-mails was TOP SECRET/SCI at the time of transmission, and is 
currently considered SECRET//REL TO USA, FVEY; five were classified as 
SECRET//NOFORN and one as SECRET both when sent and currently; two were classified 
SECRET when sent and are CONFIDENTIAL currently; one was classified as SECRET when 
sent and is UNCLASSIFIED//FOUO currently; 16 were classified CONFIDENTIAL both when 
sent and currently; five were CONFIDENTIAL when sent and UNCLASSIFIED//FOUO 
currently; and one was CONFIDENTIAL when sent and UNCLASSIFIED currently.jjj 
Investigation determined at least 80 e-mails from the 2,093 e-mails deemed classified through 
the State FOIA process were sent to or from the personal accounts of Abedin, Mills, Sullivan, or 

I r 
D. (UllfrOU9j Witness Statements Related to Classified E-mails Found on Clinton's 
Personal Server Systems 

(U/fFOUQ) The FBI interviewed multiple officials who authored and/or contributed to e-mails, 
the content of which has since been determined to contain classified 
information. 396,397,398,399 ,4oo,401,4o2 ,4o3,404,40S,406,407 ,408 USG employees responsible for initiating 

classified e-mail chains included State Civil Service employees, Foreign Service employees, 
Senior Executive Service employees, Presidential appointees, and non-State elected officials. 

(U//FOUO) During FBI interviews, the authors of these e-mails provided context surrounding 
the e-mails in question as well as reasons for sending the e-mails on unclassified systems. 

ggg (U/~) Investigation determined the following types of e-mails were not included in the list of 2,093 e-mails classified 
through the State FOIA review: TS/SAP e-mails; e-mails not produced to State by Williams & Connolly; formerly classified e­
mails now considered UNCLASSIFIED; and classified e-mails improperly released during FOIA production. 
hhh (U/~) Two attachments labeled as SECRET through State FOIA process were not tracked as separate classified 
documents in the FBI' s classification review. 
iii (U/~) Due to the limited insight into other USG and personal e-mail accounts, FBI investigation was unable to determine 
if e-mails from classified e-mail chains were forwarded to other personal e-mail~ 
iii (U/lffitffi) In addition to the personal accounts of Abedin, Mills, Sullivan, ancL__Jseven classified e-mail chains were 
initially drafted in or sent from the private e-mail accounts of five non-State individuals, to include Kerry and Blumenthal. 
kkk (U/~) Personal e-mail accounts of Abedin, Mills, Sullivan, ancc::::]appeared in the "To," "From," or "CC" line of 
the e-mail. Investigation was not able to determine if additional personal accounts were blind carbon copied ("BCC"). 
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Individuals who worked in the State Bureau of Public Affairsm often accessed classified 
information to understand the context of unclassified information that was to be disseminated 
publicly. 409 The Public Affairs officials primarily relied upon reporting from country desk 
officers to generate talking points and believed the country desk officers were experienced in 
protecting sensitive information within their reporting. 410 The Public Affairs officials were also 
responsible for notifying State leadership of impending reports by the news media regarding 
sensitive or controversial topics. 411 Furthermore, a former DOD official explained that he sent an 
e-mail, since deemed to contain classified information, in order to quickly coordinate public 
affairs responses by State and DOD with respect to a specific incident referenced in the e-
mail. 412 

(U//fOUO) Individuals, including those in the State Operations Center (Ops Center), mmm who 
were responsible for passing information to high-level State officials, worked to identify and 
disseminate the information they deemed critical for review by State leadership. 413

•
414 These 

individuals noted that such information was generally sent on State unclassified e-mail systems 
because of the need to quickly elevate information at times when the intended recipients did not 
all have immediate access to classified e-mail accounts. =·415

•
416 

(U//FOUO) Investigation identified seven e-mail chains comprised of 22 e-mails on Clinton's 
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in 
Washington, D.C. and overseas, were briefed into the SAP and communicated both internally 
and with other USIC officials about the program. 417

•
418

•
419

•
420 Only internal State e-mails 

regarding the SAP were forwarded to Clinton, all of which were sent to Clinton's server by 
Sullivan. Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven e­
mail chains. 

stated tha 

tated the right method of communication was whichever method allowed for 
t e aste ... st_p_o_s-s1""'"·b-le .... dissemination of the message. 428 He also stated that information he received 
from other USG agencies was "technically probably classified" but that "you can't do business 

m (U/~) According to State's website, the Bureau of Public Affairs "engages domestic and international media to 
communicate timely and accurate information with the goal of furthering US foreign policy and national security interests as well 
as broadening understanding of American values." 
mmm (U/ !r'etffi') The Ops Center is staffed 24 hours a day and constantly monitors reporting from State cables, other USG 
agencies, and open source news outlets for information of interest to State leadership. 
mm (U/~) Individuals who inputted classified information into e-mail chains to pass to high-level State officials indicated 
that at times they were relying on information that others had summarized and provided to them. 
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that way." 429 When interviewed by the FBI, authors of the e-mails stated that they used their 
best judgment in drafting the messages and that it was common practice at State to carefullY.·.---..., 
word e-mails on UNCLASSIFIED networks so as to avoid sensitive details or "ta . .,.... ..................... __ ..,. 

430,431,432,43 

---- eferenced news articles claiming e-mails on 
Clinton's server were over-classified, but after seeing the e-mails during the interview, stated he 
"now understood why people were concerned about this matter." 436 Sullivan indicated he had no 
reason to believe any State employee ever intentionally mishandled classified information. 437 

(S//OC/~W) The FBI interviewed four USIC executives stationed both in the United States and 
oversea 38,439,440,441 The USIC 

bl 
b3 
b7E 

bl 
b3 
b6 
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executives reviewed the e-mail chains which transited Clinton's personal e-mail account bl 

and assessed that some of the e-mail chains should be considered classified 442
•
443

•
441 I 

I 
I V However two of the USIC executives 

mterv1ewerl sairl some of the.I I 
I 

(S//OC/~W) A majorit, of the USIC executives interviewed expressed concerns with how State 
handled! J49

·
450

·
451 According to a · a ........ l..loo.loo.u......w.w..u.· .1.U.1,:.1,1,.,1,.UU,..i...i.l,~ 

State em lo ees were aware of the sensitivities 5 

(U/,'FOUO) On April 9, 2016, Mills, who served as Chief of Staff to Clinton at State between 
2009 and 2013, was interviewed by the FBI. During this interview, Mills was provided seven e­
mails which contained information later determined to be classified. While Mills did not 
specifically remember any of the e-mails, she stated that there was nothing in them that 
concerned her regarding their transmission on an unclassified e-mail system. 455 Mills also stated 
that she was not concerned about her decision to forward certain of these e-mails to Clinton. 456 

In reviewing e-mails related to the SAP referenced above, Mills explained that some of the e­
mails were designed to inform State officials of media reports concerning the subject matter and 
that the information in the e-mails merely confirmed what the public already knew. 457 

(U/!}i:QUE)) The FBI interviewed Sullivan on February 27, 2016. Sullivan, who between 2009 
and 2013 served at State first as the Deputy Chief of Staff for Policy and then as the Director of 
Policy Planning, communicated extensively with Clinton by e-mail. Their communications 
included both e-mails written by Sullivan and e-mails written by others that Sullivan forwarded 
to Clinton. During the interview, the FBI asked Sullivan to review approximately 14 e-mails 
Sullivan sent or received on unclassified systems that were later determined to contain classified 
information up to the TOP SECRET/SAP level. Sullivan did not specifically recall the e-mails, 
aside from recognizing some of them from the materials released pursuant to FOIA litigation, but 
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provided reasons why the e-mails may have been sent by him or others on unclassified 
systems. 458 With respect to the SAP, Sullivan stated that it was discussed on unclassified systems 
due to the operational tempo at that time, and State employees attempted to talk around classified 
information. 459 Sullivan also indicated that, for some of the e-mails, information about the 
incidents described therein may have already appeared in news reports. 46° Furthermore, Sullivan 
stated that his colleagues at State worked hard while under pressure and used their best judgment 
to accomplish their mission. 461 When forwarding e-mails, Sullivan relied on the judgment of the 
individuals who sent the e-mails to him to ensure that the e-mails did not contain classified 
information. 462 Sullivan did not recall any instances in which he felt uneasy about information 
conveyed on unclassified systems, nor any instances in which others expressed concerns about 
the handling of classified information at State. 000

•
463 

(SNOC/NF) Sullivan was also asked about an e-mail exchange between him and Clinton in 
which, on the morning of June 17, 2011, Clinton asked Sullivan to check on the status of talking 
points she was supposed to have received. 464 Sullivan responded that the secure fax was 
malfunctioning but was in the process of being fixed. Clinton instructed Sullivan that if the 
secure fax could not be fixed, he should "tum [the talking points] into nonpaper [with] no 
identifying heading and send nonsecure." 465 State uses the term "non-paper" to refer to a 
document which is authorized for distribution to a foreign government without explicit 
attribution to the U.S. government and without classified information. Sullivan did not recall 
this specific e-mail but believed that Clinton's request indicated that she would have wanted him 
to make an unclassifie · · · 
on a non-secure fax. 46 

(U//POUO) On April 5, 2016, Abedin, who served as Deputy Chief of Staff to Clinton at State 
between 2009 and 2013, was interviewed by the FBI. When asked about an e-mail subsequently 
determined to contain CONFIDENTIAL information, Abedin noted that she had only conveyed 
the information from the e-mail and had not originated it. 470 She also stated that she relied upon 
the sender to properly mark the e-mail for classification purposes and did not take it upon herself 
to question the sender's judgment as to such marking. PPP,

471 

(Uh'FOUO) Investigation determined Sidney Blumenthal, a former political aide to President 
Clinton and an informal political advisor to Clinton during her tenure at State, had direct e-mail 
contact with Clinton during her tenure at State. FBI investigation identified at least 179 e-

000 (U/~) Abedin and Mills also provided similar responses when asked about State security practices regarding classified 
information. 
PPP (U/ir'etl'e) Although Abedin was a party to e-mails containing information that has since been determined to be classified, 
due to the nature of her position at State, Abedin was not regularly included in the e-mail chains ( discussed in this section of the 
memorandum) about which Sullivan and Mills were questioned. Abedin' s position at State did not consistently involve her 
participation in substantive policy decisions, and she was not a regular user of classified e-mail systems. 
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mailsqqq that Blumenthal sent to Clinton containing information in memorandum format. The 
State FOIA process identified 24 memos from Blumenthal that contained information currently 
classified as CONFIDENTIAL and one as SECRET both when sent and currently. 472

•
473 The FBI 

interviewed Blumenthal on January 7, 2016. According to Blumenthal, the content of the 
memos, which addressed topics to include Benghazi and foreign political developments, was 
provided to him from a number of different sources to include former USIC employees and 
contacts, as well as contacts within foreign 
governments. 474,475,476,477,478,479,480,481,482,483,484,485,486,487 The memos contained a notation of 

"CONFIDENTIAL"m and then often included a source summary statement5ss similar to those 
frequently found in USIC intelligence products. 488

•
489

•
490 Blumenthal indicated he was not tasked 

to provide this information to Clinton; rather, he provided it because he deemed the information 
helpful, which Clinton occasionally acknowledged via e-mail. 491 Clinton often forwarded the 
memos to Sullivan asking him to remove information identifying Blumenthal as the originator 
and to pass the information to other State employees to solicit their input. 492

•
493 According to e­

mails between Clinton and Sullivan, Clinton discussed passing the information to the White 
House, other USG agencies, and foreign governments.ttt,494

,
495 

E. (UI/FOUO) Clinton's Statements Related to Classified E-mails Found on Her Personal 
Server Systems 

(S//OC/NF) On July 2, 2016, the FBI interviewed Clinton. Clinton was aware she was an 
Original Classification Authority (OCA) at State; however, she could not recall how often she 
used this authority nor could she recall any training or guidance provided by State. 496 Clinton 
could not give an example of how the classification of a document was determined; rather she 
stated there was a process in place at State before her tenure, and she relied on career foreign 
service professionals to appropriately mark and handle classified information. 497 Clinton 
believed information should be classified when it relates tq !the use of 
sensitive sources, or sensitive deliberations. 498 When asked whether she believed information 
should be classified if its unauthorized release would cause damage to national security, Clinton 
responded "yes, that is the understanding." 499 

{UJ ()zl'OC/NF) Clinton did not recall receiving any e-mails she thought should not have been on an 
unclassified system. 500 She relied on State officials to use their judgment when e-mailing her and 
could not recall anyone raising concerns with her regarding the sensitivity of the information she 
received at her e-mail address. 501 The FBI provided Clinton with copies of her classified e-mails 
ranging from CONFIDENTIAL to TOP SECRET/SAP and Clinton said she did not believe the 
e-mails contained classified information. 502 Upon reviewing an e-mail classified 
SECRET//NOFORN dated December 27, 2011, Clinton stated no policy or practice existed 

qqq (U~) The FBI obtained 177 of Blumenthal's memos from the e-mails provided by Williams & Connolly as part of 
Clinton's production to the FBI. The FBI recovered two additional memos during the investigation from BlackBerry backups 
provided by Cooper; State did not provide a classification determination on those additional memos. 
rrr (U/~) According to Blumenthal, "CONFIDENTIAL" meant the memo was personal in nature and did not refer to 
classified USG information. 
sss (U~) According to Blumenthal, the individual who provided the content for a number of the memos authored the source 
sunnnary statements (caveats provided regarding the source of information) in the memos. 
ttt (U/ ~) Investigation was unable to determine if any of Blumenthal's memos were forwarded to the White House, or to 
other USG agencies and foreign governments, as Sullivan's OpenNet sent items were not present in the data provided by State to 
the FBI. 
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related to communicating around holidays, and it was often necessary to communicate in code or 
do the best you could to convey the information considering the e-mail system you were 
using. 503 In reference to the same e-mail, Clinton believed if the foreign press was to obtain 
information from that e-mail, it would not cause damage to the US Government. 504 When asked, 
Clinton recalled being briefed on SAP information but could not recall any specific briefing on 
how to handle SAP information. 505 Clinton stated she knew SAP information was of great 
importance and needed to be handled carefully. 506 

F. (UIIFOUO) Gaps in Clinton E-mail Recovered.from Personal Server Systems 

(U//FOUC,) There were no e-mails provided by Williams & Connolly to State or the FBI dated 
from January 21, 2009 to March 18, 2009. FBI investigation identified an additional 18 days 
where Clinton did not provide State any responsive e-mail. FBI investigation determined 14 of 
the 18 days where Clinton did not provide State any responsive e-mail correspond with e-mail 
outages affecting Clinton's personal server systems as a result of both Hurricane Ireneuuu and 
Hurricane Sandyvvv. FBI investigation indicated other explanations for gaps in Clinton's e-mail 
production could include user deletion prior to PRN' s transfer of Clinton's e-mails for review, or 
flaws in the archiving and sorting process used to generate the responsive production to State. 

4. (U//FOUO) Results of the FBI Investigation and Analysis of Cyber Intrusion Potential 

A. (U//ffltfc)) Cyber Analysis of Clinton's Personal Server Systems 

(U//fi'C,UE>) FBI investigation and forensic analysis did not find evidence confirming that 
Clinton's e-mail server systems were compromised by cyber means. The FBI' s inability to 
recover all server equipment and the lack of complete server log data for the relevant time period 
limited the FBI' s forensic analysis of the server systems. As a result, FBI cyber analysis relied, 
in large part, on witness statements, e-mail correspondence, and related forensic content found 
on other devices to understand the setup, maintenance, administration, and security of the server 
systems. 

(U/tfi'OU&) Investigation determined Clinton's clintonemail.com e-mail traffic was potentially 
vulnerable to compromise when she first began using her personal account in January 2009. It 
was not until late March 2009, when the Pagliano Server was set up and an SSL certificate www 

was acquired for the clintonemail.com domain-providing encryption of login credentials, but 
not e-mail content stored on the server-that access to the server was afforded an added layer of 
security. 507

•
508 The certificate was valid until Se~tember 13, 2013, at which time PRN obtained a 

new certificate valid until September 13, 2018. 5 9 

~) During his December 22, 2015 FBI interview, Pagliano recalled a conversation with 
L____J1t the beginning of Clinton' s tenure, in whic~ ~dvised he would not be 

uuu (U/lfoEffie) The first of two extended outages occurred from August 28 to 30, 2011 (3 days) as a result of Hurricane Irene. 
vvv (U//ffitl'e) The second extended outage occurred from October 30, 2012 to November 9, 2012 (11 days) as a result of 
Hurricane Sandy. 
www (U/ ~) According to FBI forensic analysis, there was no SSL certificate on the Pagliano Server between March 19, 
2009, when the mail service was operational, and March 29 or 30, 2009, when the SSL certificate was installed on the server. 
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· d "f classified information was being transmitted to Clinton's personal server. 510 

urther recommended that e-mail transiting from a state.gov account to the server 
ent through a Transport Layer Security (TLStxx tunnel.YYY Pagliano advised that the 

transition to TLS never occurred. 5u· 512 The FBI was unable to forensically determine if TLS was 
implemented on the Pagliano Server. 

(U//FOUO) When asked about the maintenance and security of the server system he 
administered, Pagliano stated there were no security breaches, but he was aware there were many 
failed login attempts, which he referred to as brute force attacks. zzz.

513 He added that the failed 
attempts increased over the life of the Pagliano Server, and he set up the server's logs to alert 
Cooper when they occurred. 514 Pagliano knew the attempts were potential attackers because the 
credentials attempting to log in did not match legitimate users on the system. 515 Pagliano could 
not recall if a high volume of failed login attempts emanated from any specific country. 516 

(U/,q:;ou&) In an attempt to thwart potential attacks, Pagliano set up Internet Protocol (IP) 
filteringaaaa on the firewall and tried to review the firewall log files once a month. 517 After the 
Pagliano Server was established, Cooper put Pagliano in contact with! I a United 
States Secret Service (USSS) agent, who recommended Pagliano also perform outbound filtering 
of e-mail traffic. 518 Pagliano further considered, but ultimately did not implement, a Virtual 
Private Network (VPN?bbb or two-factor authenticationcccc to better secure administrative access 
to the server system by him and Cooper. 519 The FBI forensically determined that Remote 
Desktop Protocol (RDP)dddd was enabled on the Pagliano Server and was used by Pagliano, 
Cooper, and later PRN, for remote administration of the server. 520 While the availability ofRDP 

xxx (U) TLS is a protocol that ensures privacy between connnunicating applications, such as web browsing, e-mail, and instant­
messaging, with their users on the Internet. TLS ensures that no third-party eavesdrops on the two-way connnunication. TLS is 
the successor to SSL and is considered more secure. 
YYY (U) According to the State OIG report, State policy (12 FAM 544.3) stipulates normal day-to-day operations must be 
conducted on an authorized system. In the absence of a device, such as a State OpenNet terminal, employees can send most 
Sensitive But Unclassified (SEU) information unencrypted via the Internet only when necessary, with the knowledge that the 
nature of the transmission lends itself to unauthorized access, however remote that chance might be. Furthermore, in August 
2008, 12 FAM 682.2-5 was amended and mandated that SEU information on non-Department-owned systems at non­
Departmental facilities had to meet certain criteria. Employees had to: 1) ensure that SEU information was encrypted; 2) destroy 
SEU information on their personally owned and managed computers and removable media when the files are no longer required; 
and 3) implement encryption certified by the National Institute of Science and Technology (NIST), among other things. Although 
12 FAM 682.2-5 was further amended in 2009, 2011, 2014, and 2015, the basic requirements did not change. 
zzz (U) A brute force attack is a trial-and-error method used to obtain information, such as a password or personal identification 
number (PIN). In a brute force attack, passwords may be attempted manually or automated software can be used to generate a 
large number of consecutive guesses as to the targeted information. 
aaaa (U) IP filtering is the practice of identifying and manually blocking IP addresses based on the identification of patterns that 
are indicative of a potential attack. 
bbbb (U) VPN is a private network that runs on top of a larger network to provide access to shared network resources, which may 
or may not include the physical hard drives of individual computers, as in the case of Remote Desktop Protocol (RDP). VPN 
offers an additional layer of security by encrypting the data traveling to the private network before sending it over the Internet. 
Data is then decrypted when it reaches the private network. 
cccc (U) Two-factor authentication is a method of confirming a user' s claimed identity by utilizing a combination of two different 
components, often something the user knows and something the user has-such as a RSA keyfob/token. 
ctctctct (U) RDP is a proprietary protocol developed by Microsoft that allows a user to remotely connect to another computer over a 
network connection to view the computer and control it remotely. RDP is implemented in every version of Windows starting with 
WindowsXP. 
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on a server is convenient for remote access, the FBI is aware of known vulnerabilitieseeee 
associated with the protocol. 

(U/,'FOUO~ I 

f"-',-'"" Pagliano recalled finding "a 
._v_i_ru-s,-,,-b-u_t_c_o_u_ld_p_ro_v_i_d_e_n_o_ad_d_i-ti_o_n_a_l _d-et-a-il_s_, -o-th_e_r_t_h-an-it_w_. as nothing of great concern. 525 FBI 

examination of the Pagliano Server and available server backups did not reveal any indications 
of malware. 526 

(U//flOUO) On January 9, 2011, Cooper sent Abedin an e-mail stating someone was attempting 
to "hack" the server, prompting him to shut it down. 527 Cooper sent Abedin another e-mail later 
the same day stating he had to reboot the server again. 528 The FBI' s investigation did not identify 
successful malicious login activity associated with this incident. 529 

(U/ /.FOUOj The FBI' s review of available Internet Information Services (IIS) web logs showed 
scanning attempts from external IP addresses over the course of Pagliano' s administration of the 
server, though only one appears to have resulted in a successful compromise of an e-mail 
account on the server. 53° Forensic analysis noted that on January 5, 2013, three IP addresses 
matching known Torffff exit nodes were observed accessing a user e-mail account on the 
Pagliano Server believed to belong to President Clinton staffed I FBI 
investigation indicated the Tor user logged in tJ le-mail account and browsed e-mail 
folders and attachments. 531

'
532 When asked during her interviewj !stated to the FBI she is 

not familiar with nor has she ever used Tor software. 533 FBI invest1gat10n to date was unable to 
identify the actor(s) responsible for this login or ho~ login credentials were 

· d 534 compromise . 

(U//FOUO') Forensic analysis of alert e-mail records automatically generated by CloudJacket 
revealed multiple instances of potential malicious actors attempting to exploit vulnerabilities on 
the PRN Server. FBI determined none of the activity, however, was successful against the 
server. 535 

(U/lf/OUO) Following the March 3, 2015 New York Times article publicly revealing Clinton's 
use of personal e-mail to conduct government business, 536 the FBI identified an increased 
number of login attempts to the PRN Server and its associated domain controller. gggg ,

537 Forensic 
analysis revealed none of the login attempts were successful. FBI investigation also identified an 

eeee (U) Older versions ofRDP had a vulnerability in the method used to encrypt RDP sessions. While security patches, if applied , 
have remedied these vulnerabilities, exposing RDP to direct connections could allow remote attackers the opportunity to guess 
lo gin credentials. 
fHf (U) Tor is free software allowing end users to direct their Internet traffic through a group of volunteer-operated servers around 
the world in order to conceal their location and Internet usage. 
gggg (U) A domain controller is a Microsoft server that responds to security authentication requests (logins, checking permissions, 
etc.) within a Windows domain. 
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increase in unauthorized login attempts into the Apple iCloudhhhh account likely associated with 
Clinton's e-mail addressiiii during this time period. Investigation determined all potentially 
suspicious Apple iCloud login attempts were unsuccessful. 538 Additionally, PRN made various 
network changes to the PRN Server around March 7, 2015, to include disabling the server's 
public-facing VPN page and switching from SSL protocol to TLS to increase security. 539 Staff 
also discussed the possibility of conducting penetration testingjjjj against the PRN Server to 
highlight vulnerabilities in the network. 540 The FBI interviewed an employee of the company 
with which PRN had discussed the issue. The employee stated that the topic was broached but 
that penetration testing against the PRN Server, ultimately, did not happen. 541 

B. (UI/FOUO) Cyber Analysis of Clinton's Mobile Devices 

(U/7'flOUO) The FBI does not have in its possession any of Clinton's 13 mobile devices which 
potentially were used to send e-mails using Clinton' s clintonemail.com e-mail addresses. As a 
result, the FBI could not make a determination as to whether any of the devices were subject to 
compromise. Similarly, the FBI does not have in its possession two of the five iPad devices 

h. h · 11 db ci· d d . -1 d . h 542 543 544 545 w 1c potentia y were use y mton to sen an receive e-ma1 s unng er tenure. · · · 
The FBI forensically examined two of the three iPadskkkk it obtained and found no evidence of 

b · · 546 cy er mtrus10n. 

C. (UI/FOUO) Cyber Targeting of Clinton's Personal E-mail and Associated Accounts 

(Sh'OC/~W) Clinton received another hishing e-mail, purportedly sent from the personal e-mail 
account of a State official:1...-_____ __......._ ....... """"""~·1 contained a potentially malicious 
link. 552 Clinton replied to the e-mai statin "Is this reall from ou? I was 

. d b . . I" 553 worne a out opemn~1t.::.;·-....1..--,-----------..-----,_ __________ _J 

In a separate incident Abedin sent an e-mail t indicating Clinton was ---
hhhh (U/iftftl'6) Apple iCloud is a cloud storage medium available to users of Apple products. Clinton is known to have used 
Apple iPads during the course of her tenure, and hdr22@clintonemail.com was likely used as her AppleID to set up a new Apple 
device. 
iiii (U/~) While the NYT article did not reveal Clinton's e-mail address-and by default the domain name-it is very likely 
those who tried to gain access to the related Apple iCloud account searched for and found the e-mail address in open sources. 
News articles from 2013 contained a screenshot of Blumenthal's communication with "hdr22," thereby divulging Clinton's e­
mail alias. Other outlets mentioned the domain name in articles but withheld Clinton's e-mail alias. Clinton's full e-mail address 
could therefore have been ascertained through piecing together various sources. 
iili (U) Penetration testing, more commonly known as pentesting, is the practice of testing a computer system, network, or web 
application to find vulnerabilities that an attacker could exploit. 
kkkk (U/~) The third iPad the FBI obtained was not actually used by Clinton. Shortly after it was purchased, it was given as 
a gift to a member of her staff, and therefore the FBI did not forensically examine the device. 
llll (U) RAT is a piece of software that facilitates remote operation of a computer system. 
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worried "someone [was] hacking into her email" given that she received an e-mail from a known 
I !associate containing a link to a website with pornographic material. 554 There is no 
additional information as to why Clinton was concerned about someone hacking into her e-mail 
account or if the s ecific link referenced b Abedin was used as a vector to infect Clinton's 
device 

pen source 
information indicated, if opened, the targeted user's device may have been infected, and 
information would have been sent to at least three com uters overseas includin one in 
Russia. 560,56 

D. (Ul/fl()UO) Potential Loss of Classified Information 

(U//trOUO) On March 11, 2011, Boswell sent a memo directly to Clinton outlining an increase 
since January 2011 of cyber actors targeting State employees' personal e-mail accounts. 563 The 
memo included an attachment which urged State employees to limit the use of personal e-mail 
for official business since "some compromised home systems have been reconfigured by these 
actors to automatically forward copies of all composed e-mails to an undisclosed recipient." 564 

Clinton' s immediate staff was also briefed on cybersecurity threats in April and May 2011. 565 

I 

(s/ - - ,,.,,J 
t 'Jvt ~ '11 

mmmm (U) In order for malicious executables to be effective, the targeted host device has to have the correct program/applications 
installed. If, for example, the host is running an older version of Adobe but the exploit being used is newer, there is a chance the 
host will not be infected because the exploit was unable to execute using the older version of the program. 
nnnn (U) A "drop" account, in this case, is an e-mail account controlled by foreign cyber actors and which serves as the recipient 
of auto-forwarded e-mails from victim accounts. 
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(U/fti'OU6) On or about March 14, 2013, Blumenthal's AOL e-mail account was compromised 
by Marcel Lehel Lazar, aka Guccifer, a Romanian cyber hacker. Lazar disseminated e-mails and 
attachments sent between.,.... ....................................................................................................................... __...._.. ............... _ .................... ...... 

58 

screenshots captured a list of 19 foreign policy and intelligence memos authored by Blumenthal 
for Clinton. 589 The content of one of the memos on the list was determined by State to be 
classified at the CONFIDENTIAL level. 590 Lazar was extradited from Romania to the United 
States on March 31, 2016. 591 

(U/~) Between April 25, 2016 and May 2, 2016, Lazar made a claim to FOX News that he 
used information from Blumenthal's compromise as a stepping stone to hack Clinton's personal 
server. 592 On May 26, 2016, the FBI interviewed Lazar, who admitted he lied to FOX News 
about hacking the Clinton server. 593 FBI forensic analysis of the Clinton server during the 
timeframe Lazar claimed to have compromised the server did not identify evidence that Lazar 
hacked the server. 594 An examination of log files from March 2013 indicated that IP addresses 
from Russia and Ukraine attempted to scan the server on March 15, 2013, the day after the 
Blumenthal compromise, and on March 19 and March 21, 2013. 595 However, none of these 
attempts were successful, and it could not be determined whether this activity was attributable to 
Lazar. 596 

E. (Ul1f?OUO) General Cyber Analysis Conducted 

(S//OC/~~ I The FBI conducted general cyber research and analysis of e-mail addresses 
and user accounts associated with the clintonemail.com and oresidentclinton.com domains. 
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(UNFOUO) FBI extracted the Thread-Index 0000 and Message-IDPPPP values for each identified 
confirmed classified e-mail relevant to this investigation. The values were extracted from thee­
mail headersqqqq in order to develop specific electronic signatures that could be used when 
searching for exact references in large data repositories. In an effort to identify whether any 
confirmed classified e-mails may have been compromised through computer intrusion methods, 
the FBI conducted signature-based searches in available databases, to includ~ F. The b7E 

FBI also provided the unique identifiers to other government agencies, and one entity 

0000 (U) A Thread-Index value is a unique, alphanumeric, Microsoft Outlook-centric field found in an e-mail's header. The 
identifier is used to track e-mail threads (or conversations). Each time there is a reply or forward in the e-mail thread, Outlook­
if it is the e-mail client being used-will append additional alphanumeric characters to the e-mail's original Thread-Index value. 
PPPP (U) A Message-ID is a unique identifier found in an e-mail's header. Message-IDs are required to have a specific format and 
be globally unique. Unlike Thread-Index values, Message-IDs are unique to every individual e-mail, regardless of whether two e­
mails belong to the same thread (or conversation). 
qqqq (U) A header precedes the body (content text) of an e-mail, and contains lines (metadata) that identify particular routing 
information. FieJds such as "from " "Jo " and "Rate" are mandatory whjje others are optjooaJ 
rrrr (U/ffiffieJ b7E 
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responded. ssss To date, the signature-based searches in USG databases have not identified the 
relevant e-mails. 601 

ssss (U/~) The FBI provided the Executive Office of the President (EOP), State Cyber Threat Analysis Division (CTAD), 
and State's Information Resource Bureau (IRE) with Thread-Index and Message-ID values. CTAD found no record of the 
signatures provided. EOP stated they could only search "To," "From," and "Subject" lines, as did State IRE. Separately, in an 
attempt to identify whether confirmed classified e-mails resided in unidentified e-mail provider accounts, or whether identified 
accounts forwarded or replied to the classified messages, the FBI explored the possibility of sharing Thread-Index Value and 
Message-IDs with e-mail service providers of interest. Google was asked if they could search those header fields in its dataset. 
The company stated it does not index Thread-Index values, which is the identifier the FBI was most interested in, as it would 
have provided insight into the extent the messages were forwarded. 
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+& ~1._ ______ ____.~!/()C 'hl" 

..;J-

f.<~EOl!:RAL Bl.JREAU OF INVESTIGATION· 

(U//fOCO) On July 2, 2016, HtLLAR '{ R0DHAtv1 CUNTON, .;;:k.lw or-f b ..... i __ .rl--ih'L...----.....----1 
was interviewed bv Fc~krnl Buri.~au of lnvesiigation (FB[) Spccbl Agents (S.i\) ! . . kmd 
I !al th,· J. EdgM Hoover Bul!ding klc~ik\i ~It 935 Pennsyh,r.mhi Avenui:.~ NW, 
\Va::,hingtf.1n, DC 20535. Pn:.~scnt ihr tht intcrvic'+v Wi..!re· CUNT· ,l'' · · - ,, ,~ ,, ' ' ' , E. K,~ndaH, 
Ka!ht riw .. • 1\-t Turner. Chi.iryt D, Mill~ .. Heather Satl lUi?bou and i\ iso .. resent \Vas 

m Chief Peli..!r P, Strzok, as well ai l)avkt Laufman, 
and l . . hom tlK~ Depmin1cnt ofJu!iticc {DOJr Prit)rlo the inwrvic">v, Kern.la!!. Turner. 
nd.Sa:nt1:1d:;on agreed w ::iign a.nt11H:lisckrn.nr1.~agrcemen1 in anticipation of vie\.vir1g do..:unicnt:,; 

during ihc intt:rviiiW thttt \\·en.• dassificd m, part i;.if a Spcdiil Acc,'.s::.J>r(.)grnm {SAP). Ailer being ildvised 
of lh~ identities of the inh,'.rvkwing agt~nts. and thi..: purpose of the intcrviev,,, CLINTON pr(wid..:.~J the 
friHo\·dng inforrtuitii::m: 

(U/TOt)O} Upon t~1kfog nffi~.e as the Sccrctnry of State (SccStatl.'.') al lhe U.S. [kpanmcnt of State 
{hcreafo.~L Slate} in Jammry 2009, CLINTON rcc~1llcd her ()ftkc on the seventh ffoor al Sii1te hm1dx1uuncr:.-i 
had nnc-h!ad.; phone capable of 1ms1.:cure an-d ~ccure c,:,nHmmita tinns, one yd lo\v ph1:.HK' for secure 
(:.mrn1unkation i:m!y, and one \Vhite pho1w capahk i)fdirect calls to certain g()V<.m1mcntt 1m.cfob. 
CUN TON did not !mvi;.~ ,t ct}mput<Jr wrrninal of ,:11iy kind or a facsintilc nmchitk in lwr nHke ut State. 
Additionally, Sime mnHud CUNTClN 's nisidctK:es in \Vashington. DC and Chappuqua, l\kiw York ,vith 
a Seniltin.~ Compartmented lnformationfn d!ity (SClF). Each SCIF ht!d a <.:mnbirn.Hion lock that only 
CLINTON knew the i.:ombinatkm hJ. Tbt SClFs in b<)th ~sklcnct!S wcr~ outlined with ~rnrc vtde;:,) 
1decontercni..Y ..:.•quipm1.mt and the s,1me phone systems as in her ()t1ke ,)l State. CLJNTON did twlbave a 
1iompiner wrrninal of any kind in tht SCJFs at her rcsidem.:cs, but did have a fot:-;imih: machine ca1,abk <)f 
~e.:ure and tmse<,:me trnnsm iss inn. CLINTON rnrdy w,..:.!d th~ SCIF in her residem.:~~ in DC, prin1~tri!y d-i.1c 
w lwr pn:frrence w ust hl~r Mlke ,it Stale; lt\v as CUNTON 1s practice l Q fo1;.:.k the SCI F every time it WU$ 

vactilcd. \Vht:n in her residences .. CLJNTON \\'mild receive dussiHcd irltbrmatfon thH)ugh dipluim1tk: 
ptiuch vi:.1 t:ourier,s ecuri: phone c;1D or ::.ccurc fox. l\fh.~r (:tmstuning hard cupy dtt ssincd Jpcurmmis at her 
nh,idi.mcc, CLINTON \Vmtld plm:.:c the docimwnt.s in .:1 ''hurn bag.'' 

(S/:'Nf) \Vhen travd ing <hmcsticallv, CLINTON had no tedmk a} su .. ,m1 trnvdirn with her as ii 
rdrtti:J tfl secure conummi<.:,1tiun!'>. 

'------------ --- --------r--------,-----l CL!l'(l'ON K"t'nrled 
v~dxtl hi'idfogs ,;.in t!w security or hercormm.mi<.:ation: For im,tance, CLINTON .__ ______ ___. 

Hy .s,_·_,._\l _____ _ _.j,.,,.:s ... ·,·'.' 1 .. ______ ....,I . ·- . -1 """"""""""""'"""""""'"""""·"·"'"'""'"""""""'''""''''"''"'''"""'"""""""""""""""""""'""""'"'" 
fhh .d{x,.:tn~:-¢tH t ,ittH~in.$.n,~ldi~r f i-X~.JnHHt JH.i~11!, .. m"S 1~~sf .,~oh Chl:'$k l.t:,-~ t,f th~ f OL ·h i$ th~ rn.1p-..;rty ~)f~h<.': FB~ ~~:1d b~ h..x:_n~d in yi.c-ur iij~s:n,) ~ jf 
ari~i .?!:'c ~dur,~nh ~~~z H"~)t I,;~ lx~ dit(Bi:hiH<.':d l~~tskt -:· ynnr <tg.',:"-i:)r)·-

~ ~-----------____.~ ·'iOC'~~F 
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~·~',,t .... ________ ___,~'.'OC/N!" 

') 
••••••n,, . .::..._.._,.,,,._.._.._.._,,_, 

0, 'ty would handk.comimmication irtfrastrnctti. i.-e. in c.·,t.~rtah.i instm1;.;0, 
n \Vhid1 classiih.>d information could be commtmkmcd. .__ ___________ ___. 

iS/.~~ 

(U.:/POCO} Afkr n.·vkwing m, email dated July L 20l2 \Vith subject line ·'f\v : Congratulations!," 

C'..JNT~ifoc.i.·e!..'.·····;,;··· .. h.··.1-:.·it·i·no gn.rticolar.gukhi:1c .. e as t~, ho,.,, s:he sl~ou. Id use :he Pr.cs!.?F.·tu',s•.~m .•. ;iil 
mid1·e:t·;.l __ ___JL~thtt&9lt1!.9X· Since the luregmng cmml \Yas sent trom Russia, CL!N l (JN stated she 
must have s~mt it from tlte plane, 

(UhTOt:O} /\Her reviewing. an email dated !\Jareb 22, 2009 with subject Hne "Re: Fo!hHN up,'' 
CLINTON srnte.d lhi~ email ptrtaim:.xl to ho\v her "files:'' were going to he treated at Stmc, CLINTON 
rdaycd whik in !lw Senate, she maintained a pers(ma! and oWcia! paptr file, This prnre.ss was riot 
implemented thrnugh Scnatt' pwc'-idurc m guidance hm. thrnugh CLINTON\ own personal process, 
C LlNT()N was not a•.v,ir~ ho\\· other State staff maintained their t1:.icords and was unaware ofStati:.~'s State 
l'vkssaging nnd Archive Rctdcva! TNJ!sd (Sr-.tART). 

(U/fFOtl~ CUNTON could not n.-call when she first r.cccived her security ekarance and ff' slw 
1.\1rried it ""'!th her w SMe vhirecipn:idty from her time in the Senate, CUNTON could nm recall any 
briefing (W trahiirig by State rek1letl to the retention of fodcrnl recnrdsor handling of classified 
in!IH'll1.ll!OU. 

(U//FOUO) CLINTON was a,varc she was an Original C!assificatkm /\uthority (OCA) al State., 
CLINTON cmi!d not n.·c~dl how ofam she used this auth<Jrity or any training or guidmh:e 1,rovided by 
Smk CUNTON cm..itd not give an example of hmv classifitatinn Ma document was dewrmincd. 
CLINTON stated there W.'1.$ ~i process at State hethre she arrived imd she relied on the career foreign 
scrvk,~ pmlb.s;,;immts she \vorkcd with to appropriately handk and mark dassiJfod infonnation, 

(U//['0U(1") CLINTON recalled being. bricfod rm Special /\cccss Progrmn (SAP) inlhnnation bm 
could not rccaB any specific brh:.'.fing on how w. handle infi.immlfon associated with SAPs. CLINTON was 
tcrtnin },he si.gned an agreenwn! menwri..tlizing her access: l1) S/\P makdnL hut sb.:.! could nx.it n.:-:cnll 
specifo.~ dctaiL CUNTON recalled aH SAP rd.aterl iofonnation ,,th dldivercd to her hy paper in her ofikc, 
through courier at her 1\~skhmce, or thnn.1g.h cmwen.atiM in her omte Ot' in.th;;.\ Situation R.o(>m aJ the 
\\'hill:.' ffouse. ln gencrnL CLfNTON knew Si\P informutimi was of great importrim.',} 1.md nct..~ded to be 
lmmlkd carefi.dly, 

~ ~1L...-------...J~'/OC/Nf 
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-fflf\~'----------....Jt/OC'Nf 

I ~:~LINTON c.ould not recall ~l specific process for 
nominating n target for a dr(lfl(.~ strike and recalled mw.:h ddx1te pertaining lo liK: concurrence prm.vss. 
CUNTON knew tlwre was a roh." for DOD. State aud the CL\ hut could nut provide sr,ediks as tn what it 
was. DtK~ to a disagreement betw,~dl these agencies, CLINTON rt-called havin11. manv discussiQn.}; rcfotcd 
w 1.xuninating an im.Hvklual for a drone strike.I 

\Vhtn CUNTON it:,;.d1Mtgcd c!ass1hed mtormatii:.m pertmmng h1 the clmne prQgram mti:.~rnaHy at Mme, 1t 
w.:is in her office w· on a secm·e ('.all. \Vhcn CLINTON exchanged classified infi.>rmation -pertaining to tlx~ 
drone program externally it \V>IS at the \Vhite l·lom;c. CUNTON never had a concern v1ith ho\\' dassilfod 
fofr>rmation pl~rt,dniug to the dn.me pmgrnm was handled. 

( U/,fOUO) CLINTON was not issued ,t mi:.foik~ d<.~V!Ci:.~ by State, but continued to us,~ the 
1,w,s\vord i)rotcctcd B!addkrrv sh~~ used durim.{ her time in the Senate, This .::.kvke was comwct1;.~d to he.r •• ,i: ' '.;- ' . '' ,. ...... ' ' ' ' ' 

/\T&T B!ackikrry wJ<lre~s \vhich vv,lS used for btith persunal communkations and ntlkfal business, 
CLINTON made this tk•dsh:in out of convenim1cc and nokxi she fatd spoken to formtr Sccnilary oC Sti.nc 
COLIN POWELL wht1 used a private ,.m111i1 m.:i..'otint, ,:is had tHher Sctrewrles nf St.ik befr_we him, 

(U/ifOt.:O) Atler revk-v,ing an email dtttcd February l 2, 2009 with the snlaject line "Re: Ne\v 
<.cdL" CLINTON stated she was familiar withthe phone mm1ber ending irD rnfrirenccd in the em:tH. 
She hcfa~vtx! th.~ number wt1s tb~it of her BfackBerry because shi:.~ did not recall using a flip phom~ during 
her time at Stat,~, only v,thik in th,~ Senate. 

(U/..'T'OUO) When C'LlNTON's B!Uekfkrry device mnlfi.mctioncd,.hernid,$ wm.ildassist in 
obtaining a nc\v BMckBerry, Aller moving to the new device,. her old SUvl ctmi \Vas. disposed of by tK!r 
aides.. CLINTON did not rect\l! lw·w uny data stored on the <.kvke w·as destmyi.'-d, CLINTON's aides 
\Vould also assist in setting upth<.~ 11.C\.V Hladd3crry and implementing any security features. 

{U//!'OUO) While on intcmutinnal trnveL CLINTON never suspected her Blackf3eny \Vas 
tmnper,~d with. nor did slw ever k)se a H!a<.:klkrry while tmv,!ling. There \Vere a fbv otcasiuns wlK~re 
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C\1minui1li,m of Ff)-J{}.~ ,if ........... ..tm~'r•,,j{\\·.(lf llltl;lt"\' Raji;llim (lintMI "" ...... ._, Ou. 01/02(.NH (i' !'ag~ _w4 ---
CUNTON 's staff \Vas ptov1dcd w·ith a secure cd! phoneJ,ut CUNTON did not recaU tht drcumstance:l 
or lh'.q\lency v<'ith whkh this (!vent occurred, 

WJ ~ CLINTON Nquc;;;tcd a sc,un: Blm.:kBcny w"hik ,tt State, but t()tdd not rt.!Call wlw tb~y 
\Vere unable w pn.)v1tk! (int.~. She was .:rware Pn:.~sident Ohmna had one and it sz~mcd <.xmvcn(cnt 1-kr 
1-et1ucst \Vas not nut of concern for the sem..itivity Qftlm infommfam on her then-current (fovice. 
CUNTON wnnted the securCBl-ackBerrv m deal withanv future <.:t)ntini.!t.~ncks and thom!ht 1t would b,~ a 

~ . . -.:· ._...... . .-· . ·. . . -.;,;, . _.·. . . . 

good Men lo haye a seciire ccJl. Aficr rcvfo"ving a memo \Vtitten for CHERYL MJl.l.S by ERIC 
BOS \VELL, CLINTON stmcd she never brought her unclaS$ified HlackBerry into hl~r SClF t°t)r the 
reasm18 nutliiled in U11:.• memo. She \VOtild keep ht':r HbckHcrry ,mtside of the SCIF~tnd dl(~tk it in !KH1v 

SCJF a.rcu!i of State, when t.rnve!ing tn her Mlke, at speeches. nnd other occasir1n.s outsjdc of the office. 

(U//fOUO} CLlNTON did Mt recan rectiving any emails she thought ~hr,u{d not l:K' on an 
und.:1ssifkd system. Slw rdi<..•:d on State ol11cfols w ugc theirjudgmcnt when emailing her and cNild not 
recall am\me rai5>hH,~ con(:ei:m ·with her rei:i,ardini tlK! scnsitivltv of the information stw received ~il her 

~ ' ~- ~ ~· , . . . ·· . · . 

cmtiil addres~- CLINTON h,id freque11t in~tx'.tson meetings vvith State pernonnd vvhen.~ clussifkd 
information wa.-; ,:r111)municaR~d. in.duding a dailv 8:30 AM staff nK+eling and numerous other \Htlk-in and . ' -. . . . ' , ' , ' ~ - - . :,.' ' . . ... _. 

wa!k·mlt medings during the day, 

(U//fOl.!'9) CLINTON used a priwitl":.! (!lmtil &ddress \\'ilh AT&T dudng lK~r tirnc in the Senate for 
official and rit·.rs()ntd use. CLINTON recalled kn(, .. ving her husband. \VlLLfAM J. ('UNTON , had private 
email addresses for hilulides,, CLINTON did not r,~t~tU hh specific conversatkm~ regarding the creation of 
the i::li!11tmt.~nmiL~oin domaht but ar(lund January 2009. diretted aidt\S tQ crt.~atc lhe email account. h \VJS 

u nwtkr 1)1\:t.mvt~nicnc(i to move. ,mw :i system maintah1t.•d by het httsban.d's staff CLINTON was awn.re 
Hwre was a server in her basement at Chappaqua, but did not kno·.v of the various serv,~r systcrns until 
being made a\v:.U"'t! rt.'t{.'ntly. CLINTON did not recall i~~dving _guida.i1ce fhm1 State regarding email 
poficics outlined in th,i Foreign /\.tfoirs fvhinu:.d. CLINTON advised everyone at State knew she hud a 
privahi email address bec;;u..1s,i it wr1s displayed t() any()ne ,vitb wtwm she cxchange.d emails~h n\vevcr. 1she 
did nOf expHdily requc.st p,irmissfon to use a private server <.lr email ~1ddress, During her t.enurc, nq orw .:1l 
Stak ni.iscd cz)nccms regarding CLINTON'!~ use of a private se~·<.~r or emuil i.Kh:lrnss., 

{U/fR)UO) Ailcr rc~lk~wingan cnttiil front POWELL with the subject hnc ·'Re: Question,'' 
CUNTON statd she did not \Vant to guess prcdsdy \\·hat POWELL was trying to say in fKtrag;nq-,h three. 
but understood it to mean anyt~ommut1ications of(}tlicfo.l bt1sincss would be g(,vcrnmenl rec<.lrJs, This 
0mail did rtot factor into her ,k cbkin HJ use a pct:s(>n,d en1all account. 

(Ui/!'01)0) Afk~rn:vkwing an email. dated F,~hruary ! • 2009 \.Vith the su~jecl nn~~ -·R~~: F(Jllmv 
up.: · ('LlNTONstakd she didrmt contlm1e to receive email tit h~r AT&T addresS, alter trans11ioning tt) her 
t:Hmont.•nwiL<x)m tiddrcss. Some aide~ had access to CLINTON's Blm.:kBcrry tmd email m.:comns, bi1t she 
did nnt recall spcd ficaUy vvho bad access. A.ddith)nally, CtJNTON did O(H recall any spedfk romin,~ tbr 
ddetin g .:inaH from h1:!r nccmml \~'hHc SecNtary of St..1.w, Tl()f did she rcc~iH ever l\~~dvi.ng ;;my n1e.s):lages 
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\) :imfati!llll)n(,f HFW2 {)f .......... ).n, ,~ff(,~W {{!l%t1·1, lgxlh,1.m Qh~NP............. . Ort .SUill2EW l (( , Pat1s .......... 5 ~ 
indiciiling her .:icc1.)unt was rem:hing a s.tornge limit CLINTON ,va~ uol avvare or the specific details 
n,!garding thc.hardwan:.\ soit,vm~. or secmity·of the server hr~sting dintoncm.Hil.com. She oc<.:,tsionuUy 
re,·eived odd lo<)king \!nrniL but nevt~r nutkt~d an increase in these types of (mmils that would be a ('.Huse 
for Ci.mcem. HUMA ABEDlN also had an m .. X'.l)Unl rin dintonemaiLcom bc-cm1se she fhtqucntly m,sisted 
CLINTON with person~! mutters. CLINTON did not t~c,ill any Qiher individuuls heing offored an 
an::.{nmt on clintoncmaiLixm1. 

(U//f'OU8) .. CLINTON ~hltt.>·dm.Iciistalmt1dred,ifnotsevcr~l ht.mdrcd, Stak' .Cl'npfoyi:.\.~S h.:1d her 
d.lmmwnmiLtotn nddrei;~. S1Jme comrnu.nicated directly with her. \vhik c,thers \Vent tlm.)ugh her top k~v,~l 
.swff. Whctl her lop staff r~ccivcd infnnmition , the recipient \votdd determine if the infrmmnion should be 
for1,cvar<k.>t.t to IK~L None of CUNTON's staff cvtr expressed ti crincem regarding the sensitivity of the 
c,'lnh.~nt of these. emails. CLlNTON's prnctice: was lt1 email State staffat their .statc.gffv ticwunts, hut 
would son1ctimes s1:.~nd 1:.~mail to a staff member\, personal account ifstate.gov WIB do\v11. 

(U/ffOUO) Atkr reviewing an email dated June 4, 2011 with the su1~iect line "RE: Gi')()gk~ email 
liackingand ,.vodul stak (lfdvilian tedmofogy, '' CLINTON stmed she did OQl n.:c11U the ctm1p11':imise of 
Stntt ernployces' Omall ticci:.mnts. HQwever, CUNTON did recall the frnstr.:1.tion over State's information 
li::chnology systems. 

(U/,:'FOUf)) i\lkr r,~vk~-.ving a State C(mmn.mication duh.xi June 28, 2011 ..=vith the su~jcct line 
··S(\.'uring Per~onal E~mail. Accmmts,'' CLINTON st~Hcd all cabks ofa certain pnhcy nature 
wi..int out under h~r nmnc and she did nqt recall this sp,.x:ifk cabk. Additiorn11ly. CLINTON di.d nnl 

r<t(;aH this i:.abk ct)rrda ting with BRYAN PAOLJANO upgrading the clint(mcm:.(jLc:om ~rv~r. 
CUN TON did not c1msiJer $\Vitching ma stm~.gciv acc(Hmt nt this time, bul did recall repi.irts 6f 
compn.lrnises h) state.gov systcins . . CUN TON undersUK1d the email s:yst,~rn used by her husband's 
p~rson11l stalThmf an ,~xcdk•n! track n.~.::ord ,vith respect t( ' St\.:urity and lutd never be,~n hr,~adwd. 

(U/,.TOtJO} CLINTON \Vas not involved in the dcdsinn to move from the APl.,le st rwr managed 
by JUSTIN COOPER to a server built by BRYAN P/\OUANO . Therefore. CUNTi::JN had nu 
knnwkJgc ofthc rt:'.asons. f<)rsdec:tingto install h ht the hasc .tncnt ofClJNTON's New· )'ork reskknce or 
llk~ hardware, si)ft\v~m:.~, and security ptutncols used to construct and (}f)erat,~ t.hc s:erv,~r. Furthcnnor,;.\ 
CLINTON did .m)t haw mw conversations \Vith n;g,ml to usin~ (he server w avoid the Free<lotn of . . . . . . . . . .,. . .... ....... 

Infrirmati(m Act (FOfA) . and spcdtkaUy denied using the server to avoid F\.:Jernl Re1.X)tds: Att. (FRA) 

n~. qui.rcm_ent~, . H. ascd on h. (!f prnc1ic: .. of t.·mt. ;;.l~ling. ~t~ll o~ ·.t!1dr state .g.i:.w. a1.:··. 'l,'.'.()l.u:. t~, CLI. N''l. '. O.N·· ,ysumed fer 
rommiwint1T1.s ............ ·.en..o-:: .. <.: ... l.J.)tMcd hy. s .. t.' ... utc.~.Y,.~tt.·:·ms. CI_JN. · I ON.

1 
\ . ...-$. • no·t·a. wan.~: olSt,~tc c,·n· p. ~'.•.))'t:.~c I . ~xprcssmg ccmc(~1·ns C LIN l ON's emml server wm; not cmnphant with dw FR/\ . 

(U/;l'OUO) \Vhen CLINTON had tcclrnkal isstics \vith hcr~mail acGount. ::.h~ contm.:tcd 
COOPER w resolve the issues. She could not re.cull ever ~.omacting PAGU;\NO fr,r technical stipport 
CLINTON nicalk-d having is.su,\s with email during Hurricane Jrcnc h;;:cm.1se cdi phtmt: system~ \Vcre 

~ ~ ,'~._ ________ ___,,,'OCi'?W 
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Ctmtimmiim1 iJt' Ff)..Jl}.2 (lf"'"""")ntq\·fa:w,llf ltjlb~m C!inhm ,-""' On 07&2@16. P,w~ " 6 """"" 
dov, .. n; howt'vtir, she could still receive email. m1 her iPad. She did not recall using an iPmJ mini until alkr 
h.:r lcnur.: as Secretary of State ~md h,1s never used a \focbouk or mhcr computer to access her emaiL 

fCi/FOCOJ •SIDNEY HLUNJENTHAL is•a longfo11e friend ofCLlNTON who frcqmmtly sent 
informatkm he thought wnuld lx~ llseJh!. CLINTON sometimes read m1d f<:.)rtvm'dcd t!w inftmnation tn 
appn:ipriatc pcrsonm.:'L but in other instances did not have the time tn read his emaiL A.1kr reviewing an 

t!.lltt.H riat;•d lamrnrv 'l j. ·)OJ l .wh. h. th. t .. s.ub··.j.ect ~.1.·.1·1· c.•"luy ·.me. n.w i.n·t·l ... ·! '.~gyp· .. t ..• 01 .. 31 l·J· ,(.iocx.·,.'' (.':'.l .. -.l .. N.'T(.)N.t i.· 

stuH:d hvas a retired CIA ofiiccr, bu( she had no concerns regmdmg the sources 
of the rnemm, being ('lassifaxL CLlNTON vk,ved the content as jounmlistk lweaus<.~ BLl}l\,1ENTHAL 
did fK)t have a dem-am:etmd \\'U.S. not in goven1n,ent at that time. CLINTON did not ri..~qucst the memos, 
but commcnti..•d HLUN·1ENTHAL ls a prmiigkHJS wrih.:r,vhose in.formation was sqn1dirncs ai.::curnw and 
~ornetimcs. iwt. .After r,·vfo,ving an <.!ltKtil dawd June 24, 2012 vdth tile suhjc-ct !in,: ''Re: H: Here it b: 
!atcsc h.1ws1, intel on IvtB/SC.AF inskk~ d1:.~at SM.'' CLINTON cornn1entcd it \\'as a ccmfu~ing time in 
Egypt and State \Vus trying to Qbtain all of the intc!Hg.ence it could on Egypt Hnwcver. she had no 
com:crns regard.Ing the dassltkation of the cnu1iL 

(S/..+ff') After rt~viewing ;m email daktl October LL 20l 2 with subject lint' ''This mn Green nn 
.,...... .... i ... ·• ... " CLINTON stated she did not remt~mb(!rtht~ enwil specifically. CLINTON advis.cd! I 
,___....,_......,,,...,·,-'i1,,\)t'king itt the DOD at the lirne of this cornmunicatkm, but had previously \Vorked for the 
.._ ____ ,vas sonwrme ,vho was wdl acquainted \vilh hmtdling da~sified infbrnmtion and CUNTON 
dcscdhed him ~is sonKXHK' she hdd in high regard. Jvforetwcr, CLINTON relied m~ . I and had no 
C(>.n;.;:t!rn ov,~r hi;,; judgment and abilitv to handk classified infi.mnatkm ·, NT )N . ~ icvcd s 1c wo i.kt be 
S'K'culatitHl. if she \Vt:re lo state what meant ,i.·hen he rcforrcd h: 

.-------.----------____.After revkw'ing an email dated! hvith su~ied 
lint CLINTON stated she did !Ml rc1x1embcr the email spt.-cifka!ly, CLINTON stated 
ddiberntkm over a fi.1tw..: drone strike did not give her caus,· for<:oncem rcgi.1:n:.ling d11ssificatio11, 
CLINTON understood thiStypc of convenmtion as. part M th,~ r,,utine ddibenHinn process, Moreover. s!w 
rt!t.:allcd many c1.mvcrsa!ion!S about future strik(~S that IKwcr occurrt~d. 

L,.,-..------,..,..,... ................. -- ....... ...,..J\Jkr revh.~'>ving an email date,.'-----o1r--.....1i....i..i:..i..1.1....--, 
subject hnt CUN''! ON slate· she did nnl rcincmb,~r the email tu::cific~tlly. 

L- ....... ...-....--,----.r------,_ _____ __, ...... ,...... _______ ....J t. ., .• . i t 1oug,1t any auempl s 1e 
rmwe to · ,iwrmm 11t.• .. mmg ,vou t 'W spccu a 1011. 1 tfor mentioning. the names of the 
individuals on the dis.played email, CLINTON stmed they i,.,,cre experienced foreign scrvki.,! professionals 
and she had no rcmwn to dnuhl their judg,m.!nt and tlhHity to handle dns:sifit.~d irdhrmatioiL 
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CUNTC ii viewe t K' em:n as a typrna t c i :>eration ,: ocument ant w-t no 
._'"_:t-)l_K_:.:-r-n.-s-t-1i.:-, ---1~-,p--tl~-.,-i.:-,,:--e....,mail contained cfossificd informatfon. As it rdales to chu.sifitatim1, CLINTON 
stated the displayed email was frirw1U'ded to hitr and she relied on the judgment (>f the e,wcer lt.wdgn 
servk.:.• officers and others jntlw "thick" of what was happening. CLINTON lmd no rcm,on not to rely on 
tl1c pcopk she \vorked with at St~ite, CLINTON did not recall JACOB SULLIVAN using his Oong:le 
enwH atN~rnlt fr.w <.)ftk iul business and could not sav ,,vhv it \Vas used in this instance, ..... ,. . 

........... ______________ i...:;f..:.\.:.:fl.:.c.:..r ..:.ri,;::..~,.:.:-'i;.a;,t~wlng an cm~lil darcJ I \'vith sul~_iect 
!inc CLINTON stated she did not remember the t~mail 
spcdfically '.'.LINTON identified the 
1:tnrtirm of the email \\-fa~1-e writes ''kt me kn<.)\V what ynlJ can vfa thb clmnm.~r' :is 
~ing representative of the emphmfo{ he pfaccd on handling infom1ation appropriately. CLINTON had no 
c,mccrns th,{ displayed email cont.1ined cla,.-;sified infrirmation. CUNTON viewed thb email as the St.ate 
deliberation pn>ces:,i w determine bow to respond to a news report. During her temm,:, CLINTON stated 
State did the best they cm1kl lo not confimt drone strikes and tvem tis.catcful as possibk .. hut had to deal 
w·ilh a "rnsh" of UC\'.-'~ repnrts i.m drones. CLINTON did not recall a State policy on confinning c.lussificd 
irW:irmafam in nK!<lfa n\xn·ts, 

fS~ Afo .. :rn:vic .. ving an email dated August 25, 2010. ,s.-ith subject line ··Fw; NY 
TinK$ artide tm Salehi," CUNTON stated she did not remt~mbcr the crnaH ~ncdfic.a!Jv, CLINTON stated 
s 1 ' w· s .1 ·) -:n 1cemed • the dis ,;kivt~d email contained classified information 

. ut stati-,e'"'.t ,..~,,.., 1'""'e,.....,,...u..,.-te:,,....,,.n..,.o-r"""c""a.,,..st""'·H"""l ..,,.<."")..,,oubt 
~-:,--:,----"'"".":'-:----.-----.-.----,,.......-:----.--...,...,-- ....... -...... ----' 

thejudgment oftlK! pcopk w,,rkmg for .her on the ''tront mes.· 

..-- ........ ______________ ..................... ·• ... .-... ,~~· U,.,.U_"i! an .email dat1.~ . _ I with subject 
l im.' ClJNTON stated she did n1:it remember the 
,·nu1.il specltkally. CLINTON thought \vus a competent proll~sskmal \vho served in some of 

State.;s ml.·):_·.,1 d_i_ f-'ficuI~_P_ l·. )St_·_s; CI_ ..... _1N __ i __ 1T.ON_
1 
re!. aye.:._i s_ tat.e "_·1_ -_td_ t __ h_. __ e .. ~e-st_ ~-l~~y co_ u._,_ d---_-'\. -hil:··:, __ .-,n::;lrlti_ ·ing_it• he 

'\:m1stnnt t)~1rrngi:.i ol p1-ess' trying to rnn!m11 drone stnkes, t. LIN I ON swtci:.t .... _ . • tnust have 
hdievtxl this email was ''SHU" because that ,vas h\..l\V he marked it CLINTON understood SBU to mean 
Scnsitiv1..: But Undm;;;;ified. CLINTON stated foreign-based US Embassies \vould have a SClF \\'ith 
:scctu-c com,utern und hnncs hJ comirmnicutc sensitive.informafo.m. 

(Si.~) A.Her re\·'ie,ving an email dated December 27, 20tl, \'\'1.th subjed line "F\V: (S.BU).'" 
CLINTON stah:.:d she did not remember the email specifically, CLINTON was not concerned the 
displayed ,miail .contained dassHkd information. CLINTON stated no policy m· prn-ctk<.~ existed related to 
ctm)mtmicatlmuirouml tw!.idnvs and it was often ne-cessarv to com1m.mka11· fo tmk or dn tbr ix~Sl vou 
could w cmwe)·' the irtformatk;n considering the system yt;u \VCR~ using:j._ ____________ ....... 
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~~l1 .... ----------'~"/OC;'fil' 

CLINTON did not ...__.,...._..,... ____________________________ __. 

set: hO\.V t us cmai \\:'OU mvc "tK ( (:·· more tuc . to ru1 a rntK y . lg tire." C "' ·1 , l C , ' . ~Iieved th,• 
individuals sending the ern.ail thought the dassificatinn to be SHU and she trusted them to lmndlc the 
infbrmmion appropriatdy . 

............ _____ ..,.,.,...,.,...,..,,,.,..,,..,...,..... _ __,.-.---.,.....\ft,~r revie\ving an email dated! !with suh_kct 
lin ''LJNTON stated she did not remember the email specifically. CUNTON \Vas not 
tfnK·en11xi the displayed email cvntained classifo.'<.i information. CLINTON relkd on tiK' iud11.ment of th1i 
pt'<:)pk that work~d llir her t() handle infbrmathm appropriately, I 

_____ (t_J.-...,1,TQVO)Atlcr reviewing an enmil dated June 17,.201!, ·with sobject line._! ____ _. 
.__ ___ _,!CUNTON sMed she did not remember the enrnil spedfical!y, CLINTON stated .a 

bl 
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·'nonpaper'' \Vas a document with rm ofikia.l heading, ()r identifying marks of any kind. that can not be 
audbLited l.n the US Government CLINTON thought a ,•m:mpapef' w11s a \i,tay to ctnrvey the unofikial 
stam:t• t)f !ht• US Government ln a foreign gl1wrnment and believed this prnctil.:e went bauk '\WO years." 
\Vhcn vie.wing the displayed email, CUNTON believed she wus asking SULLIVAN to remove the State 
letk•rhead and J)f'ovide um.:!as:,ified talking pdnts. CLINTON swttxl she had no inli:mtion w remove 
dassifo..:atkm markings, CUNT()N had nn recollection of actually K"Cdving a "imnpapcr" ~Jr ~1 seuure fox 

bS per DOS 

in this insmnc,d !talking points are typical!)" Classiffod,but CLINTON did nnt recall 
in ihis instumx~, 

HJ) ~ AHerrcvk~wing m1 email dated April 9, 2012, \Vtth subject line "Call to President Banda," 
CUNTON stated sht~ did iwt r1..•n1ember the email specifically, \Vhtn asked \Vhat the parcnthctic-1:11 "C" 
mtmH bdt>re a pan1grnph \Vithin the captioned enwjl, CLINTON stated sh1..! did not k.nO\';' and could only 
spetulak it \vm, rdcrendng paragraphs marked in alphabetk:a! rmfo,r, CLINTON could not say fbr sure if 
the parenthetical "C" is uscd•for port.ion marking dassificd doc.umcnts. CLINTON tuKkrstood the top of 
the crnaU is marked "Cunfidentia!" and askt.!d the interviewing Agents ifthat \VHS what''("' referenced. 
[Agent note: Email was marked as dassilfod at the Confidentfol kvd by the FBI based on u: tktcrminatkm 
by the OCAJ \Vtwn•askcd of lwr knowledge.regarding 'l\,p Secret, Secret, and (\mfidential classification 
levels of US government infbrmation, CUNTON responded dwt sh1} did nnt pay mtenti.nn to the "level'' 
of ;;.Hassified infommtii.m and tonk all classiffod informati<.m scrfously. CLINTON was not i:.:1.mceml'.!d the 
displayed email contained classified infhmmtion. CLINTON believed the email amounti:.:d to ~1 

'\::.ondQlcncc cal!" and questinned the classification level.. 

~~ .... I _______ ...... f)C't(P 
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~~ .... I ________ ...... ,;OC..'14F 

(\}ntinu·_..,......,......._..._....._...._ _ __. ......... =-.i..i....i.i.w..~= ~·JL{'.Jlntw .......... __ . On Ji7/{),;/?nI?, !'ci;.;~~ h • A 9 ......... .. 
)UN TON believed infrmnath:m should be cfossified in Hw 

case 01"'",-,o-. \-,,e-r"'"t -n-u""1"'"t.-l 1_-y_a_= t:"""'l -it-)1-), ...... -c-l-ts-e-l"") """s-:c_n.....,!)1tivc sources and \\''hem sensitive ddiherntfons took place. 
When a~k.ecl whetlwr CUNTON bdk•ved information should he classified ifits tmauthorizcd rdz~asc 
would cau,sc damage to national sei:.:uril}'; she rrsporn.lcd, ··yes, that is the understam:ling." CUNTON 
believed the dassificn lion kvd of fmurc drone strike:!> depended on the context. ;,.·· .... , .... :s..i..~.z.. 1.l,,l;loi.1.1.1o~w....---. 

drnne strik~s to be an '·im )<m,rnt to<.ll'' hut also a .. ro~mm th.x uently in the· res, 

(UHl'OUf)} CLlNTON ~.tated slw received nf~ instructions or direction regarding the preserv~ltion 
(W pwduction nf records from Stat~ during the trn11sitii:m out of her role us Secreta..l)' ,of SH1tc in cr!rly 
2013. ffowev1:.•r, in D~cember of 2012, CUN'rON suffered a concussion and then around the Ntt \V 'Year 
fo1d ~1 hfood doc BHseJ on her d,ich.)t's advice, she could only \'>'l':trk at State for n fa·w lwurs a day :ind 
~ould !lt)t rt\.\JH every briefing i,hc rccdvi:.\.:L CLINTON did TH)t have ,u1y discussiohs with aides aboui 
turning over her email records, nor did anyone from Stmc rcqm.-st them. Sfo:.~ believed her wtwk~rd,Hed 
~mails w1;.•1-e captured by hrr practice ofs(!nding email ki thc.state.gtw email addresses of her staff. 
CLINTON \Vas unawa.rn Qflhc rcquirement to turn QVt.!r printed rctc1nis at thatt imc. 1-krphysicul records 
were hox~d up and hmnl!ed hy aides , 

(l.i/;VOU()'., Atkr rnvk\vins a.n ~mail dated Dt!cembcr l l, 2(H2 with the sul>;jcct line "FW: 
SignWcant fOIA Report," CUNTON stated .she did not recall th,• :spcdfi.t rtiqucst and \V,ts not a\vtm.! of 
receivin g any FOIA requests 1hr intbrmation related to her email during her tenure as Siicret;,uy t,f State . 
Stmt hitd afOIA tfopartmcnt ~md ClJNTON relied (.)fl the pmfessionals in that dcpi1rtmcnt to address 
FOL\ matters. 

(L /.'fOlJO) 8lmrtly after lctwing State,rcpr1:;'oSent,ilivcs fromSWtc cmnc to her n.~~idenceand 
rcmO\''C-d<.,onununici1tkms a1Ki other (.".quipmcnt they had im,tullcd tt) facilitate her dtitiesas Sccrcta:ry of 
Stak' . CLINTON did nN r,~catl being read--out of her cle .. mmcc or any SAPs by State pcrs~mnd. 

{Ui/f'f) l}Q) CLiNTON's en)~iil add.ress. was pubHdy clisi.·!oscd in \,·larch 2013 \vb:~n 
BU.J\ ,tENTHAL\, enmU account \Va."1 cmnprnmiscd, As a result, CUNTON \:\-'as ;.i.dvi~d to change her 
email addr,~s ,):nd did S<.). bul she did not recall spcdfically \'vho made this re(\1mmendMion . 

(U//ttOC:0 ) Rt~gatding the transition fl'(Hn the Paglhmo server to a ~ervcr opi:.~ratcdhy Ph1ttc Riv,~r 
Nd.works (PRN), CUNTON recalled her husha.nd's sfaff \'>'anted a higher levd of se.rvke Hmn i:.mi1d bt, 
provided by the Pugtia.ntYscrvcr. 'Thi$ tnuisifam w .. ,s !ikdy handled by.one of her husb~m,J's aides, 
JUSTIN COOPER. 

(U/.'HllJO) In the Fall ()f20l4,( 'LlNTON recuHed rccdv ing ~1 letter from State whichvr 'as ab n 
· .. · · ·"· · ,· ·l' ., {''()·11·,u ·1l()U ' l''l I ("'t')Nl)( ')l t''J'Z'. 'Z ·\· Ril''l " · I " 1 "I) ·1·,·r· l:.'lNl '' sem to 1ornwr Secretanes o · :Stale .. . .. .• "1 • \''>' : . . ... ~ " \ .• . : ' , ~ ·: .. ~ c .,l . . c , imc ,~' h .,. :, .. i-~,; · ~. 

~ ~ .... __ ____ ___ ...... ~,X)C/t4F 
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..__ _______ ..... ltOC'NF 

C,JH!JtlU<lli\.ll~ (.1fFl>~3U2 ~)f'"'"''" "Jltl•,JXlx~¥J,•.ff!U!ttrt$.<14fmuJ:lJ.ttlltL""'"' ...... , ()11 _QJLQZfZHl!L P<1g\~ ......... Jo ....... _. 
/\LHRJGHT. Frum tfa,~ kHer. CLINTON undcrsto,1d Stale was (;.<.mcemed there were gaps in their recQrds 
mid t\.XJ.tl;:sted CUNTON's assi~tanc1: in filling those g~1ps, CLINTON '-Vanted t<) ri:ssist Stall!, so she 
dircc.tcd her kgal team 10 assisl in any .\\-'ay they t.:(iuld. CUNTON expc~k:d iwr team tu provide any 
W()rk-rehlted <Jr arguably '-Vi)rk-relmed emails ti) State~ however, she did not participate in the 
dcvdt,pmt~nt of the spt:cific proccs8 to be wK':d or di.scut-sitm.s of the kwaiions \vhcre her emails might 
exist. AdditirmaUy, CLlNTON was not consulted ltn spedfo:.: ernails m, t<.3 their c()ntent being wr1rk~ 
related or ni)t. CLINTON did not have any conversations regarding procedure~ if unypnt¢ntinI1y 
cla$sitkid information was discover1..~d during th,~ revk!w of hi:.'.r cnmilS becuusc she lmd no reason t~) 
bdkv~ \..:h1s::1Hkd information '+Votdd he lbund i11 her email acc1.)Unt. 

(Ui/fOUO ) A.lkr r1;.~vkwing ~tn ~mail dated November 26, 2010 ,vith the subject line ''MhZ <:all ··· 
7; 15nm," CLINTON sfat,~d she rc,:tiUed thctime pcriNi ofthc Wi ki Letlks disc! ostm.is because fr was 11 
dffficult time for Stat.e, Sht\ spent long h1,urs on the phone with foreign diplpmats addressing the 
WikiL,•aks ,Hscfosm~s and ensuring no ,me was in danger as a. rcsidt t,f the dis.clqstlres. Rcgardhlg the 
$pedfic ,~mall; CLlNTON did not k110\V ,vhy it ·was not in the appt.:)Ximatdy 30,000 emails pr()duccd to 
State and, based on its content, \Vould cxrx·(:t it tn be ~c,nsidercd wnrk-rdall'.~d. 

(t!Yi' Ol.!O:) In Deccmbt~r 2014.alkr her stnfft::omi,ktcd their respon~e t~Ythc !'¢quest frhm State 
for her email r¢cords. CLINTON \.Wts asked what she \Vanted to d\J \vith her person~d emails. She told her 
stuff she did ,1t)t 11ctd .thcn1 anymt,rc. In or arnund this same timefra:rnc the retention p(Jlicy ihr her email 
was chang,td ,is part of her llH)Vt to. an~\\ ' persona! office ac<xmnt · 

(l.l/+:<)Utr} .CLINTON tnmsitioned w an email acldrcss on t.hc lu-cdmce,com domain lx>-cause !-iht• 
hHd u smt1ll numb,·r ,ir personal staiT, but no physkal o11kc or c(mummemail i:.kmmfo. 11:.1 address these 
issues, she moved HJ a cmmm.m email d6ntaii1 ami physical omc¢ SJ1ltCt, Afkr this movt\ CLlNTON Jid 
not r,~caHany Hmber ac<.'.es:.; to clintQnem,,iLcom. 

(Ut fOUO} CLINTON n~!verdcfoted, nor did sh~insthic-t Myonc t() ddete. hi;!r \:nmil to avoid 
:;:.'.omp!yillg with Hie Fe,fora! Records Act, FOIA, or Swtc or FBI requcsls fbririihrmation, Conc-,~rning the 
(\:.mgn:>ssimmf prest:rva(ion request on tvlarch 3, 2015 for cnrnif and other R!'C()rdt-, CUNTON trusted her 
legal wam would comply ,yith the n.'quest. 

(lJ/tf OCQ.) CLINTON htKI no knov,kdge reg~rding t.he folknving lopks: 
• Th1:.: creat ion. stornge, tram.fer. or actess toan archive of her email ere.au.xi hy MONtCA l·JANLE't in 

the Spring of 20 13 

• Th\: $pccitk process,•s and procedures {1st>d hyCUNTON's kgttl te~ma.nd PRN tt1 separnk\ her work 
ti nd · rxirsnnal cnmi I 

• Discus:.fon$ of fodcrnl recor&; related to the Apple. Paglhino, nr PRN servenc; 

-feP ~ ·-t .... ________ ...... roctff 
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(\H1tim:a(ion ~)fH),302 of ___________ JJl!.W.:iSi,~LQfllf1lill.1~Ji1.c~,J!mrr.1..(Uu.mu,.. _______________ • Ori H]ill2/.W.!.§ •. P~iW ___ l l.-. .... -
• The exislenci.~ of any topies nf her dinkmemaiLtom emails, other than \vhm has been provided to the 

FBI and State 

• M~1rd1 20.15 ,;.kli.!tfon.s by PRN 
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FBI ur.rc. 
CLASSIFIED BY: HSICG C.28W34B64 

REA.SON: L 4 {Cl 
DECLASSIFY CN: 12-31-2041 
DATE: 0~-22-2016 ~~~-------'~ 

FEDERAL HUH.EAU OF INVESTl(;ATION 

{U!.1!'0l'Ui On February 26.10HJ l ~D;.:;(~)l~3._! ____ ..tl wa,'i-· ---
int;;-rvi1.'w1:d hy r.,_.,h.-rn! Burcuu 1.~rim:-.:sligation tFl~l) Spednl Agents! J~md!..._ __ ... 

at 1hc FBl \Vashiniiton Fkld Oflit·;:. 60 l 4"' Sl!\~t:l NW, W;:!shh'i•r•tqn DC Pw,.,•:1t for 1!w jmv:·yjn~ 
wa.: ~oun~cl.! I Attorney at Lav.·, ut _ ! 

___ __.. a.s wdl as! I and! ~ from the D)partm~1ft or Justic ... · (DO.l) 
Cmmkrintellig~nc~~ and Export Comro~ Seclion. Pri(1r ti.l the: intcrvie\dagr~t·d t() ::,;ig11 :1 non-
di::;c.kJ:sl,f1,.!.:tgn::.e1rn.'l~t. in m~_ti,,;;ip.mion ~ii' ~kwing. ~i.,~silkd d(}Ctiir1ents ~!uri1:g 1.h~ :merview, Alier j)dng 
,idvisctl ol th.: •~knt!l1<.!s o! trn:.· mwrv1..:wmg agents. and the purpose ot tho.: mti::n'!cw .... ! ____ _..._ 
p( .. )\ ilkd ihe fbHowing ;nformatiun: 

'IY/ .. ,., became the U.S. De )mtm('.nl,.{,_,ii._· s._ ... '...,·.,.11.,.~ ................. ______ ....._ __ _ 
under 

tmder 
r--,_ ____ ..... ,l,Q,_~-~ ..... -----..J undi!r bdorc being l'llllll~<l the ___ _... 

.._ _______ _...oilk~ wm; locat~d in Washingt,m DC but lw 1rnvckxl fn.:qu.:nt!y and 
tn{/1, trips h' :\ fghani;-;!,m uml P,,kistan (·very fotu· t,> six wc~ks. 

___ _.;.,.l .... (= ... '/._l'_O_la;...: ... U_.)..,,! ____ -..1? did not have fr .. ~q · ~ t ·ont· ct vdth lhc s~·crctary ni' S!ute when 
-------------'rfhi:-; \\aS b1.'C<lUSt' ' ' kd all t)f llK~ dirl..'.'<.:t 
,x.>1 mm ica(ons ,-.=ith ih.'. Six:rt·uu-y .mJ iK·r ll:.~ain hi1n~clf, do.:~cribi.x! his mle um.!.~r 

as being i::<:krnal facing. I le t\:rther cxp!aim:d !ha1 hc was rcs1 · '<.Jc:.trdinating ______ ... 
,1,;ith C'i.mtt1\~s:; anJ fatilitatirn.1. \Hh1.ir itci" · ·· · · l · ecrmomi,: \:mzr1 ·~mcn!s. wc:11n:.:-rnon} 

~ ~ 

fo<:u~I,;'\! i)n A!'gha11istm1 matl\!r~ wht'n b~came t.h\! bcc:.nisc wanicd ln 
\;J(U:. mainly (lll Paki).l~m. !n this rok. hml m(irc regular Ci.)fll,tcl \-vith th1.• Sl~cret.U)' ~md h.·r 
h.·,nn, whid, indrnkc.! !ravding to th\.' r~g,km with lhem. 

i U.!/l lH.!O}! !1mwided 0ml ht~ primurily intt.!rm.:tcd with the following individual:,; on 
!;;(' Si.:~~n:tury's h.~,mi: CHERYL MlLLS for US:\ID nnd ~ummtmicati()H~ mailers~ JAKE SULLIVAN for 

·;.t,..1~...i.-~..u.:.1......i.::.);.:r.···.:..mly Commillc~ or Principal Cm. l 1· tc~ nl~·ting!,: lfUM/\ ABEDIN 
~.i...1.:.:...w.r.~~IM.lioi~--"""-----.J !(w c(immtmii..:ations En(ll't~rs. noted th.it he !ws! ! 

1n ,,,:,( i>! m :n;; M: ..... I !'~-''.?().'~i 11.i> ............... ($~ ............ W ;i,!,irn,tlfil!. I K. _, .. _ ....................................................................................................... _ .. _ .. ,_ ........ . 

:::~ ... :; ... ._l _______ __.l ,')·1t.:··l•··:·,,,.,,! N·.1) .,. • ••• ,,,,., ... , ................. ·--------- f ...... ,,...,h, .. Y ''"'"' •,:·.' ...... ..,...,.n.,._, ___ ,_,,,,,,,,,,,,,,, .. , .. , ................... _______ ......... -- ........ . 

ii:, ·~"1 .. l ______ ...... ~ .... ~!.\1,,1 ____ ... L ___ ~, .. " ........................................................................................................................................ . 
~ :~~:: .ds~,·~,rrn . .:ut ,·,'!:~!ai;;" H-t.·~~b:f r,:,:~:Hfffh:$:d~tB~.a~" :!~·~r ,·on~~~l~ion~ ,,:' ~b.: FBI. H i~ ;he f ·1op~Hy .:if !h,· FB1 a~~t: .~.x .:-,,~n~-!,J iu) i,Hf al_i~£;1..·;;· H 

:~n~i :!.~. ,·vHh:Bi::- ;tr:.: 1:nt h.~ ~'R' di!:!nt,u:,~d :.n;:~kk y.-:u;r ;;.~!,,:,·) 
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'Tt.*~·1_ -----~ 

t 'm,!i;mab:r, ,H fl)·.!ll2 ,1f ...... .__)111,:n-11:'-,,!..,! ____ _.I .......................................... .,. On i}2.:::?{.ii.:?U u, . l':w,· ') ......... -.............. .. 

d)f,TOL01 ! !cornmunicatcd dir~ctly with SULUV1\N mu:l ~vlll . .LS fornnything thm 
llt'.dt'd lh~ S1.·crdary's alltntion. Exampks induck topic<:. that inrnived international rnalti.!rs. wpk~ tlw! 
;:ould potemi<1lly impact DoS <.;'tfUiti;.:s, und topics involving priv,H.: ~C('!<)r t'ng.agt'llli..'.nl>. Thcst.' cxdiangi..':-. 
,:nuld hi.· either classified or urn:lasi.ilkd ,kpen<.iing on the specific -:ontent and wcrt:~ d,);1c-vi~, th: 
,IJ\lrc,prh:ih; tdcplmne nr cmai! system. 

{U!l'OUO) Whik nt DoS, had an Open.Net and ClassNi:t acrnum but he did not b:.1v" 
•. 1 .IWJCS act:omit. DoS ~11$-0 issued a. Bladd'.11.:rry. whkh wm; !inked IP hi~ un,:l:.t~silkd DoS 
i..'mail acc.:oum. ~md a STE ii°•r hi~ hom,'.. used his Blackberry email ,~xti:n.~i\·d) when he ,v,1:1 
1)\;.:r~\.:as b1..·c:ius...: othl'r con:mtmk:ation channds wt·re oikn not :!\',ti!abk. 

d ~f/J'OLO) ! !could only recall one in.stann· fbl!owing lh~ birth of hi::; s<.m \·vht:n hi! 
ri.•t:1..>i,.\:,.l an ~mail din:dlv from th1: St"lTC'larv. lk n:m~mbered that !he-~mail ,:am~: from a nun-DoS t·nmi! 
~H.:niunt hut h~ didn't !hh~k much ~>fit m th~ ·tim<..'. ! ! was n n ' w· · ~ • , th~ Scc.re!ury was using 

:i privak <:mail a<.:r.mmt and s~rwr to conduct DnS business. nor was m• .• ar~ of any oth1.'.r IJ(iS 
cmp!oy-:~:; using £R'rsunal email m:couml-for nllkiul bu:frnc~.s. pro..-id~d tha! he had lh,: 
ptrs()ntli ~niail addrc~.s<:.s r1!' both SUI.LIV AN and MU.LS bul hi: did not f\.!Call ;.·ver using tho5c .aci.:oun!s 
f()J o!fa:bl busin~s:,;. 

confirmc:d that hi:.' w::1s read into ;.1 Sp~cial 
.'\cl:l'SS Prll~~nm1 unc.k~rsh)\)d lh\: 

~~-n~i1ivi1k·s surrounding th.:· program mid lhc need lo appmpriatdy s~.1t~guard rdall'd information. As 
~u~h. lh~ Dos :.tance w:1:-: O\)l w publidy ci'.11n1rn:nt (m lhc pr(,grmn. 

I I 

I I Vias shmvn a copv ;:.>fan ~m.iii d1,1!11 from 
l k\.·i:miber of 201 l \Vtlh th,~ suhj1:c1 "(SBU}." /\ fkr reYiewing th\.· t.~m~til! ! statt:d that lw did no; 
n.:n1.:nrl'I' the Cjl'i,'Jl!l1$!UllCC::l in wbi~ii tf_l\; ~~nui_l \.V~I~ originally_ $(:11{. J·h)WC\~~i. based OH lh1:.~ ~nu.ti! iimc 
swmp. !t)l.'hcved he \Vas 111 Cahh.mua whl.'t1 he r1.~C.'.C1ved tlw cmali ;md tha1 Jr· \\uttld not huh· 
h~H.I any oth1;•r means «Jf forwarding till' in!~)rmation t<.l those who n~t.·<.k:d it. ) !>tatcd th:.H 

~~/.i_ ---------~ 
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<. > ,;lt::'fililik~:) uf fl} .. lO;? or ........... )!.l.i.~:·:~:.:w od I .............. "'"--- ............ Oi: j;_Jnrt:J\U!:, ... l'ttp: ....... .3 ··-·-·-
:-~nding infcmnation on 1h~: 1m1.:b.'i~itkd system was not itkal bui ~hath~ tJJl1:n 

did not han: a "·hok~· \Vhcn i: cam~ tn tim~ scnsitiv(: i11form~1tion. ! !aid no: :-1:.~caH r~t·,;;·iving ~my 
:-p;;:t:ifa: m1ining or guiJanc~ on how tim.: s~nsitiw inforrmuion shnuld b"· trnllsmined. 

L-------------,-----,.-J \Vas shown a c,:)py of an enwi! chain from 
h::bruary o ( :~ 0 l 2 wtt h l h~ rnb_i<."\.: t _··.!.i\.:.l:.::e:.!.r.:.;L.1... ____ ....1.d~i d~n~o~1 .:.rcl;;.~1u.n~co;;l.nu1.i;:b~el-r ~!1~11.::=--' .1,;;~,l,,in.iJ1 ·~1 ·J..ll,:.w.1· ,1,1. ~·· ... 'u· ~·)UI.I.I' ...:" ii,11 ..... _..." .... 1.1,' ... :·.., 

..__ __ __,Nonethtks~ did not have com:t.·rn::;: ~ending lhis type of inl~mmuion on ,m 
w1t·bs!:>iik~d syslcm b,x:aust the story ,vas about to break in thl.'. ll\'.Ws a11J it wus importam t!1,1t thtT got 
th~ information to !hl! Secret.try bdhr-.! that (,c~urred . 

• --.L..----1- ...... --.----. ...... ~r--------....L.l:S.t,l,,;l,..tl..l.l~.1.1..1J.J,;ll.l.LI~~-·· an email d1ain from 
w1t i t 1~ suh.i,ict stntt·d it wm; scm prior to L...------ ....... 
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th,:;· rdt.•rt·ncl.'d anick being r,:kaSl"d in the press. could not re1;"11l any forth~r detail:; ,:bout tl11..· 
infom,mion t~n.Jvi,kd io :!w i'irnti!.. lk noH.~i th.a_ a ,mimb~r o~· similar st~Jri~s w1..•re being. rdc:1sl.)~ by .t.:it::, bl 
pi\::\" ut thc:H 1un~.. I bd1e,'cu that th:: m!ormut1on in ihl: .!mat! 1;(mlJ lx: tn::ah~d as unc!as:-;wc,1 b3 

bt:l·,1ti:-i\.' 1h1.: arlkk wiis abou! ln b1: n:k,ised and it \'>as (:ritil:al 1h:u ht: lkHify lhl..' appiuprialt' f.K:opk '.vithin 
Lki~. 

,-.....1.---,_ ....... ___ .,..,...._,..-------....L.:~~~l.l..i.l.J.:.i.l.l~J.l..i.lJ.l..l,;;;W,i,,l,l.l....,;.Ll.i;l,IJ~m 

.._ _____ __.wllh lh~ sub)cdL-..-------,--,--..,.. ..... ----"!"""!----=--~~-::----:-r-.....11....--, 
pn,vid~\.l lhat !ht~ l~mai! \\.'.:ts forwarding H news article of intcrr.:sl tu individuals \vi:hin D1)S . ..__ ___ .....1 

;,;t,HcJ th.It !!H: t'.mnmenls h1: indudcd \\IH:n h~ forwarded tlk' cm.ai! wen: ni.lt ml:'mH to confirm the vcradt v 
or !ill.' nt>ws ankle hul r~ithc-r to express hi~ fru~tratinn with the ankle.! I further L~xpfr1incd that, 
:;() l l was ~l panicuinrly di1fo::.ult pt~riud for bilateral rdation;:;hips ln th~~ l\:giun and lhal DnS effrn1~ wen: 
i>lkn ~omplicakd hy ~udi nrticks. 

L-----------...r----....,.....,..,..__...J was shown a copy of an cnrnil 1::hain fron.1 ;Vtay 
of 20 ! ; wn 1 t Ki su )jt;:ct "Update.'' did not rcc~iII the s;~act cj1vumstanws <)1·· the (:mail hu1 

!h)t .. ·d that it wn:,; ww~tm, for him lo intt~rnct 1.!irectly with! . prnvjJ;;,•d th~H h(' 
lbr ... vun .. k~d th.: cmnH b~~c~IUsl~ it \;..a!> it n1allcr that r~ttui~d tht immediate nm:111.ion of DoS !o pre~erw ih 
,.-qui!il.'s. 

{ U! !H)l: 0) _1~1 I.he ~·<nwl \1~i~l~1 .. l'i' th~ i:ttcr~icv,! !n<.lti..'~ that non(· of ~he !::lllHils 1 hm hi.· 
\\a~; sh()Wn w~rc-ongm,ltcct by lum. I he (;!'n~Bb t:1thcr rnv<.)ivt.~d ml()rn1at11>n that was anoul lo be rclca!lcd 
puhlidy or w~n.· aotlh)rcd hy anoiht·r individual. 
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ALL rBI HT.FORMATION CONTAINED 
HEJU:IH IS UNCL..AS.SirIEC 
DATE 08-19-2016 BY J37J85T94 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 2/~/20 I<, 

(U//FOUO) On February 3, 2016J !telephone number 
_____ ..._ _____ ....., 

was interviewed by Federal Bureau of lnvesti 1ation FBI S ecial Aoents nd.__ _ _. 
.__ __ _.!at the offices of.__ ____ --,.------------,,---------,..&..;.~==~ 

DC. Also present for the interview wa an Principal, whom.__ ___ ___, 
asked to sit in on the interview. After being advised of the identities of the interviewing agents, and the 
purpose of the interview,! ~rovided the following information: 

(U/fFOUO)I 

(U//FOUO)! bmce at DoS was located on "Maho,any Row," a term given to the 
Executive hallway where the Secretary of State's office is also located. ~eld a Top Secret 
(TS), Sensitive Compartmented Infonnation (SCI) clearance while at DoS2 and handled classified 
information on a daily basis.! U ~eceived copies of 
the Presidential Daily Brief (PDB), the dissemination of which was restricted to only the highest positions 
in the United States Government. 

(U//FOU01 When! heeded to communicate something classified to CLINTON,11 
would walk down "Mahogany Row" and talk to CLINTON face-to-face. If CLINTON was not in t~ 
office, or on travel, and! !needed to discuss classified information,! !would contact 
CLINTON via a secure phone or send her a secure memo. 

(Ul.'FOUO)! !was not aware that CLINTON was using a personacm ii account while 
she was Secretary of State, nor dipecall what addressOyped in or saw whe ent emails to or 
received emails from CLINTON. !assumed whatever devices CLINTO used to conduct 
business while she was Secretary of State were approved, because nobody at DoS used devices without 
approval.! ~as not aware of any DoS policy against using personal or private email accounts 
to conduct unclassified DoS business. 

lmcstigation on 2/3/201<, al __ w..:.a.=as=h=i11=gt=o1=1·-=D=.C=··-----------------

File# --'--------~'-"3=02"--------- Date dictated ___ K ...... "1 ....... A _________________ _ 

I3y .s.81._ ____ _.~L----.....l'-------------------

This documcnl conlains neither recommendations nor conclusions of the FI3I. It is the propc!ly of the FBI and is lmmed to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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_____ ( __ U_./f_F..,.OUO) On a few occasions,! kraveled with CLINTON. However, the majority of 
.__ ___ __.! travel whitQwas-1 ;;.....;..:...--- ... j w .... as done so orOwn. 

(U//FOU01 Agents asked I I a 2013 speech to the 
American Foreign Service Associ ... at-i-on-.-1-----------------1 

(U//fOUO)! !explained the quote was in response to a questionj !in regards 
to how business had changed at DoS since! !PRESIDENT CLINTON' s administration. 

j !further explained that durin~previous assignment to Do~ I nobody at DoS 
had access to unclassified systems of an~. Blackberries didn't exist, and unclassified computer 
systems were not yet installed at DoS. The only way to communicate during that time period was via 
cables and on the telephone. In contrast, when I !returned to DoS in! bad access to 
SIPRNet, JWICS, and Unclassified computers, as well as unclassified Blackberries, and secure iPads. 
I !the above statement,[Jwas trying to explain how technology has allowed for a 
different form of information flow, and ultimately sped up the way in which DoS does business. 

(U//FOUO! !further clarified! ~eferenced above inD013 
speech, was unclassified,! ~as not implying that information CLINTON may have been 
communicating classified material on her Blackberry concerning the unclassified matter. 

(U//FOUO) It was! !opinion that everybodr at DoS takes security very seriously and 
understands the importance of protecting sources and methods. lhinks there is a 
misconception about how DoS classifies documents, and further explained that generally the only way to 
discuss topics with Foreign Partners is via unclassified channels, or in very sensitive cases, by making 
arrangements to meet in person at Embassies or at DoS. Since there isn't a classified system that allows 
DoS to communicate with its foreign counterparts, conversations that are held with foreign partners in 
unclassified channels are later "up-classified" to Secret to protect the information. 

(U//FOUO) In defense of DoS practices shared a dtory f°ncerninQiteraction 
with then FBI Deputy Director MARK GIULIANO, wherein state nteracted frequently with 
GIULIANO via email. I lstatedDad the upmo f ect rr GIULIANO, but believed i~---
was ~o revieQnclassified email exchanges with GIULIANO ould find emails that some would 
consider sens1t1Ve. 
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(U//FOUO) When received a request to produce documents in response to Freedom 
of Information Act (FOIA) inquires, lso queried and produced emails from ersonal Gm ail 
account t~etennined were "even remotely related to work." sometimes sent short 
emails toITamily via Gmail while[las on travel and felt that i eferenced negotiations or 
anything concernin~role at DoS, should produce th~umen s man abundance of caution. 
I !furthe;~ained that it not uncommon forL..Jo have~Qersonal Gmail 
account to communicate while on travel, because there were often timesl_}ould not access her DoS 
unclassified account. ould try to copy her DoS email account on any DoS related 
communication ay have sent from her Gmail account. 

(U//FOUO)._I __ ___. 
concerning a potential hack of an o 
DoS employees. However,,..._ ___ ......,._. 
email account and the accounts of ...... ..__ ............................ ____ ................ _.__._ ........................... .....__._...._ ______ ....._ ___ 
Iran neootiations. S ecificall 

received a similar email. re orted the incident to DoS Diplomatic Security who reportedly --------
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(U//FOUO) A copy of the original interview notes are attached in a 1 A envelope. 
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ALL :BI It-l70Rl-!ATICN COHTAIHED 
HEREIN IS U}!CLASSEIEC 
CA.TE 08-lSl-20115 EY C28W34l:!64 NSICC. 

FEDERAL BUREAU OF INVESTIGATION 

Date of1ranscrip1ion 09/17/2015 

(U//FOUOJ date of birth) I was interviewed at the 
offices of PLATTE RIVER NETWORKS (PRN), 5700 Washin 1ton Street Denvec Colorado 80216, by 
Federal Bureau of Investigation (FBI) Special Agents SA and! I 

Also resent during the interview were attorney, U.S. Department of 
Justice an attorney at After being advised of the identity of the 
interviewing agents, and the nature of the interview provided the following information: 

(U//FOUO) In mid-20! 3J !was selected to provide technical support on a contract 
PRN had acquired for the management of a new server used solely for email exchange for domains and 
accounts associated with BILL CLINTON, HILLARY CLINTON and their aides under the PRN account 
name CESC (CESC client).! !knew the company lnfoGrate to be the contact who initiated the 
PRN contract with the CESC client.! !understood the CESC client was already using email 
domains hosted on a server out of their residence in Chappaqua, New York, and in order to effect the 
transition to the PRN managed new served !needed to understand the needs of the client and 
the configuration of the server bein , housed in Chappaqua.! I was put in contact with 
BRYAN PAGLIANO who understood to be the administrator of the server in Chappaqua. 
PAGLIANO grante remote administrator access to the server under the administrator user 
name 1 I and in mid-2013~ pogged in to the server at Chappaqua. 

(U//FOUO)! I described the physical equipment comprising the email server at the 
Chappaqua residence as a Dell PowerEdge 2900 (PowerEdge 2900) running Microsoft Exchange 2007, a 
Dell PowerEdge 1950 (PowerEdge 1950) being solely used as a BlackBerry Enterprise Server (BES), a 
Cisco NSS 324 for Network Attached Storage (NAS), a switch, a firewall and a Uninterruptible Power 
Supply (UPS). The PowerEdge 2900 server hosted the email domain presidentclinton.com, wjcoffice.com 
and clintonemail.com, and had 20 to 30 email accounts associated. The PowerEdge 2900 was used 
exclusively for email, with no file or print options. The PowerEdge 2900 had Microsoft Forefront 
security and Norton Symantec anti-virus software installed on it. No one but PAGLIANO had 
administrator rights to the PowerEdge 2900 served !believed the Chappaqua residence had 
Comcast as an Internet Service Provider (ISP). 

(U//FOUO) In order to effect the transition from the foregoing server equipment in the 
CLINTON' s residence in Chappaqua to the new PRN server infrastructure and service, CESC and PRN 

Im estigation on 09/15/2015 at --~De=n~'"e=r~. C=o=lo=n=td=o ________________ _ 

file# _,!...__ _____ h ....... 02...._ _______ Date dietated_~r-.: ..... ·1.._A......_ ______________ _ 

I3y .s.t'j._ ____ __.UA)L _____ ...,J----------------------
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arranged a time to power down the equipment in Chappaqua, transport it to a data center and migrate the 
existing email accounts and domains to the new server infrastructure being provided by PRN. 

(U//FOUO) On or around 06/22/2013, and based on an infrastructure plan as part of a Service 
Level Agreement (SLA) to provide the CLINTONs with new hardware,! I a PRN 
employee, setup a Dell PowerEdge 620 (PowerEdge 620), two PowerConnect 2824 switches, two Fortinet 
firewalls and a Datto SIRIS 2000 (DATTO), and hooked them up in a rented space at Equinix, a data 
center located in Secaucus, New Jersey. 

(U//FOUO) On 06/23/2013,! hraveled to the CLINTON residence in Chappaqua and 
picked up the Power~e 2900, the PowerEdge 1950, and the NAS, while leaving the switch, firewall and 
UPS at the residence. I transported the equipment to the same rented space at Equinix as the 
PowerEdge 620, where !plugged in and networked all the equipment to get it back online in 
order to provide CESC with continued email access. ! !plugged in the NAS, but according to 
I I no email archiving or back-up was on it and it appeared to only have install files. The NAS 
was not configured to archive email by! !or PRN at any time.! !changed the mail 
exchanger (MX) record to specify the transition to the new IP address and configuration at Equinix. 

(U//FOUO') On or around 06/30/2013,! !be ,an the email migration for all CESC 
accounts from the PowerEdge 2900 to the PowerEdge 620 erformed this by right-clicking 
on individual mailboxes and migrating them over one at a time. stated he brought over the 
entire content of all the mailboxes from the PowerEdge 2900 to the PowerEdge 620 as there was no way 
to do it "piece meal" or partially.! !described the migration process as more of a "sync" and 
once the servers "agree" that the mailbox is moved, the mailbox is removed from the old server. As a 
result of the migration, no email content existed on the PowerEdge 2900. During the migration, the 
PowerEdge 2900 and 620 worked together in the same exchange, where the servers agree that each email 
sent or received is an identical copy. Additionally,! !configured the PowerEdge 620 to host a 
Blackberry Enterprise Server (BES) and a Domain Controller as virtual machines.! I 
explained the Domain Controller as being used for password and authentication requests. The PowerEdge 
620 was also running Microsoft Exchange 2010 software, which was an upgrade from the software on the 
PowerEdge 2900. Additionally, as part of the new server infrastructure provided by PRNJ I 
configured the DATTO back-up device to take multiple snapshots of the server a day that purged at 60 
day intervals.! I also confib>ured both sets of firewalls and switches for redundancy in case one 
went down. After several days of migration, the PowerEdge 620 had all email mailboxes migrated to it 
and was processing email on Microsoft Exchange 2010 for the email domains presidentclinton.com, 
wjcoffice.com and clintonemail.com.! !was "very confident" that all email had migrated from 
the PowerEdge 2900 to the PowerEdge 620. At some point later,! I remembers adding the 
domain! I to the PowerEdge 620. After total migration, PRN decided to keep the 
PowerEdge 2900, 1950 and NAS running, even though it was no 
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longer processing email, in order to ensure email was being delivered without failure through the 
PowerEdge 620. There was no official user security policy to have an account on the PowerEdge 620. 
I !registered the Secure Sockets Layer (SSL) certificate for the domains hosted on the 
PowerEdge 620. Additionally, PAGLIA NO gav~ !the credentials for the clintonemail.com 
domain, registered at Network Solutions. 

(U//fOUO) On or around 12/2013, PRN made the decision that email delivery was working well 
after the migration from the PowerEdge 2900 to the PRN managed PowerEdge 620. In order to power 
down the PowerEdge 2900,! btated Microsoft Exchange 2007 would need to be uninstalled 
from the PowerEdge 2900, or the PowerEdge 620 would generate error messages.! I 
uninstalled Microsoft Exchange 2007 from the PowerEdge 2900 by clicking on uninstall and following 
the system prompted checks to ensure there were no ties between the PowerEdge 2900 and the 
PowerEdge 620 and no active mailboxes were on the PowerEdge 2900. From that point on, the 
PowerEdge 2900, 1950 and NAS sat disconnected in the cage at Equinix until the FBI picked up the 
PowerEdge 2900 on 08/12/2015. The uninstallation of Microsoft Exchange and powering down of the 
PowerEdge 2900 was an action taken by PRN as standard protocol without order or direction from the 
CESC client. 

(U//FOUO) Based on his experience I !described PAGLIA NO' s set-up on the 
PowerEdge 2900 as a standard email set-up.J !also described his set-up on the PowerEdge 
620 as standard. Moreover,! !described that email messages accepted by the PowerEdge 620 
would first go through MX Logic, a third party company that removes viruses and spam before sendin& 
the message through Giglinx, the Internet Service Provider (ISP) at Equinix. From thereJ._ _____ J ... 
could not recall if the email would go through CloudJacket or the firewall, but he knew they were in 
succession. CloudJacket was an appliance used for intrusion prevention on the PowerEdge 620. 
CloudJacket had pre-configured settings that would block or blacklist certain email traffic it identified as 
potentially harmful. Occasionally, CloudJacket would send email notifications t as the 
system administrator, prompting him to block certain IP addresses. described these 
notifications as normal and could not recall any serious security incident or intrusion attempt that he was 
aware of.! !could not identify any IP addresses, or their country of origin, that were involved 
in a brute force attack (BF A) against the PowerEdge 620. Email traffic would then go through the switch 
and to the PowerEdge 620 where it would be processed by Microsoft Exchange 2010. Additionally, 
I !installed Trend Micro AntiVirus and later, Webroot AntiVirus. 

(U//FOUO~ I stated the CESC client originally requested to encrypt email such that 
no one but the user could read the content. This, ultimately, was not the way the email was configured so 
that system administrators could troubleshoot an Vroblems occurring within user accounts.I I 
recalle~ rnd I Jas having system administrator rights to the PowerEdge 
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620, although! !believed he handled almost all issues entirelyJ !was seldom used, if at 
all, for work on CESC. System administrators could move mailboxes, change and reset passwords, and 
sometimes view email for archive searches when the users didn't have the time and CESC requested PRN 
complete the task. After PRN took control of the server, the CESC client never requested another 
individual have administrator access.! !stated BRYAN PAGLIANO' s password for the 
PowerEdge 2900 was changed and he did not have access to the PowerEdge 620. The CESC client did 
request 24 hour access to someone who could assist with any issues that should arise regarding their email 
accounts. In order to meet this request, PRN contracted with Level Platforms or Managed Workplace, a 
third-party company used for troubleshooting and help desk related issues for any late night or off-hour 
requests thai !could not handle. The third-party company did not have administrator access 
to the server or email content, but could rovide assistance with troubleshooting devices, connectivity to 
the server and password resets. stated the help desk service was not used often and the 
CESC client would contact him directly. was unsure, but thought the third party help desk 
service was no longer contracted with PRN for CESC client help. 

(U~/FOUOllln or around 02/2014,I I was contacted by someone from CESC, that he 
recalled a Last Name Unknown (LNU), informing him that she was going to ship him a 
MacBook containing a folder with old HILLARY CLINTON emails.! !recalled no other 
identifying information regarding the MacBook. ecalled the MacBook being shipped via 
FedEx to his personal residence in but does not recall any other information regarding the 
shipment. Once! !received the MacBook, he identified the folders containing the HILLARY 
CLINTON email and recalled five subfolders being labeled 2009 through 2014.! ~did not 
recall the specific HILLARY CLINTON email account the tranche was from.! created a 
local storage folder under the address hrcarchiveft]dintonemail.com and copied the pst files to it. The 
hrcarchivefrldintonemail_.corn account was not configured to send or receive email messages.! ! or 
someone from CESC, requested that only HILLARY CLINTYN and two asj°ciates be granted access, 
but could not recall the names of the associates. shipped the foregoing 
MacBook back to LNU, but recalled nothing about the return shipment. 

(U//FOUOf In or around 09/2014,! I was contacted by CLINTON aide CHERYL 
MILLS requesting !perform an archive search of all HILLARY CLINTON email, during her 
tenure as Secretary of State, from 01 /2009 to 02/2013, sent to or received from an email address ending in 
.gov. It was originally requested that! !burn the foregoing archive search to a DVD and 
FedEx it to CHERYL MILLS. Instead of that transmittalJ !conducted the foregoing archive 
search, zipped the resulting .pst email files, encrypted them with AES256, and used a 
Secure File Transfer Protocol (SFTP) to transfer the files to the workstations of CHERYL MILLS and 
HEATHER SAMUELSON. Additionally I !password protected the pst files. Sometime 
shortly after, CHERYL MILLS contacted j I and asked him to perform another archive search 
for all email on all accounts in HILLARY CLINTON' s mailbox during her tenure as Secretary of State. 
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.__ ___ __.!conducted the requested archive search and transmitted it to MILLS and SAMUELSON 
using the same process, an SFTP transfer using AES256 encryption to their personal workstations. 
I !knew no additional detail regarding the workstations of MILLS and SAMUELSON. 
Additionally, the archive search conducted by! ! did not contain email from the local storage 
folder hrcarchive((1)dimonemail.com. 

(U//FOUO) In or around 12/20!4, was ut in touch with an individual named 
.__ _______ !by someone from the CESC client. ·nformed! hhat HILLARY 
CLINTON and HUMA ABEDIN were ~oing to have new email accounts on a new domain hosted on 
another server not administered by PRN.! ~nformed! !that HILLARY CLINTON' s 
new email address was c~hrcoftice.corn and HUMA ABED IN' s new email address was 
I kz;hrcofficc.com. requested thad I begin forwarding the email from HILLARY 
CLINTON' s hrod 17{cjj,climoncir1aii .com account, hosted on the PowerEdge 620, to her new 
I @hrcoffice. corn. account, hosted on another server unknown to! I nor anyone 
from the CESC client, requested! !to transfer any archived email to the new serve~d 
by! !was not aware of any detail related to the new server referenced byl___J 
to include who managed it or what it was being used for. 

(U//FOUO~ In or around 03/2015.J !was contacted by CESC with a request to 
inventory the CESC mailboxes to determine what exists, where it was stored and how it was backed up. 
I !talked with! ho coordinate the request and it was decided! !would 
travel to E uinix to ensure the PowerEdge 2900, 1950 and NAS contained no email data. Once onsite at 
Equinix owered on the PowerEdge 2900, 1950 and NAS and verified no old email data or 
backups existed. When eturned to Equinix in 08/2015 to provide the PowerEdge 2900 to 
the FBI, he powered it up to check for any email or backup data. The 08/2015 inventory by._! ____ _. 
was not requested by anyone from CESC and was a step taken by PRN. 

(U//FOUOj I stated all email accounts on the PowerEdge 620 had some back-up 
policy. Everything on the PowerEdge 620 was backed up through the DATTO device by taking several 
snapshots of the server daily and maintaining the data for 60 days. Additionally, all accounts had some 
back-up set by the user in their individual email client settin

9
s. Users could also archive email locally, by 

making .pst files on their computer workstation for exampleL ~tated the server just presents 
the email to the user - after that, the user could do whatever they want with the email.! !did 
not know what any CESC client individual email user's setting was. Additionally, in or around 
08/06/2015, PRN was made aware that DATTO was syncing with the DATTO cloud and storing email 
data related to CESC off-site. This off-site logging to DATTO' s datacenter was not requested by PRN or 
CESC. Once the DATTO offsite Jogging was discovered, DATTO disabled the offsite Jogging feature 
leaving DATTO with 60 days of CESC email back-up from the day it was disabled.! I 
believed DATTO was preserving the off site email data. 
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___ (_..U_./,...,'F...,OUO~ !was shown a list of CESC email accounts provided to the FBI by PRN . 
.__ ___ __.!recognized most of the email accounts and knew that some were added and deleted 
throughout the life of the contract, but couldn't give a timeframe for the addition/deletions and wasn't 
aware of all of the users for each account. Additionally J !was unaware of the devices used by 
each user. When CESC users would acquire a new mobile device, they could configure it themselves due 
to Microsoft ActiveSync technology on the mobile device. On rare occasions,! !would have 
to assist old blackberry users with synchronization with the BES. 

(U//FOUO) PRN set-up a share folder on the PRN network for all documentation related to the 
CESC client) !believed PRN took this step to limit the individuals at PRN that had access to 
information regarding the CESC client. 

(U//FOUOj !believed that PRN never used the company Techno+Rescue to recycle 
any equipment related to the CESC account.! !believed that PRN never used Veeam software 
or service to backup the PowerEdge 620. 

(U//FOUO) PRN never took action to purge or delete CESC email data from the PowerEdge 620 
or DATTO. CESC never requested that PRN purge or delete email data associated with their account. 

(U//FOUO)! !was aware ofno discussions with CESC regarding classified 
information or retention of federal records. 
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(U//fOUO) On February 18, 20I6J !date of birth! I was 
interviewed by Federal Bureau of Investigation (FBI) Special Agent (SAj !and SA 
I !at the offices of Platte River Networks (PRN), 5700 Washington Street, Denver, 
CO. Also resent for the interview were sAl I Infonnation Technologr Specialist/Forensic 
Examine De artment of Justice (DOJ) Attorney! and! I 
I rrom After being advised of the identity of the interviewing agents and 
the nature of the interview provided the following: 

(U/,'FOUO) MONICA HANLEY contacted! !via email on or about February 2014 
regarding email belonging to HILLARY CLINTON. The email was stored on a Macbook and CLINTON 
did not want to lose the email, so HANLEY requested! !transfer it to the Clinton Executive 
Services Corporation (CESC) server (Server) managed by PRN. The Server housed four virtual 
machines: a Microsoft Exchange server, a BlackBerry enterprise server, an administrative server, and a 
domain controller. ! !attempted to accomplish the task via a remote session using a remote 
support application called ScreenConnect. However,! I was unable to import the files using 
ScreenConnect since the email was stored in the Macbook' s Mail program. Therefore,! !had 
HANLEY ship him the Macbook so he could import the mail files manually. 

(U//fiOUO) Upon receipt of the MacbookJ !reviewed the files and noticed there 
were several mail folders and each was labeled with a different year from 2009-2013. He then conducted 
a Google search to identify an appropriate method for converting the Mac Mail files into .pst files. 
I I believed he used Gmail as a way to convert the Mac Mail files to a format that could be 
imported into the Microsoft Exchange server. Once the conversion was complete, he created a new 
mailbox named HRC Archive. It was likely a regular Microsoft Exchange mailbox that could send and 
receive email.! !did not recall who had access to the mailbox. Once the import onto the 
Server was successful, he deleted the email from the Macbook, but did not use any data wiping tools on 
the Macbook. ! !never deleted the HRC Archive mailbox from the Server and believed it 
should still exist there today; however, users with access to the mailbox could have altered its contents. 

Im cstigation on 02/18/2016 at Demer. Colorado 

file#~ 1302 Date dictated t-:.IA 
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This document contains neither recommendations nor conclusions of the FBI. It is the prope1iy of the FBI and is loaned 10 your agency: it 
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(U//FOUO) In April 2014, remotely instructed1....----r------,.......1how to 

access the HRC Archive mailbox using Microsoft Outlook on her computer. likely 
provided this assistance using the ScreenConnect application. 

(U//fi'OU~) After reviewing several documents dated in and around July 23, 2014, .... ! ____ _. 
stated in July 2014 he had a conversation with CHERYL MILLS during which she requested 
I !export a .pst file with all email in CLINTON' s mailbox that was sent to or received from a 
.gov email address (July Export). After reviewing a list of .pst files modified in or around the same time, 

I !opined he might have attempted the July Export using different tools, such as Outlook or 
PowerShell. He did not recognize the file name export.pst. After completing the July Export and 
verifying it would open correctly in Outlook,! !burned DVDs of the files and arranged for a 
FedEx pickup the next day. However, MILLS susequently requested a secure electronic transfer of the 
files instead of shipping physical media. Once the secure electronic transfer was complete, ... ! ____ _. 
destroyed the DVDs by breaking them in half. 

(U//fOUO) After reviewing a July 24, 2014 email from BRYAN PAGLIANO regarding a regular 
expression text editor,! !explained when a user changes his or her email address, Outlook 
updates the old email address with the new email address. MILLS was concerned CLINTON' s then­
current email address would be disclosed publicly and would be different from the one CLINTON was 
using at the time the emails were actually sent.! !and PAGLIANO discussed using a regular 
expression text editor to find and replace the new email address with the old, but the tool could not 
accomplish the replacement. 

(U//FOUO) I I used the email address! t@gmail.com as an account 
to test email flow when he worked on the Server. It was a "dummy" account he used to test email issues 
for various PRN clients. 

(U//FOUO) After reviewing work tickets from July 29-30, 2014J !stated the 
ScreenConnect remote sessions with MILLS and HEATHER SAMUELSON were for the purpose of 
transferring copies of the July Export to their Windows workstations. Prior to the transfer_J ____ __. 
password-protected the .pst, then placed it in an Advanced Encryption Standard (AES) zip file. The 
ScreenConnect tunnel was also encrypted, resulting in three layers of protection. 

(U//FOUO) After reviewing an invoice dated August 12, 2014 .... ! ____ ...,!stated he assisted 
SAMUELSON in reconnecting to the July Export archive. 
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(U//FOUO) After reviewing a work ticket dated September 29, 2014 and invoices dated 
September 30, 2014 and October I, 20 I 4,! I stated he spoke with MILLS about the creation of b6 

a new email archive export (September Export).! !could not recall if the September Export b?c 

consisted of the complete live mailbox belonging to CLINTON, the exported emails from the HRC 
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Archive mailbox, or both. The September Export was several gigabytes in size .... I ____ ... !did not 
place any limitations or delete any content from the September Export. 

(U//ffiUO) After reviewing a work ticket dated November 18, 2014J !stated he 
worked with SAMUELSON to reestablish her connection to an archive of CLINTON' s emails. 
I I could not recall if it was to the July Export, the September Export, the live HRC Archive 
mailbox, or something else. 

(U//FOUO~ After reviewing a work ticket dated November 24, 2014 and an email dated the same 
day J stated he participated in an urgent call with SAMUELSON regarding more specific 
export requirements. He could not recall the details of the conversation. 

(U//FOUO) After reviewing an administrative server log file from November 24, 2014, 
--------!explained he used Microsoft Outlook on the administrative server to test any .pst file 
exports he created for CESC. The testing consisted of opening the .pst files to ensure they loaded into 
Outlook correctly. 

• Regarding Outlook Office Alert event log entries indicating a mailbox and a "gov export" 

folder were deleted,! ~peculated they were deleted because they were no longer 
needed on the administrative server. 

• Regarding the log entry referencing "huma-gmail-yahoo.pst.lnk,"! !stated HUMA 
ABEDIN requested her email from Gmail and Yahoo be imported into her mailbox on the 

Microsoft Exchange server.! Fould not recall when ABEDIN requested this 
assistance. 

(U//'fOUO) After reviewtg a dhcument where "HRC Archive" is referenced in the Windows 
Messaging Subsystem profile for mp,! !stated he believed this file to be a reference 
related to the transfer of email from the Macbook he received from HANLEY described above. 
Specifically,! believed he used the Gmail account! @gmail.com to 
effect the transfer to the HRC Archive mailbox. He might have used the Macbook for this process, but 
probably used the Server. 

(U//FOUO) After reviewing emails dated December 10, 2014 and December 12, 2014, as well as 
work tickets regarding December 9-10, 2014 telephone calls with MILLS and SAMUELSON, 
I !stated they wanted the last 60 days of email for CLINTON and ABED IN in new accounts 
that were not on the Microsoft Exchange server, but did not request the migration of any other content. 

(U//FOUO) After reviewing an email dated December I I, 2014 with the subject line "RE: 2 items 
for IT support," and a December 12, 2014 work ticket referencing email retention changes and 
archive/email cleanup,! !stated his reference in the email to" ... the Hilary [sic] coverup [sic] 

UNCLASSIFIED//~tiO 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



UNCLASSIFIED//~ 

FD-.102a (Re,. 10-6-95) 

Contimmlion of fD-302 of lnlcniew orl . On 02/18/2016. Page _____ 4 __ 
operation ... " was probably due to the recently requested change to a 60 day email retention policy and the 
comment was a joke. He did not recall the prior retention policy. 

(U//FOUO) After reviewing a work ticket dated January 5, 2015, referencing a remote session 
with MILLS and SAMUELSON,! !stated the session was possibly to remove the July Export 
or September Export .pst files from their workstations. 

(U//FOU9) After reviewing a Server log entry from January, 5, 2015, noting the installation of 
Ontrack PowerControls (PowerControls)J !stated PowerControls was the software utility 
bundled with the Datto backup device employed as part of the CESC Server architecture. It is used for 
Microsoft Exchange server restoration, bud !did not recall ever taking any actions with it. 

(U//FOU9) After reviewing a document identifying the "Last Written Time" as January 6, 2015 
for "HRC .gov email Archive.pst, HRC .gov emails.pst, HRC gov emails.pst, and export.pst," 

! !stated Outlook updates the modification time and date for any .pst files attached to a mail 
account when the program is opened. 

(U//t"OUO) After reviewing an email dated January 7, 2015 containing a list of mailboxes on the 
CESC served !stated he believed the HRC Archive mailbox should still be on the Server in 
the possession of the FBI. He did not know why it would not be on the server and said he would check 
the current server for the existence of an ~RC Archjye )ailbox. Users could control the content of a 
mailbox, but not the existence of it. Only nd! !had the capability 
to login to the Server as an administrator and remove a mailbox. ! !stated he did not remove 
the mailbox, nor did anyone request he remove the mailbox. 

(U//FOU9) After reviewing administrative server log entries ranging from January to October 
2015, referencing multiple Google AppsJ !stated the office ot1 !used 
Google Apps for business, so he used Google migration tools to pull the email accounts of users from her 
office to the Microsoft Exchange server. January 2015, however, was not the correct timeframe for that 
migration and! ! did not recall what he might have used Google Apps for in January 2015. 

(U//FOUO) After reviewing an email dated March 5, 2015, referencind !from 
Security Pursuit,! ! stated he did not know! !and did not recall implementing any 
new security features during that timeframe. 

(U//ffi'Ue) After reviewing an email dated March 3, 2015, referencing a .pst file containing all of 
"HRC' s emails to/from any .gov addresses,"! !stated he used filters based on sending and 
receiving email addresses, as well as a date filter for CLINTON' s time as Secretary of State to produce 
the July Export. 
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(J J//f'QUOJ After reviewing an email dated March 5, 2015 with the subject line "RE: Share," 

I stated the shared drive was located on PRN hardware in Denver. It was a limited access ...._ ___ __. 

shared drive for individuals working with CESC. 

(U//FOUO) After reviewing an email dated March 5, 2015 with the subject line "RE: CESC 
Firewa11,"! !stated" ... HRC' s backup device ... " referred to a second mobile device that 
belonged to CLINTON. He did not recal1 any details about the device. 

(U//FOUO) After reviewing a document with information concerning "export.pst, HRC archive -
complete.pst, and hrcarchive@clintonemail.com - HRC archive.ost,'I lstated, based on the 
Last Written Time in the registry, that export.pst existed on the administrative server as of March 7, 2015. 
He did not reca11 when it was removed or who removed it from the administrative server. 

(U/,'FOUO) After reviewing work tickets from March 7-8, 2015! !stated he 
determined the Cisco Network Attached Storage device brought to the Equinix data center when PRN 
took possession of CESC' s predecessor server and associated equipment did not contain any email 
content. PAGLIANO had used it for extra storage and it only contained BlackBerry server Jogs. 

I I did not know what was on the external USB hard drive that was also part of the predecessor 
server architecture. PRN did not use either device as part of the Server architecture they designed and 
implemented. 

(U//-FO') After reviewing an email dated March 9, 2015 with the subject line "Re: Email/Data 
Systems," wher !is listed as one of the recipients,! !stated he did not recal1 
seeing the preservation documentation from DA YID KENDALL referenced in the email. 

(U//FOUO~ After reviewinf work tickets dated March 10, 2015 and March 12, 2015, referencing 
the movement of email for MILLS, !stated MILLS did not have an account on the Server 
and he could not recall what work he might have done for MILLS. MILLS occasionally contacted 
I I with problems related to her personal email account, so the work tickets may have been of 
that nature. 

(U//POUO) After reviewing an email dated March 25, 2015 with the subject line "CESC call," 
--------!stated he had no recollection of the call or what it was about.! ~hen reviewed 
an email dated March 25, 2015 with the subject line '4Clintons" and a work ticket dated March 3 I. 2015 
referencing a conference cal1 with KENDALL and MILLS. At this point in the interviewJ I 
I !PRN' s counsel, advised not to answer any questions related to conversations 
with KENDALL based on protections under the Fifth Amendment. 

(U/ /FOUO) After reviewing 1 og files dated March 31, 2015. referencing multiple manual 
deletions from the Datto server used to backup the Server,! !stated he did not reca11 
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perfonning the deletions, nor did he recall being asked to delete backups from the Datto server. 
I !further stated everyone at PRN has access to the Datto client portal, which is used to 
manage the backups for all of PRN' s clients who employ Datto' s services. 

(U//FOUfr) After reviewing Joof files dated March 31, 2015, referencing the installation of 
BleachBit on the administrative server,_ !stated he believed he used the program for the 
removal of. pst files related to the various exports of CLINTON' s email discussed above from the 
administrative server. He took this action of his own accord based on his nonnal practices as an engineer. 
He did not recall which settings he used, to include the overwrite free space feature. I ! later 
stated he might have used BleachBit on the Microsoft Exchange server because any .pst exports would be 
created there, then moved over to the administrative server and opened to verify the exported .pst file 
worked correctly. 

(U//FOUO) I !does not recall who or when the conversation occurred, but someone 
from CESC told him at some points/he did not want the .pst files hanging around and wanted them off of 
the Server after the export. 

(U//FOUO~ After reviewing a text document with the first line "June of 2013,"._! ____ __. 
stated he did not recall creating the document. However, the statement "PST Files were shredded" is 
probably a reference to his use of BleachBit. 

(U//FOUO) After reviewing log files from the administrative server dated January - October 
20!5J !stated the reference to Google Apps Sync on April 4, 2015 was possibly an automatic 
update to the software. 

_____ (_U_llr_OUO~ After reviewing an email dated April 24, 20! 5 with the subject line 04/27-5/1," 
.__ ___ __.!stated the entry on April 27,2015 was a calendar appointment related to regular 
maintenance of the Server and associated equipment. 

B FOUO) After reviewing an email dated August I 8,2015 with the subject "RE: email," 
stated CESC wanted to verify they had a 60 day retention policy. He believed 
misspoke when! ~ommented on a 30 day retention policy. 

(U//FOUO~ After reviewing an email dated August 21,2015 with the subject line "RE: Datto 
remote access," and an email dated August 20,2015 with the subject line "RE: CESC Datto," 
I !stated PRN might have received a new Datto server because in the initial setup of the 
original Datto server, it auto synced with the Datto data center and created an offsite copy. The new 
Datto server would not allow that to happen. 
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(U//FOUO) After reviewing logs dated September 21-September 26, 2015 from the Microsoft 
Exchange server and September 25-0ctober 2, 20 I 5 from the administrative served ! 
speculated he may have removed mailboxes attached to Outlook on the administrative server. He was not 
instructed to delete any user mailboxes on the Microsoft Exchange server in September 2015, nor did he 
delete any mailboxes. Furthermore,! !did not do any work with any email exports in the 
September 2015 timeframe. It was standard practice fod ho install On Track PowerControls 
on a server because it is required to restore a system from a Datto backup. Additionally,l I 
would login to the Datto server during regular maintenance appointments to check the backups. 
Regarding the October visits to the CESC Datto Control Panel referenced in the JogsJ !or 
I !probably logged into the Datto server using ScreenConnect to verify it was running 
properly. ScreenConnect wa~ !primary method of connecting to the administrative server. 

(U//FOUO)! !did not recall manually running a disk defragmenting utility, but would 
sometimes do it as part of routine maintenance. 

(U//FOUO) ! !was shown several other documents for which he had no information. 
All documents used during the interview are attached to this communication as a I A. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 05/0-l/20 I<, 

/FOUO) On May 3, 2016J !Platte River Networks (PRN), date of birth 
was interviewed by Federal Bureau of Investigation (FBI) Special Agent (SA~ I 

A! !at the United States Attorney's Office for the Eastern District of 
Virginia located at 2100 Jamieson Avenue, Alexandria, VA 22314. Also present for the interview were 
Su erviso S ecial Agend ! Information Technolo, Specialist/Forensic Examiner 

...._ ____ ___,,_D ____ e_a_rt_m_e_n..,.t of Justice (DOJ) Attorne DOJ Attorney! I 
__ ....... ...._ ____ a_n_d_E_D_V_A_A_tt_orne as well as! j 

counsel an ________ A_fter being advised of the identity of 
the interviewing agents and the nature of the interview provided the following: 

(U//FOUO) In February 2014,! !worked with MONICA HANLEY to import an 
archive of HILLARY CLINTON' s email from an Apple MacBook to the PRN-maintained server hosted 
for the CLINTON EXECUTIVE SERVICES CORPORATION (CESC). This server hosted CLINTON' s 
email account. HANLEY toldj I the MacBook contained old email that only existed on the 
laptop and HANLEY did not want to lose it. The email was stored in Mac Mail within folders labeled by 
year as 2009 Inbox, 2009 Sent Items, 2010 Inbox, 2010 Sent Items, etc.! hried to effect the 
transfer of the archived email through a remote session using ScreenConnect, but the WiFi connection 
was intennittent and the MacBook repeatedly turned itself off Therefore, HANLEY shipped the 
MacBook to! !was unaware of a USB flash drive containing an identical set 
of the email files. 

(U//FOUO)j !tried various tools and Googled for solutions to effectively transfer the 
email files. After researching options, transferred all of the email content to the "dummy" 
gmail account! !@gmail.com. connected the administrative server to 
the gmail account and used it as a bridge to move the email into a mailbox named hrcarchive on the 
Exchange server. The PRN architecture consisted of a BlackBerry Enterprise server, domain controller, 
administrative server, and Microsoft Exchange server (PRN server). After the transfer was complete, he 
deleted the content from the gmail account and provided the hrcarchive login credentials to HANLEY or 

~ ~nd demonstrated how to access the mailbox using Outlook Web Access. 
!did not know ifl !or HANLEY provided the credentials to others; however, 

anyone with the credentials could access the account. Prior to shipping back the MacBook, either 

Im estigation on 05/m/2016 at __ :..:.Al=e=xa=nd=r=ia"-. V..:..A...._ ________________ _ 

file# _JL _____ .fp-"'02:...._ _______ Date dietated _~r-.;'--"·1-'--'A,__ ______________ _ 

I3y s s ......,. _____ .J-=; _______ ...1----------------------

This documcm contains neither recommendations nor conclusions of the FBI. h is 1he propc11) of 1he FBI and is loaned to your agency: ii 
and its contents ,rre not to be distributed outside your agency. 
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HANLEY od !requested the email be deleted from the MacBook. \ (deleted the 
files containing the email, but did not use any special tools to remove the files.provided 
an address for the return shipment of the MacBook and! I used either the United States Postal 
Service or United Parcel Service. 

U//FOUO 
and all had access to the prnadmin account credentials to access the PRN server. The 

account on the server maintained by BRYAN PAGLIANO was created by PAGLIANO -----during the transition to the PRN server. There was also a built-in administrator account on the PRN 
server, but! I never used it.! !handled most day-to-day work tickets for 
CLINTON' s account, while! handled the physical infrastructure setup and maintenance. 

I !was authorized to work on the account and served as a backup td !and 
I however, he only handled a few work tickets.! ]eft PRN in June or July 2015 and, 

based on PRN' s nonnal business practice, passwords were changed for all admin accounts. 

(U//fi'OUO) In July 2014, CHERYL MILLS emailed! !to schedule a phone call. On 
the call, MILLS outlined td !she needed an export of aLJ <;LINTAN' s email sent to or 
received from a .gov email address (July Export) for the purpose of ~di· ·· them to the United States 
Department of State (State).! !searched"* .gov" in th•; live "H'' · .1ailbox to find email 
responsive to MILLS' request. After preparing the exportJ !worked with MILLS and 
HEATHER SAMUELSON to transfer the export to each of their v orkstations. This interaction was the 
first with MILLS.! !previously interacted with! !and 
I I MILLS served as the ~rimary contact from whic~ hook direction for 
this export and later exports.! nly interacted with SAMUELSON once or twice beyond 
troubleshooting her access to the exports. He described MILLS and SAMUELSON as proficient 
computer users with knowledge of basic programs. 

(U//FOUO) Based on the direction provided by MILLS as described aboveJ I 
prepared an export of CLINTON' s email from her live account on the PRN server. ! !then 
used 7-Zip to compress the export and password-protect it. To transfer the export to MILLS and 
SAMUELSON, he connected to each of their workstations remotely using ScreenConnect and installed 7-
Zip. On SAMUELSON' s laptop he also installed Outlook 2013 because she did not have Outlook at that 
time. After the installation of 7-Zip on both workstations and Outlook 2013 on SAMUELSON' s 
workstation,! !transferred the zip file using Secure File Transfer Protocol (SFTP), unzipped 
the export, and opened the export in Outlook by navigating to it using File->Open->Outlook Data File. 
When transferring the file,! !likely dropped it on the desktop or in a folder on the C: drive. 

(U/IFOUO) In September 2014, MILLS contacte nd requested an export of 
CLINTON' s entire mailbox (September Export), so followed a similar process to the July 
Export. He prepared a .pst file, zipped it using 7-Zip, and trans erred it to MILLS and SAMUELSON 
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through ScreenConnect. In the preparation of this export,! I discussed different options for 
the transfer based on the size of the file, but ultimately decided on the same process using ScreenConnect 
as the July Export. MILLS never requested assistance from I Hn locating CLINTON' s email 
from January 2009 - March 2009 andl !was never aware there was a gap during that 
timeframe. 

(U//FOUO) I I did not know why the . ~t file provided to the FBI from CLINTON' s 
counsel contained the email address!t: .gmail.com in the metadata because he 
believed he created email exports from CLINTON' s live email mailbox. However, he provided the 
following possible explanations: 

• I ~ay have imported HRC Archive into CLINTON' s live mailbox. 

• A user may have moved email from HRC Archive into CLINTON' s live mailbox. 

• A user may have taken email directly from the HRC Archive mailbox to produce what was 
provided to State.! !did not assist in the production of any .pst files provided to State. 

(U//FOUO) During the July Export and September ExportJ hransferred one .pst file, 
contained within a zip file, to MILLS and one to SAMUELSON. Their laptops were running either 
Windows 7 or Windows 8. 

{J J//FQUO) After reviewing a chart labeled "PST files and Outlook Profiles - Admin Server," 
_____ _.Jstated "HRC .gov email Archive.pst," "HRC .gov emails.pst," and "HRC gov emails.pst" 

reference the July Exports. ! ~escribed the other files as: 

• "HRC archive - complete.pst" references the September Export. 

• "hrcarchive@clintonemail.com - HRC archive.ost" is a remnant of the transfer of files from the 
HANLEY laptop described above to gmail. 

• I @gmail.com ~ ~ temp.psf1 !could not recall creating 
this . pst file. 

• "huma-gmail-yahoo.pst" was a result o~._ ____ __,!importing HUMA ABED IN' s email from 

those services to the PRN server. 

(U//FOUO) After reviewing a PRN invoice referencing an October I, 2014 call with MILLS, 
-------! stated the call was in relation to one of the .pst file transfers. 

(U//~UO) After reviewing a PRN work ticket dated November 18, 2014 referencing a call with 
SAMUELSON,! !stated he worked with SAMUELSON to reconnect her to CLINTON' s 
email archive. 
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_____ (_U_/I_F ... OUO) After reviewing an email dated November 24, 2014 with the subject line "MMM," 
...__ ___ __,! stated he did not know what the reference to an urgent call was about. 

(U//FOUO) After reviewing a work ticket dated November 24, 2014 referencing "more specific 
export requirements,"! !stated he did not know what the more specific export requirements 
were, but did not believe an additional .pst file was transferred. Neither SAMUELSON nor MILLS 
requeste~ !assist with searches for emails to/from specific users, emails to/from specific 
domains, or create additional exports beyond the July and September Exports. 

(U//FOUO) In November or December 2014, MILLS tol~ !she did not want the 
exponed data on the laptops anymore and requested he securely delete the .pst files previouslfu transferred 
to MILLS' and SAMUELSON' s workstations

1 
but did not specifically reques4 . se deletion 

software. Based on the request of MILLSJ !recommended BleachBit, a tool he had used 
previously with clients who had financial information on computer equipment being decommissioned. 
I ~escribed BleachBit as a utility that securely deletes files by overwriting data multiple 
times. He could not recall what version he used, but would have downloaded the latest version at the time 
of MILLS' request. Sometime prior to this discussion, MILLS mentioned once CLINTON' s emails were 
printed for State, she could put the .pst file on a flash drive and have a master copy.! ~ad the 
impression MILLS was referring to all of CLINTON' s emails, not just those provided to State. 

(U//FOUO)! !used the same deletion process for the workstations of both MILLS and 
SAMUELSON. He initiated a remote session, typically while on the phone with MILLS or 
SAMUELSON, to each workstation using ScreenConnect and downloaded BleachBit from the Internet, 
then installed the software. He used BleachBit to remove the .pst files by running the shredding function 
as a standard user, not an administrator. The process took a few minutes to complete during which 
I !did not encounter an error message.! ~elieved he shredded a total of eight 
files - the two zip and two .pst files on each laptop from the July and September exports. He did not 
recall: 

• Altering any settings prior to shredding the .pst files 

• Wiping free space 

• Selecting artifact clean up 

• Verifying the deletion of the files 

• Selecting "Shred Settings and Quit" once the process was complete 

• Targeting any temporary files 

• Uninstalling BleachBit 

(U//FOUO) After reviewing work tickets dated December 12, 2014 and January 5, 2015, 
.---------.!stated the work tickets reflected the tasks he completed to remove .pst files from the PRN 
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server and the workstations of MILLS and SAMUELSON. The requests from MILLS were routine 
customer service, so no one else at PRN was aware of the removal tasks! !completed beyond 
what was written in the work tickets. Since completion, neither MILLS nor anyone else from CESC 
contacted! ho verify this work was complete. AdditionallyJ !was not contacted 
by anyone to discuss the process he used to remove the files from the workstations. 

(U//FOUO) In March 2015, MILLS contacted! ho discuss CLINTON' s email. 
Typically, MILLS would contact! !using the email address! ~gmail.com and setup a 
time to call. MILLS wanted to know what backups of CLINTON' s email existed and where those 
backups were located. After discussing the potential for content to exist on the server CLINTON used 
prior to the PRN server, PRN decided! !would travel to the datacenter in Secaucus, NJ to 
power up the old e ui ment Predecessor server) and check it for any backups or copies of CLINTON' s 
mailbox. After arrived at the datacenter and turned on the old equipment,! I 
spoke with while they both were logged on to the system. Neither the Cisco Network 
Attached Storage (NAS) device nor the external USB hard drive that were part of the architecture for the 
Predecessor server contained backups or other data associated with CLINTON' s email. 

(U//FOUO) PRN used a Datto backup appliance to backup the PRN server and it wa PRN' s 
common practice to include the administrative server as part of the Datto backu ut could 
not specifically recall if the administrative server was backed up for CESC. had no memory 
of stopping Datto backups of the PRN administrative server on March 8, 2015. Datto recommends 
turning off Windows Volume Shadow Copy service because it can interfere with Datto backups. 

(U//fiOUO) I 

(U//FOUO) After reviewing an email dated March 25, 2015 with the subject line "CESC call" and 
an email dated March 25, 2015 with the subject line '4Clintons [sic],'1 !stated he could not 
recall the content of the call or the reference to backups in the email. 

(U//FOUO) After reviewing a document titled "Exchange Audit Logs" dated March 25, 2015 and 
March 31, 20 l 5J !stated the Platte Adm in mailbox received firewall alerts and other internal 
system alerts. Additionally, the Platte Admin account was used to effect changes on other mailboxes. 
I I did not specifically recall using it to provide full access for prnadmin to the mailboxes H, 
HDR29, and HRC Archive on March 25

1
2015 and then removing the HRC Archive mailbox from the 

Exchange server. However,! ~elieved he had an "oh shit" moment and removed the HRC 
Archive mailbox. He also changed the mailbox retention policy from 30 days to 1 day, and cleaned the 
mailbox database because MILLS previously requested in late 2014 or early 2015 he change the retention 
policy for CLINTON and ABED IN' s existing and ongoing email to 60 days. He removed the HRC 
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Archive mailbox manually because all content in the mailbox was older than 60 days .... I ____ _. 
changed the deleted items retention policy from 30 days to 1 day to ensure no email outside of the 60 days 
remained on the server and executed the Clean-MailboxDatabase command to clean whitespace within 
the database, similar to running a disk defragmentation.! !also enabled Circular Logging, but 
did not recall why he did so in this instance. He typically enabled it when importing email because 
Microsoft Exchange Jogs contain email that hasn't been committed to a database. Circular Logging 
reduces the Jog file size by forcing Exchange to commit data to the database immediately. 

(U//fi'OUO) After reviewing documents titled "BleachBit - PRN Admin Server" and "BleachBit -
Exchange Server" indicating the use of BleachBit on March 31, 2015,! btated he checked the 
Exchange Server for remaining copies of CLINTON' s email. When he located a .pst file, he used the 
most recent non-beta version of BleachBit available at the time to shred the .pst files on the PRN server, 
but did not recall which .pst files he found or removed. He did not wipe free space, encountered no 
errors, and viewed the folders to see if the files were gone, but did not take additional steps to confirm the 
deletions. ! !did not talk with MILLS about the files he found and deleted. 

(U//FOUO) After reviewing log files dated March 3 I, 2015 indicating the deletion of files from 
the Datto backup appliance,! !stated he did not recall deleting any Datto backups nor did he 
recall receiving an instruction to delete backups from the Datto, however, it is unlikely anyone else at 
PRN would have deleted the files.! !did not know if the administrative server was backed up 
to the Datto. 

(U//FOUO) After reviewinf a document titled "PRN Admin Server - Installed/Uninstalled 
Application Events,'1stated he had no insight into the installation of Google Apps Sync for 
Microsoft Outlook on April 5, 2015. 

(U//FeUe) After reviewing documents titled "Add-MailboxPermission and Remove-
MailboxPermission" and "Export.pst on Admin Server-9/25/2016 [sic].'1 !stated in 
September 20 I 5 he looked into replacement options for the PRN server because he believed the server 
would be turned over to the FBI. To prepare for this eventuality, he Jogged onto the server to verify the 
backups of the server were working correctly and evaluate what new hardware PRN would need to order. 
During the same time frameJ ~estored the mailbox fod I This 
restoration may account for the activity related to Export.pst in September 2015 and it is unlikely 
Export.pst contained any ofCLINTON's email.! ~eleted! !Export.pst after the 
restoration was complete. However, he did not delete any data related to CLINTON' s email after he was 
interviewed by the FBI in September 2015. 

(U//FOUO) After reviewing an email dated March 9, 2015 referencing a 12reservation email from 
DAVID KENDALL and a preservation request from the FBI dated July 31, 2015,! !stated he 
was aware of the preservation requests and interpreted both as meaning he should not disturb CLINTON' s 

UNCLASSIFIED//~ 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 



UNCLASSIFIED//:Ffflfe 

FD-.102a (Re,. I0-(,-95) 

Contimmtion of FD-302 of Imer,iew o . On 05/03/2016. Page __ 7 __ 
email data on the PRN server. did not receive b,uidance from other PRN personnel or PRN 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 09/1-l/2015 

______ o ... u ....... s~eptember 11, 2015 ____ __.f United States De._a_rt_m_e_n_t_o_f-St-a-te_(_D_o_S_),-2-2_0_I_C_St-r-ee_t_N_W_W_a-sh_i_n_rt_o_n_D __ C-_-2-0-52 .... 0, 

office telephon was interviewed b FBI S ecial and! I I Also;;;...c;..;..;re;.;;.se.;;.;n.;.;.t...;.w.;.;a;;.;;;s._.. ____ ......, _______________ ____. DoS, 
office telephone After being advised of the identity of the interviewing agents and the 
nature of the interview provided the following information: 

Principal Officer Electronic Messaging System (POEMS) was a Top Secret DoS email system that 
was phased out several years ago. Today the term POEMS is often used by people referring to the DoS 
email systems provided by the Office of the Secretary, Office of the Executive Secretariat - Information 
Resource Management (S/ES-IRM). While the majority of DoS employees receive IT support from 
Information Resource Management (IRM), a subset of approximately 600 individuals receive IT support 
from S/ES-IRM. This subset is composed of high-level DoS executives and staff, who are collectively 
referred to as the "i 11 floor." The S/ES-IRM system was created to provide the 7111 floor users with 
enhanced customer service. 

Despite being administered by separate groups, the IRM and S/ES-IRM systems utilize the same 
hardware and software platforms. Both groups support their respective users across both Opennet, the 
unclassified DoS network, and Classnet, the classified DoS network. The top secret network at DoS is 
operated by the Bureau oflntelligence and Research (INR) regardless of the user. 

S/ES-IRM does not have stand-alone email backup. Historical emails have to be extracted from an 
overall system backup. The volume of available historical emails therefore depends on what each user had 
saved on their system when the system backup occurred. The entire S/ES-IRM system is backed up every 
night during which the email exchange, as well as file servers, shared drives, applications and other 
relevant files are captured. The backup tapes are held for 45 days. S/ES-IRM has pulled the relevant 
S/ES-IRM system backup tapes in response to the preservation re9uests issued by the FBI and is 
preserving them until they receive further direction from the FBI.L !estimated that 
approximately 100 of the 600 S/ES-IRM customers were listed on the preservation request. 

..._ ____ _.!provided that the exchange servers are housed at ESOC in Culpeper, VA and that 
the backups are stored at the Harry S. Truman building. 

Im estigation on 09/11/2015 at __ ~W~as=lu=·n=gt=o=n,~D~C~-----------------

file# -t.. _____ _.... _____ Date dietated _ _.l\..._.·t .... A~---------------

I3y ~L-----J----------------------

This document contains neither recommendations nor conclusions of the FI3I. It is the prope!ly of the fBI and is lmmed to your agency: it 
and its contents arc 110110 be distributed 0111sidc your agency. 
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S/ES-IRM customers do not use the State Messaging and Archival Retrieval Tool (SMART) for 
memorializing official email records. Instead, they follow the "print and file" policy whereby each 
individual is responsible for assessing if a communication should be archived and is then responsible for 
printing and appropriately filing the communication. SMART is primarily used for archiving cable traffic 
and replaced a legacy system known as CableXpress approximately four or five years ago. 

S/ES-IRM does not administer the Public Affairs Communication Electronically (PACE) system, 
which is operated by the Bureau of Diplomacy. PACE is a much smaller system but it is possible that a 
few people from Secretary Clinton's staff may have used PACE. 

DoS does not have a restriction on the use of personal email accounts for official business. 
Personal email accounts are often used by individuals in the field who were not issued an official DoS 
mobile device, or who do not have the time or means to remotely Jog into the DoS system. Employees are 
not required to notify DoS that they are using a personal account for official business and there is no 
mechanism to track who is using a personal email account. In 2009 and 2014, DoS issued official 
guidance to users of personal email accounts that stipulated that they must forward work-related emails 
back to their official work account within a specified period of time for record keeping purposes. 

S/ES-IRM does not automatically create Opennet or Classnet email accounts for new employees. 
Accounts are only created once a request form has been submitted. S/ES-IRM had no record of a request 
being completed by, or on behalf of, Secretary Clinton for the creation ofDoS email accounts. Nor were 
there any records of requests being made for a DoS mobile device. 

S/ES-IRM is also responsible for issuing official cell phones and other mobile devices to their 7'11 

floor customers. However, S/ES-IRM does not have historical records for devices issued during Secretary 
Clinton's tenure. The system that was used for tracking property during that time period was previously 
taken offline and S/ES-IRM has been unable to restore the system due to the presence of corrupt files. 
While users were required to sign a property record when a device was issued to them, those records 
would have been destroyed once the device was returned to S/ES-IRM . 

.__ ____ ...,!was not able to provide any specific information about the broader IRM s stem and 
their efforts to preserve relevant data. He recommen;-d_e_d_c_o_n_ta_c_t_in_,,_ ________ __, ____ ___,J 

[ !vja tbe Bureau of Diplomatic Security (DS_ ..... ,....,.. _________ .,.... __ _ 
1 lnoted that BRIAN PAGLIA NO works fot and care should be taken when ..._ ____ _. 

contacting IRM . 

..._ ____ ...,!and._! ___ _.!were available for future contact if necessary. 
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(U//fiOUO) On January I 1, 2016, MONICA HANLEY was interviewed by Federal Bureau of 
lnvestioation FBI S ecial A 1entsl ~ndl !at._! ________ ___, 

Washin 61ton
2 

DC 20001. Representing HANLEY, and also present for the 
... i-nt_e_rv_i_e_w_,_w_e_r_e _______ """and! I After being advised of the identities of the 

interviewing agents, and the purpose of the interview, HANLEY provided the following information: 

(U//FOUO) In 2003, following her college graduation, HANLEY interned for then Senator 
HILLARY CLINTON. HANLEY's internship position was converted to a permanent position in 2004. 
HANLEY continued working for New York Senator KIRSTEN GILLIBRAND, who was appointed after 
CLINTON was nominated as Secretary of State. 

(U//FOUO) In April of 2009, HANLEY received a call from HUMA ABED IN asking if 
HANLEY would be interested in working for CLINTON as a "Confidential Assistant" at the Department 
of State (DoS). HANLEY accepted the position at DoS, and continued working for GILLIBRAND until 
two days before her start at DoS. 

(U//FOUO) During her first year at DoS, HANLEY' s "Confidential Assistant" duties included 
supporting and scheduling CLINTON, domestic travel and personal appointments. HANLEY also ran 
various errands for CLINTON. HANLEY also served as ABED IN and JAKE SULLIVAN' s scheduler, 
and it was her responsibility to coordinate their schedules with CLINTON' s schedule. 

(U//FOUO) HANLEY accompanied CLINTON on foreign travel on a few occasions during her 
first year at DoS. HANLEY' s first overseas DoS travel with CLINTON was to the Philippines. 
CLINTON specifically invited HANLEY to join her on that trip because CLINTON knew HANLEY was 
of Filipino decent and would appreciate the opportunity to travel there. AB EDIN almost always traveled 
with CLINTON.! !an~ !were additional aids who rotated duties 
with HANLEY in regards to accompanying CLINTON on foreign travel. 

(U//FOUO) When ABEDIN became pregnant in 2011 HANLEY became a traveler and 
accompanied CLINTON on most of her foreign trips. and 

I !were also part of CLINTON' s travel team during this time. was responsible 
for managing press matters, whereas! !were responsible for protocol. 

Im cstigation on 1/11/20 I<, at __ ..:.aw=as=h=in=gt=o=n.-=D=.C=··-----------------

File# _JL----....J'~---3( ..... )2 ________ Date dictated ___ K ...... "1 ....... A _________________ _ 

I3y ~L ____ ....J-l--=SA4i ____ __,_ _________________ _ 

This documcnl conlains neither recommendations nor conclusions of the FBI. It is the propc!ly of the FBI and is lmmcd to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//fOUO) HANLEY went through a full day of on board training her first day at DoS, of which 
approximately half was security related. HANLEY recalled learning specifically how to handle and 
transport classified information/paper, but could not recall who provided the training. HANLEY received 
a Top Secret/SCI clearance at DoS, but was unsure of any specific codeword programs for which she may 
have additionally received read-ins. HANLEY did not hold a security clearance prior to DoS. 

(U//FOUO) HANLEY did not recall ever receiving Freedom of Information Act (FOIA) training, 
and the only training HANLEY received concerning the Federal Records Act (FRA) came near the end of 
CLINTON' s tenure at DoS. A representative from D0S 1 s record keeping office,! !Last Name 
Unknown (LNU), met with HANLEY and others on CLINTON' s staff and instructed them to produce all 
records that "changed, effected, or created policy." HANLEY recalled going through paper files with 
other executive Staff members, and placing the papers in stacks in the hallway outside the Secretary's 
Suite. After which, a DoS record keeper would review the production and make the final determination 
on which information was relevant to the FRA. 

Email Accounts and Server 

(U//FOUO~ During her time in the Senate, CLINTON used hrl S(i"Jatt.btackberrv.net. HANLEY 
was aware of this email account, but did not use this account to communicate with CLINTON. 

(U//FOUO~ CLINTON used hrod l 7@clintonemail.com while she was Secretary of State, and 
hdr22@jclinwnemaii.cem following her departure from DoS. 

(U//FOUO) HANLEY did not initially recall the accound k~gmaiJ..corn, however, later in 
the interview HANLEY deduced thq ~gmail.com account may have been created as a way to 
communicate with CLINTON during a bad storm in 201 I when power to the server hosting 
bdr22aildintonemaii.com was lost. HANLEY believed CLINTON was traveling in Croatia at the time, 
and HANLEY and! !may have created the account as a temporary way to communicate 
with CLINTON during the outage. 

(U//FOUO) HANLEY was not familiar with the email address SSI·iRC.11htate.11,ov. HANLEY 
vaguely recalled CLINTON being issued a DoS Blackberry, but CLINTON did not use the DoS issued 
device. 

(U//FOUO) HANLEY was aware CLINTON was using a personal email address on a personal 
server for DoS business while CLINTON was Secretary of State. JUSTIN COOPER created, installed, 
and maintained the server in Chappaqua before the server was transitioned over to Platte River Networks 
(PRN). HANLEY could not recall when the transition to PRN occurred. COOPER was HANLEY' s 
point of contact for assistance in regards to syncing CLINTON' s mobile devices to the server. Anytime 
CLINTON got a new device, HANLEY would contact COOPER who would troubleshoot her through the 
process of setting up the new device with the server. COOPER was also HANLEY' s point of contact 
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when needed reimbursment for items she purchased for CLINTON. COOPER was located in New York, 
so most of HANLEY' s interaction with him was via email or telephone. 

(U//FOUO) BRYAN PAGLIANO was part of CLINTON' s 2008 Presidential Campaign and was 
later employed by DoS in a technical capacity. HANLEY would contact PAGLIANO for help with 
physical Blackberry problems. 

(U//FOUO) HANLEY did not recall ever participating in, or overhearing, any discussion over 
records retention issues, nor the legality of CLINTON conducting DoS business off a private server or 
emai I account. 

(U//FOUO) HANLEY was asked to review a few emails forwarded from CLINTON at 
hrod l 7((tclintonemaii.com to HANLEY' s DoS email account wherein CLINTON asks HANLEY to print 
the forwarded email. After reviewing the email, HANLEY explained CLINTON did not like reading 
things on her Blackberry because it was difficult to read the small font, so she pref erred a hard copy for 
longer emails. Sometimes CLINTON would keep the hard copy to archive the document, but HANLEY 
was not privy to what documents CLINTON had printed for an easier read versus archiving. 

(U//FOUO) HANLEY used two email accounts while at DoS: hanlevrr:ratlsta.te _ _gov and 
... 1--------~~:gmai_l.con-1. HANLEY did not have an@clintonemail.com emai·I account, nor was she b6 

ever offered an@clintonemail.com account. As a way of general practice, HANLEY tried her best to use b 7c 
her state.gov email account for work related matters and her Gmail account for personal interactions with 
CLINTON. HANLEY further explained she considered personal interactions with CLINTON to include 
things like scheduling hair appointments. However, HANLEY noted that her state.gov email account was 
not as easily accessible as her Gmail account and on some occasions she use Gmail when she could not 
access her state.gov account. 

(U//FOUO) HANLEY was issued and carried/used a DoS Blackberry. It was difficult to access 
DoS email while on travel, as the DoS system required users to sign in using a token/key to sign in 
remotely. It was particularly difficult to sign into the DoS system in the Secretary's plane because the 
wifi was not always compatible, so HANLEY would often use her Gmail account while in the air. The 
same was true for foreign travel. Many DoS employees used personal email accounts because they were 
more easily accessible. ABED IN emailed HANLEY equally from her state.gov and personal accounts. 

Mobile Devices 

(U//FOUO) After she reviewed pictures of various Blackberry models, HANLEY pointed to the 
picture of the Curve 8310 explained CLINTON preferred the Curve 8310 because she found the 83 I 0 
"track-ball" feature easier than the "track-pad" on newer Blackberry models. CLINTON tried the 
Blackberry 8700G, but did not like the device because of the "track-pad." HANLEY also thought the 
Curve 8900 looked familiar. HANLEY did not recall the specific Blackberry devices CLINTON used at 
DoS, but believed CLINTON' s original Blackberry was black in color and housed in a blue silicone case. 



FD-.102a (Re,. I0-(,-95) 

Continuation ofFD-302 of _ ___,l=nt=c1'"'"'Yi=c'"--'. o=f--'-':V=1o=ni=c,c:...,d=[a=nl=c''-. ____ . On l/1 l/2016. Page ---'---

(U/i'FOUO) HANLEY recalled helping CLINTON change her Blackberry device at least three or 
four times while she was at DoS. HANLEY recalled having to replace CLINTON' s Blackberry on one 
occasion after CLINTON spilled coffee on the device. Another time HANLEY recalled having to replace 
CLINTON' s Blackberry because it started to slowly fail overtime. HANLEY recalled proactively trying 
to purchase replacement Blackberrys for CLINTON at one point, but CLINTON only liked the older 
models. HANLEY believed she may have even purchased one of the older Blackberry models CLINTON 
liked off of Ebay. 

(U//FOUO) HANLEY would contact COOPER after purchasing a new Blackberry device for 
CLINTON, and he would instruct HANLEY as to how to connect the device and sync the device with 
CLINTON' s server and email. Once the new device was properly synced, COOPER would also talk 
HANLEY through the process of wiping the old device. HANLEY would provide the new Blackberry to 
CLINTON along with the old/wiped Blackberry. However, HANLEY was not sure what CLINTON did 
with the old Blackberry after HANLEY turned them over. 

(U//.fOUO) Aside from receiving emails on her Blackberry, CLINTON used her Blackberry to 
text and pin short personal messages. 

(U//fOUO? CLINTON also used an iPad. HANLEY could not recall when CLINTON obtained 
the iPad, but thought it may have been purchased by COOPER. HANLEY was not sure who configured 
CLINTON' s iPad. CLINTON predominately used the iPad in the evenings and while on travel (both 
domestic and international) for reading news articles and emails. CLINTON did use the iPad to send and 
receive emails. CLINTON did not use the iPad while she was in her office at DoS. 

(U/fFOUO? ABEDIN, HANLEY, and! !had access to CLINTON's iPad on occasion to 
assist CLINTON if her iPad was not working properly, but HANLEY could not recall CLINTON giving 
her iPad to anybody else to use. 

(U//FOUO) CLINTON received a new iPad in 201 I and gave HANLEY an iPad around the same 
time. HANLEY assumed CLINTON gifted her with CLINTON' s old iPad. Agents asked HANLEY to 
review an email exchange dated 8/18/2011 between ABEDIN and COOPER in which ABEDIN tells 
COOPER "She [presumably CLINTON] doesn't like ipad 2 ... " and later typed "She gave to monica as a 
birthday gift." After reviewing the email, HANLEY explained that she assumed she received CLINTON' s 
old iPad, but now realizes she likely received CLINTON' s newer iPad. HANLEY was not aware the iPad 
was a birthday gift, but stated that it was not uncommon for CLINTON to gift ABED IN and HANLEY 
with some of her personal items she no longer wanted. 

(U//J;OUe) When HANLEY received the iPad the opening screen said "H's iPad," so before 
using the gifted iPad, HANLEY wiped the device. HANLEY used the iPad for personal use up until the 
time she moved back to New York in 20!4. Prior to moving, HANLEY gave the iPad to! ! 
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1 so he could use the iPad to listen to music and podcasts. HANLEY did not 
-w-1-.p-e-t-he--iP_a_d_p_r-io_r_t_o_g-,if-t~ingitt~ ! 

(U//FOUO) In October of 2013, HANLEY received a call from CHERYL MILLS who inquired 
about the iPad. HANLEY explained she received what she believed was CLINTON' sold iPad as a gift 
from CLINTON in 20! I. MILLS subsequently informe~ she needed to turn over the iPad in 
response to the FBI' s investigation. HANLEY contactedL__Jto retrieve the iPad and turned it over. 

Laptop Computer 

(U//FOUO) After they learned longtime friend of CLINTON, SIDNEY BLUMENTHAL, was the 
target of an email hack in Spring of 2013, PRN spoke with COOPER, ABEDIN, and HANLEY, and 
advised CLINTON change email addresses. CLINTON did not want to lose her old emails when she 
changed her email address. COOPER subsequently provided HANLEY an extra Apple Macbook from 
President Clinton's Harlem, NY, Office. HANLEY then transferred all of CLINTON' sold emails from 
the PRN server to the Macbook Air. HANLEY transferred the emails to the Macbook in he<l I 

Dapartment, and noted that it took several days because she transferred four years of emails. 
HANLEY also recalled transferring the emails to a thumb-drive, but could not recall what happened to the 
thumb-drive. 

(U//FOUO) HANLEY maintained possession of the Macbook following the transfer of the emails. 
The Macbook was stored in HANLEY' s apartment. HANLEY moved at least once after she transferred 
the emails to the Macbook, and brought the Macbook with her to her new apartment. 

(U//FOUO) HANLEY continued to work for CLINTON following DoS, and in early 2014 took a 
position in th~ ! Shortly thereafter, HANLEY realized she still 
had possession of the Macbook containing CLINTON' s archived emails. HANLEY subsequently 
contacted PRN on her own accord and spoke with~ I an~ I 
HANEL Y shipped the Macbook to! : n! !in February and instructed PRN to 
migrate the emails back to CLINTON' s existing server

2 
wipe the Macbook, and return the Macbook to ! !who was CLINTON'~ !at the time. 

(U//FOUO) The Macbook was shopped from! 

(U//FOUO) When HANLEY was first contacted bl FBI agents in November 2015 in regards 
scheduling an interview, she reached out to! to ask about the whereabouts of the Macbook. 
I ~old HANLEY she did not recall receiving the Macbook from PRN. 
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Handling of Classified Material 

(U//FOUOJ CLINTON did not have a classified DoS account, and received all classified 
information in paper form. CLINTON' s Executive Assistant, JOE McMANUS, was responsible for 
determining what classified information needed to be passed up to CLINTON. The Central Intelligence 
Agency (CIA) Presidential Daily Briefer (PDB) on occasion may have also flagged information for 
CLINTON to read. When CLINTON was on travel, her traveling Executive Assistant or SULLIVAN 
would determine what classified information needed CLINTON' s attention. 

(U//FOUO~ HANLEY visited both CLINTON' s Chappaqua, NY, and Washinb>ton, DC, 
residences, however, HANLEY spent more time in CLINTON' s Washington, DC, home. HANLEY 
believed CLINTON had a Sensitive Information Compartmented Facility (SCIF) installed on._! __ _. 
floor of her Chappaqua home that contained at least a secure phone and fax. CLINTON also had a SCIF 
in her DC home. HANLEY believed the DC SCIF contained a secure phone and unclassified Mac 
desktop, but was not sure about a fax machine. 

(U//fOUO) When the DoS Operations Center needed to get classified material to CLINTON at 
her DC residence, the information would be couriered by her security detail in a diplomatic pouch. Only 
a few people close to CLINTO~ such as HANLEY could deliver the diplomatic pouch directly to her. 
HANLEY assumed CLINTON' ! in Chappaqua,! Jcould also accept and 
deliver diplomatic pouches. 

(U//FOUO) A DoS Mobile Communications Team (MCT) traveled with CLINTON on both 
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international and domestic trips. The MCT was responsible for setting up a command post for bl per nos 
CLINTON' steam. De endino on the securit climate at the destination, the mobile command ost would 

________ y or er es1gnate sta . e genera y set up an unc asst 1e 
DoS computer in either ABED IN or HANLEY' s room for the purpose of printing unclassified 
information for CLINTON. It was not uncommon for HANLEY to use her personal Gmail account to 
print from the mobile DoS unclassified terminal because even though she was using a DoS computer, the 
DoS connection was unreliable. 

(U//FOUO) CLINTON had a secure phone in her office at DoS, as well as in both her 
Washington, DC, and Chappaqua, NY, residences. When CLINTON was traveling, ABEDIN would 
generally carry a secure cell phone. HANLEY carried the secure phone on occasion, and described the 
phone as looking like an old Nokia non-flip phone with a big antenna and large buttons. The secure cell 
phone was carried in a box. ABEDIN kept a secure cell phone in her desk at DoS. 

(U//fOUO) HANLEY received a lesson from somebody on the DoS technical team in regards to 
using the secure cell phone, but when HANLEY tried to use the secure cell phone in 2012 on a trip to 
Haiti, it did not work. 
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Email Review 

(U//FOUO) HANLEY was contacted by CLINTON' s attorney, DAVID KENDALL (Williams & 
Connolly), in March or April of 2015. Following her conversation with KENDALL, HANLEY searched 
the Gmail account she used while at DoS for any email communications with state.gov accounts and 
deleted emails associated with state.gov accounts. HANLEY was not involved with any efforts to review 
and cull CLINTON' s emails. 

General Security Matters 

(U//fOUO) HANLEY never personally was notified of an intrusion attempt against any of her 
email accounts (personal or Gmail), however, she remembered hearing some state email accounts were 
hacked by presumably the Chinese Government following one of CLINTON' strips to China. 

(U//FOUO) HANLEY also received verbal security counseling from Diplomatic Security (DS) 
following a Russia trip on which she accompanied CLINTON. HANLEY was handed a diplomatic pouch 
containing CLINTON' s briefing book on the plane upon arriving in Russia. HANLEY brought the pouch 
and its contents into the Russian hotel suite she shared with CLINTON. DS found a classified document 
from the briefing book in the suite during a sweep following CLINTON and HANLEY' s departure, and 
HANLEY was later informed by DS the briefing book and document should never have been in the suite. 

(U//FOUO) A copy of the original interview notes are attached in a I A envelope. 
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Date of 1ranscrip1ion 11/13/2015 

(U//FOUO) ! ! was interviewed at his office at the Harry S. Truman Building, 
2201 C Street NW, Washington, D.C., bv Federal Bureau oflnvestigation (FBI) Special Agents (SA) 
I !and! ~ After being advised of the identity of the interviewing agents, 
and the nature of the interviewJ _provided the following information: 

(U/fFOUO) In February 2009J !was assigned as~ !in the Department of State 
(DoS) Operational Center. DoS' s Operational Center is manned 24 hours a day by three different watch 
shifts. Sometime in 2009J !became a! !which meant tha~ ! 
I I 

(U//FOUO) In either March or A ril of 20 I 0 for Secretary of 
State HILLARY CLINTON.'"r'-_______ ......._C __ L=I .... N __ T __ O __ N ..... 1 s_.__ __ ...,_..,.,........,....---......... ...J 

! ! Befor,._ ___ r--------.,..... ...... ----....1he filled in on a few 
occasions for his redecessors in the role an ast Name Unknown (LNU). 

L..,..----...---r-----,...-r-----,..-- .................... - ...... - ....... - ...... -------...-...J uring her tenure as 
Secretary of State. and ere already in place when CLINTON was appointed. 

(U//fOUO) In his role as CLINTON' s! !was responsible for reviewing 
and filtering information intended for CLINTON.! !reviewed various reports and 
information/action memos to determine which warranted forwarding to CLINTON, and would 
subsequently filter out and clean up the most relevant information to forward to CLINTON via her 
Executive Secretary, JOSEPH MACMANUS. The reports! !reviewed were a "mixed bag," and 
included everything from unclassified ceremony notifications and Talking Points, to Secret and Top 
Secret intelligence briefings. 

(U//fOUO) CLINTON did not have a computer in her office, nor any electronic~ !was 
aware of, so all briefing materials forwarded for CLINTON' s review in office were provided in paper 
form.! k.vas responsible for making sure he properly organized and marked the reports he 
forwarded in regards to their classification. 

Im estigation on 11/13/2015 at __ .._W~as=lu=·n=gt=o=n,~D~.C=·-----------------

file# JL ____ ....Jlr-3( .... )2....._ _______ Date dietated _~r-.: ..... ·1.._A....._ ______________ _ 

I SAi 
This document contains neither recommendations nor conclusions of the FBI. It is the prope!ly of the fBI and is lmmed to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//.FOUO~ There was no specific guidance as to what information! !were 
expected to forward up to the Secretary's attention.! ~nitially ran things by MACMANUS, but 
quickly got a sense of what information needed to be pushed up the chain. 

(U//FOUO) CLINTON had an Advance Staff of twelve to fifteen people, referred to as "The 
Line," who would serve as CLINTON' s Special Assistants while she was on travel. When CLINTON 
was travelingJ !would communicate with "The Line" and MACMANUS via both unclassified and 
classified systems. ALICE WELLS eventually replaced MACMANUS as CLINTON' s Executive 
Secretary. 

(U//i;:GUOJ !did not recall ever emailing CLINTON directly, ands ecifically stated that it 
would have been "weird" for him to send CLINTON an email. The only time thought he may 
have emailed CLINTON directly would have been during the Royal Wedding. I needed to push 
information up to the Secretary via email, he would reach out to either MACMANUS or her Chief of 
Staffs, HUMA ABED IN and JAKE SULLIVAN. 

(U//fOUOj !described SULLIVAN as a "work-a-hollc," and explained he served in the 
rule as the Deputy Chief of Staff (COS) for Policy. It would note uncommon for SULLIVAN to work 
very late at night. ABED IN served in the role of Deputy COS for Operations, and was more concerned 
with logistics related to CLINTON' s travel. 

(U//fO!,JO~ lwas unaware that CLINTON was working off of a rrsonal rerver. I I 
only received a few emails directly from CLINTON, which appeared from "H.' thoughj it was a I 
little odd because the DoS email naming convention was usually last name, first name, however 
did not recall checking the actual email address.! !assumed CLINTON' s email was re6,ulated by 
DoS, as she had a DoS Blackberry. 

(U//FOUO~ lwas assigned to from 2012-2013, and 
recalled I fbeing very specific about the process for record emails. did not 
remember receiving similar b'llidance concerning records emails at DoS. Because of the banner 
information on DoS computer systemsJ !assumed that all of his DoS emails were for the record. 

(U//FOUO)! hs a user of the DoS POEMS system.! !recalled periodically n;ceiying 
notification from the systems administrators concerning attempted hacks to the POEMS system.I .. __ __. 
could not recall the specifics or the timing of these notifications. 

(U//FOUO~ Interviewing agents asked! ho review an email sent from! !dated 
4/10/201, and titled "Stevens Update (lmponant)," as publically available online in the Dos Rrding I 
Room. The email was addressed to SULLIVAN, ABEDIN, WELLS, and S_SpecialAssistants 
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stated he was familiar with the email and was aware that it was recently released as part of a recent 
Freedom oflnformation Act (FOIA) request concerning CLINTON' s emails. 

(U//FeW) The email in question originated as an unclassified email from the DoS Operations 
Center to! I who stripped the preceding trail of emails and possibly fixed a few gµi.m.matifal and 
spelling errors before forwarding the email on to SULLIVAN, ABEDIN, and WELLS. L___Jnoted that 
he likely also added "(Important)" in the Subject line of the email, but did not make any substantive 
changes to the email before forwarding it. The email would have initially come td from a specific 
person in the Operations Center. HoweverJ ~id not recall who specifically in the Operations 
Center sent that particular email! ~id not have a record of the email he received from the 
Operations Center, but stated that the Operations Center does maintain all records. MCMANUS and/or 

! !would be individuals with access to the Operations Center records. 

(U//FOUOi ~id not push forward all information he received from the Operations Center. 
However, he would orally brief information more often than email.! bould not recall an instance 
where he was concerned with the Operations Center moving classified information from the high side to 
the low side. 

(U//FOUO) The majority of the personnel in the Operations Center are Civil Service employees 
who receive extensive structured training before they are on their own on the "Ops Floor." The 
Operations Center receives information from all over the Intelligence Community (IC). One person on 
each watch shift is tasked with the "watch fax," which receives reports from all over the IC. 

(U//FOUO)! !further stated that he thought the "discussion over (the aforementioned) email 
was healthy, and thinks that there is likely a problem with the way DoS gathers and uses information" 
from the IC. 
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Date of transcription 08/18/2015 

~"""""'~...a.w.~lo.Ll.l~s (IPS), United 
States Department of S reau of Administration ashington, D.C. 
20520, office tele hon mobile telephon l---- ...... --..i.:e.:.:m.:.:a.:.:.il:..i..---~7""";s-=:trr~t ... e._o_o_v...., 
date of birth in person by FB pec1a gents nd I ~t FBI Headquarters, 935 Pennsylvania Avenue Northwest, Wash,._m_g~t-o-n,""""'~. ""'.~~ ___ _. 
bemg advised of the identities of the interviewing Agents and the nature of the interview~ 
provided the following information: -----

f ~egan working for JPS i ----------------------
20! ~. Imtially, IPS officials were told there were 14 bankers boxes of former Secretary of State Hillary 
CLINTON' s emails at CLINTON' s Friendship Heights office. Later, officials were told that the boxes 
would be picked up from Williams & Connolly, LLP. On or about December 5, 20lt::tnel 
picked up only 12 bankers boxes of CLINTON' s emails from Williams & Connolly. and 
other IPS officials were not sure if the boxes were consolidated or what could have happene o e two 
other boxes. The boxes were labelt::langes, which were accurate for the most part. Some of the 
documents were filed out of order. pined the documents were pre-arranged differently than 
one would expect if the documents were s1mp y printed out and then stacked into the boxes. JPS 
personnel provided copies of the documents to STATE' s Bureau of Legislative Affairs, Office of the 
Legal Adviser, and the Office of Congressional and Publlc Affairs. 

Although, CLINTON was sworn in as Secretary of State in January 2009, JPS officials were 
unable to Jnca!e am, o(,er emails from January-April 2009 in the documents provided by Wil11ams & 
Connolly. [ ... ~id not know whether CLINTON used a different email address at that time. 
A preliminary review of the documents did not occur until months later. JPS had to wait on the Office of 
Legal Counsel to provide an official determination as to whether the emails would be considered official 
STATE records. At some point, the determination was made that the emails would not be considered 
official ST A TE records. 

Based on the dates on the boxesJ bpened the box with the Benghazi-related incidents 
first. There were sensitive Benghazi-related records, some recqcds re];ted !a th~ Natiapal Archives and 
Records edmjnjstratjon rd some personal emails in that baxJ - . LRec)·ds and 
Archives_ _performed the records appraisal.L nformed _ here were 
some potential classified emails, including some from Sidney BLUMENTHAL, that appeared to have 
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been written b T ler Drumheller, former Central Intelli ,ence A ,enc (CIA) Division Chief, Euro ean 

...._ ________________ ...., as well as other emails that discussed various information 
related to various foreign governments. 

Sometime around late January 201 s! ~ave a status brief about the emails to ST ATE 
officials Patrick KENNEDY, Under Secretar for Mana 1ement 
Bureau of Administration, lobal Information 
Services. If FNNFDY 'Y1 ere eac prov1 e wit two m ers u o ema1 ex~mples of 
documents[ }elieved were possibly classified. r---1-eturned her binders t<l ! but 
KENNEDY decided to keep his binders following the briJr.------' 

I !was not aware of anyone in JPS or at STATE who received the rules or parameters the 
CLIN I ON team and/or Williams & Connolly used to segregate CLINTON' s personal and official work 
emajjs There were approximately 60,000 emails, which were reduced to about 30,000. JPS had requested ! !Legal Adviser, STATE to ask Williams & Connoliy for the rules they used. 

To date,! ~id not believer---1-eceived a response.! ! 
ST ATE Inspector General, was also trying ~ine how Williams & Connolly performed their 
review and what basis they used in reducing the emails. Initially, Cheryl MILLS, former CLINTON 
Counselor and Chief of Staff, was the only CLINTON staff member to respond to a formal request by 
ST A TE for information pertaining to personal email and devices used to conduct official ST A TE 
business. 

According to I !in February 20 I 5 J I 
attorneys at ST A TE' s Office of Congressional Affairs smce approx1matel yj jand ! ; ! along with attorneys from the Office of Legislative Affairs, 
performed their review of the 30,00 emails, from which 296 emails were located and produced 
responsive to requests from the U.S. House of Representatives Select Committee on Benghazi. The 
manual paper search was done using keywords "Libya," "Benghazi," and "security." 

Prior to f be foonal ,OJA review by JPS of the 296 emails, Congress threatened to release the 296 
emails based oq Jnput that her team had alre · ated with the appropriate STATE 
bureaus and inter-agency reviewing official . H wever and her team did not work with the 

re 1ular interaoency reviewers familiar toL...---....r---""""- ....... -=""""""---= ....... --i:,~-.,....-...J 

ffice of Information Managemen,..t .... o---,._....,.. ___ ....,...~~----' ecords 
..,M_a_n-ag-,e-m_e_n_t"""D .... 1vision, FBI. I !believe with DOJ, but not with 
the FBI. · · 

In or around March and ~[ii ~Qi~J ~nd !PS felt pressure by both Congress and 
internaliy from KENNEDY and !to qmckly approve the 296 emails for release. Initialiy, 
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! ~nd his team were told to do a "light review with light redactions," but were later told by the 

Office of Legal Counsel to perform a regular FOIA review. ! ~pecial team of senior 
reviewers, approximately 40 full-time equivalent reviewers, worked with the appropriate Bureaus on 
possible classified information and sent the proper referrals to the United States Intelligence Community 
(USIC) partners. 

I !did not think! ~nd the Office of Legislative Affairs attorneys had the 
appropnate trammg and experience to review, redact and produce emails responsivl to C;n:rerional 
inquiries and especially not expert enough to respond to FOIA requests. For starters nd her 
team performed their entire review, redacted what they did, and then copied the 296 ema1 s o a .pdf file 
on an unclassified network. If any information was later found to be classified, then they would have not 
only corrupted every computer that touched that classified information, but they might have contributed to 
a loss of classified data. IPS always pushed their material to the SIPRNET network and used their "Fl" 
enclave to oerform their FOIA review before disseminating their products. Also, the 296 emails provided 
by! ]via .pdf included redactions done for CLINTON' s privacy but unrelated to national security. 

I ~elieved there was interference with the formal FOIA review process. Specifically, 
STATE' s Near East Af,ics Bmeau upgraded several of CLINTON' s emails to a classified level with a 
B( I) release exemption,! )long with J !attorney, Office of Legal Counsel called 
STATE' s Near East Affairs Bureau and told lnem they could use a B(S) exemption on an upgraded email 
to protect it instead of the B(I) exemption. However, the use of the B(S) exemption, which is usually 
used for executive privilege-related information, was incorrect as the information actually was classified 
and related to national security, which would be a B(l) exemption. 

n orma 10n erv1ces, 
Department of J ustice~o=J~.-a-n-"Tl'------------""\,,~J""",""!"lt r-a"":'t-sr-e,--a~c-oo...Jrdinated the 

review of the 296 emails with the appropriate STATE bureaus and inter-agencies. The emails "were 
~viewed and there was nothing classified in them, so the FOIA review should go quickly." 
L__Jwas unsure why the FOIA review was taking so long. 

a again stresse~ ~eview and coordination were done with people unfamiliar 
to wanormal oints of contact that JPS used for other agencies. More 
imp y, gh an hought their quick initial review showed none of the 296 
emails were sensitiv , he A review, one document had been upgraded to classified 
based on input from nd There were other documents IPS recommended for 
upgrade, including one specifically related to the Department of Defense's United States Central 
Command (CENTCOM), and others that were still in the referral stage, including emails that have FBI 
and CIA equities involved that originated from BLUMENTHAL. 
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1 ~id not know why he and JPS were not part of the initial Con~'i.i;;.:,,:w.i.iM,Q,1,...i..i;;;M,t 

296 Benghazi-related emails, like they had been for past Congressional inquiries. as cut out 
of the loop for the m~tialo Congress and had no idea what kind ofrevie and 
her team performed. L___Jand seemed to have been placed in their specific positions y top 
ST A TE officials; they appeared to ave a very narrow focus on all CLINTON-related items, and were put 
in positions that were not advertised. 

In early May 2015, KENNEDY called an interagency meeting regarding the scheduled release of 
all the CLINTON-related emails by the Janua~ 15 20! 6 deadline and asked for quick turnarounds on any 
future requests. People in attendance includeq_ }epresentatives from White House Counsel, 
CIA, FBI, Office of the Secretary of Defense (OSD), Director of National Intelligence (DNI) and the 
National Security Council (NSC). 

______ I .... m.._mediatel wino that meetin ,, KENNEDY held a closed-door meeting wit~ ..... _ ....... ___ ... 
----~n r----,.. _____ .JDOJ' s Office of Information Programs where KENNEDY 
pointedly aske to c ange t e I1 s classification determination regarding one of CLINTON' s 
emails, which t e considered classified. The email was related to FBI counter-terrorism operations. 

NEDY calle~ ~irectly on one occasion. The purpose of that call was to ask 
questions regarding pressure from the Office of the Inspector General of the Intelligence 

y (ICIG) to complete the review of the approximately 30,000 emails. Specifically, KENNEDY 
wanted t? know i£1beie was precedent to have outside reviewers help STATE with the FOIA process. At 
that timeL jwas unaware of STATE JG' sand ICIG s Jr

1
ne 19, 2015 joint recommendation to 

STATE regarding the FOIA review processl JICIG, offered! !and JPS extra 
reviewers from the intelligence community to help review the 30,000 emails. However, many of those 
reviewing officials arrived untrained to formally review items. After the initial training, those reviewers 
became instrumental to the review process . 

..._ ___ __,!had not felt as muc_h _________ ....._ ___________ ...... ____ _ 

Instead of pressure, it felt more like curiosity as to the raw numbers of emails 
already reviewed, upgraded from unclassified to classified, referred to outside agencies, and/or released 
publicly. To date, approximately 1,600 referrals were made to USIC partners. Many of those emails 
discussed foreign governments and their leaders along with various sensitive telephone calls. Other 
emails existed that would later be referred to the USIC. Those emails included emails from STATE 
personnel discussing information lost as a result of the "Wikileaks" scandal. 

Some material from the 30,000 emails, though unmarked as such, were definitely classified back 
in 2009-20 I 2 and still remained classified. On the other hand, it was true some material (in general, not 
specific to the 30,000 emails) could have been previously classified, but were later downgraded. An 
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example would be CLINTON' s travel schedule or security-related information based on specific times 
and places. It was a very large security concern for JPS when they heard some ST A TE employees 
assumed all documents on unclassified system were unclassified, based on being on an unclassified 
system and having no portion markings. 

One email that was UP. 1raded from the 30 000 emails was an email exchange between CLINTON 
an~ 1 rorme hendividua1s used their personal email 
addresses to discuss matters re ate to Russia. Despite t is, esponded to KENNEDY' s request 
for all STATE-related personal emails with a letter that state ad no STATE-related emails in 
his personal email account. 

STATE was normally able to complete classification upgrades very quickly. The upgrade would 
happen after ST A TE bureaus and other agencies determined, 1) how the information was obtained; (2) 
what the information was; (3) based on current global events/situations; or (4) because the information 
was, initially, improperly marked as unclassified. 

_____ !heard the argument that some of CLINTON' s emails were unclassified back in the 
2009-2012 timeframe when they were initiated, but were later classified due to various circumstanµ 
was very care for samethjno that was actually 11uclassi6id to become classified years after the fact. ! _National Archives would be a good point o 
contact for knowledge on the upgrading process in general. 

On ac
1
about August 10,201 sJ from Office of the Secretary of Defense (OSD) called 

........ ----------.....-....... iand told her CENTCOIVI records showed approximately I ,000 work-related emails between 
CLINTON' s personal email and General David PETRAEUS, former Commander of CENTCOM and 
former Director of the CIA. Most of those 1,000 emails were not believed to be included in the 30,000 
emails that JPS was reviewing. Out of the 30,000 emails, JPS only had a few emails from or related to 
PETRAEUS, as well as a few related to Leon PANETTA, former Secretary of Defense. There were a lot 
of emails to/from Denis MCDONOUGH, former Deputy National Security Advisor and current White 
House Chief of Staff. 

............... -- ........... ~escribed Jacob SULLIVAN and Cheryl MILLS as "gatekeepers" for sending 
CLINTON emails/material; they would filter or re~· · ms that CLINTON would receive. 

! !recommended the FBI talk to his boss specifically about individuals at ST ATE 
who hold a weekly meeting about Congressional recor s pro uction and the FOIA process as well as 
wberel ~felt pressure came from regarding upgrading any of the 296 Benghazi-related emails. 
I !recommended the FBI should talk wit~ regarding the alleged 1,000 emails between 

CLINTON and PETREAUS. 
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ALL rE!I IH!.'ORMATICN CONTAillED 
HEREIN IS UHCLASSirIEC 
CATE 08-19-201'5 BY .J37,185T94 NSICC· 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 6/27/2016 

(U//FOUOJ On June 23, 2016 1 MONICA HANLEY was interviewed ~Y Federal Bureau of 
Inve tioati n FBI ecial A 1ents! !and! !atl.__ ---------

--------.------W..;..;.;.as;....hin61ton, DC 2000 I. Representing HANLEY, and also present for the 
interview, were n~ I After being advised of the identities of the 
interviewing agents, and the purpose of the interview, HANLEY provided the following information: 

(U/,'FOUO) HANLEY created an archive of HILLARY R. CLINTON' s hdr22f,vdintonemail.corn 
emails in March 2013 as a result of concerns related to a reported hack of SIDNEY BLUMENTHAL' s 
email account. HANLEY recalled participating in a conference call with HUMA ABED IN and STIN 
COOPER following the hack to discuss changing CLINTON' s email address. -----............ _.....,. have also participated in the call. While the group ultimately decided together to c ange LINT 
account, ABED IN selected the new name of the email account, hrcdl 7im.ciintonemail.com. 

(U//FOUO) COOPER set up the email account and assisted HANLEY with the technical details 
concerning creating a backup of hdr22((tdintonernail.com. COOPER provided HANLEY an Apple Mac 
laptop from the Clinton Foundation, which HANLEY took home to her apartment inl l 
HANLEY remotely signed on to CLINTON' s email server from her apartment, as COOPER 
telephonically walked her through the steps to transfer the emails from the server to the laptop and a 
thumb drive. HANLEY used MacMail, a built in application on the laptop, to transfer the emails. 
HANLEY initiated the process, and left the computer running, as the entire transfer process took a few 
days. 

(U//FOUO) CLINTON' s email address was changed from hdr22(c~clintonemaii.com to 
hrod_l 7(,:p.dintonemail_.com before the archive was created. 

(U//FOUO) While HANLEY could not recall the specific model of the aforementioned Apple 
laptop provided by COOPER, she did recall the model was not an .. Air," but was likely a "Pro" because it 
had an ethernet port and a thumb drive portal. HANLEY further provided that the laptop she received 
from COOPER was silver in color and seemed like a newer model. The thumb drive HANLEY used was 
something she happened to have laying around the house. She could not recall any details concerning the 
brand or appearance of the thumb drive. 
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(U//F-eUO) Although it never actually happened the way it was intended, the initial purpose for 
creating two backups of hdr22(Zl)dintonemail.com (one on the laptop and the other on the thumb drive) 
was so a backup was available at both CLINTON' s New York and Washin 1ton DC residences. The 
laptop remained at HANLEY' s a artment i until she 
transitioned to a job in th in early 2014. HANLEY thought the laptop was 
stored in a drawer or on the desk in her bedroom. HANLEY did not use the laptop after the transfer of 
emails, nor did she have knowledge of anybody else accessing the laptop. The laptop was also password 
protected, so it would be impossible for anybody to access the laptop without HANLEY' s assistance. 

(U//FOUO) HANLEY could not recall whatever came of the thumb drive she created, and 
searched her apartment multiple times in attempts to locate it. HANLEY thought she might have given 
the thumb drive to ABED IN when she transitioned to! ! as she provided ABEDIN with 
several items upon departure. However, HANLEY did not specifically recall providing ABEDIN with 
said thumb drive. 

(U//FOUO) After the emails were transferred from hdr22@dintonernail . .com to the laptop and 
thumb drive, the intention was to delete the emails off the CLINTON email server. HANLEY would not 
have been involved with deleting emails, and assessed COOPER would have been responsible for 
deleting anything directly from the server. 
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(U//FOUO) In 2014, after she was no longer working for CLINTON, HANLEY realized she still 
had possession of the Macbook containing CLINTON' s archived emails. HANLEY subseguentl] 
contacted Platte River Networks (PRN) on her own accord and spoke wit~ _ b6 

HANLEY initially tried to remotely send! !the archive via the following application, which b 7c 
! !provided HANLEY via email: 
htt )s://broker gotoassistcom/h/citrixassist?( uestion===DR.051--438--752. HANLEY initially attempted to 
transfer the archive to remotely from CLINTON' s New York residence via the 
aforementioned website, however it did not work. HANLEY subsequently attem ted to send the archive 
remotely from her own residence, and was also unsuccessful. HANLEY and ltimately 
decided HANLEY would ship the laptoP. containin, the archive t and he would transfer 
the archive to CLINTON' s PRN server. going to wipe the laptop and return it to 
I I who was CLINTON' at the time. HANLEY shipped the 
laptop t~ !as they discussed, but was not aware of what happened to the laptop thereafter. 

(U//FOUO) CLINTON did not know her email login information, as HANLEY would generally 
change the infonnation in CLINTON' s BlackBerry when necessary so CLINTON' s email would 
automatically populate. When CLINTON' s password required changing, HANLEY would choose a new 
password, update CLINTON' s BlackBerry with the change, and notify ABEDIN, COOPER and BRYAN 
PAGLIANO. HANLEY had CLINTON' s email logon information and password, so she could check 
CLINTON' s email if needed. On occasion, CLINTON would ask HANLEY to research an old email that 
CLINTON was unable to pull up on her BlackBerry. In order to respond said request, HANLEY would 
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open up CLINTON' s email account remotely from a computer and print the document for CLINTON. 
HANLEY assumed ABED IN also accessed CLINTON' s email account on occasion. 

(U//FOUO) HANLEY often purchased replacement BlackBerry devices for CLINTON when she 
was Secretary of State. CLINTON preferred Black Berry devices that contained a roller-ball rather than 
the more modern touch pad. HANLEY recalled purchasing most of CLINTON' s replacement Black Berry 
devices from a Washington, DC, AT&T Store in DuPont Circle. HANLEY also recalled purchasing one 
BlackBerry from an AT&T store in the Pentagon City Mall in Arlington, VA. HANLEY also recalled 
purchasing a replacement BlackBerry for CLINTON from either Ebay or Amazon, but stated this took 
place after CLINTON' s tenure at the Department of State. 

(U//FOUO) HANLEY had little insight into the writing process of CLINTON' s book/memoir. 
She recalled CLINTON meeting with the writers regularly for multi hour meetings, where she assumed 
CLINTON would share topics and anecdotes she wanted to cover in the book. HANLEY also printed out 
chapters of the memoir as it was being written so CLINTON could make edits. HANLEY had no 
knowledge of the writers having access to CLINTON' s emails. 

(U//FOUO) At the conclusion of the interview, HANLEY agreed to provide interviewing agents 
copies of emails she exchanged wit~ ! 

(U/,'FOUO) A copy of the original interview notes are attached in a 1 A envelope. 
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il.bFOt.-0} On F~brnary :.7, 2016. JACOB SULUVAN. DOB! 9,1s 
jntnvi1::v,.:~J b, Fedt·rnl Bur~au of lnvc$tigation (FBI) Spc.:i~1I Agents (SAJ!unti I ~ti th~ FBI \Vu::;hin~•.mn Fid<l omc.i!. 601 4:;, Sti"t~~t NW. Washingwn DC. Prl.?~cnt 
iiir ihe inttrvicv, wt.·1-.: Sl 'LUY !\N's auom~ys Beth Wilkinson and /\k:-.:andru M. Walsh. from. \Vilkin$Ol!. 
W:ibh & Eslwvitz LI..P Abn prcs~nt was FBI Section Chil.'.'f Pcti:r P. Strzok. a:;. wdl as David Lau!trn.1.n. 
I !and! I fwm the fkpartment of .lustic1: (DOJJ. Prii.ir k1 
1hi..· tnkrvit.·\v. \.Vilkius~)H and Walsh agn.~cd to sign a m:m-disdosrm.· agr~t:meni in :.mticipmi~m tii' vi;;.·wing 
fli)--:umt·nt:, during the imcrv1cw th~1t Wi.!rc dus~iiir..!J .is pan of a Spe~'.ial J\ct"cS$ Pmgram t SA.l'). Alk·r 
bt·1n~; adviscJ ;;.lf th-: hknlitics of th" int~r\'iewing .1gi::nb. ant! th~ purpose of the inl~rvicw, SUU .IV.-\N 
provid,:d lh~ l(lllo .. ving infunmilicm: 

t_U!Jl'OLO} SUI..UV,-\N was rc,ruitcd by! ho be ~m .tdvism for HlU..1\HY CUNTON 
dmlng. h::r }{)OR presidential campaign. \Vhcn CLINTON became th<! Secretary {)I. Stine in 2009. 
SU .UVAN became a · · · · " ) · ') · Polkv Pim min, lll lhe De ,artmrn( t'>f SWte (DOS}. In ind 
hround h:hniary ::w I L SUI.LIV AN became 
Chk·f 1.:•f Slaff unJ Din.·dM of Policy Phmning al DOS. In this rnk. S .' . , ·, • ' mnnag1:d .md ~l1pcrvi~-:d 
~ipprn:-.:inrntdy 30 piX)pk and his spcciiic duties. and thal nf mo!il ~~:nk.ir i)ffki:.ils al DOS. wcrl! pri.!:-;crihc<l 
hy CUNTON. Umkr hi.!r h.:rmr~. SULLIVAN truvded with CLINTON on alnKlSt c~~ry bu::.irn.:~s trip ~iw 
Hint, und ac.tt'.d as a conduit to thi: Nmional Security Council (NSC}. SUI.UV AN pnxh.K~'.d pn!i,.:y papers 
and pmposals with ,i g.oal o!' ~!~tying alh:·ad on r~gionul issues ~tnd thinking. "beyond <..iay-:0-d~1y. ·-
Sl q .UVAN n:-c.ilkd ,:oordinuting his onkial writti:'n products lo CLINTON lhrnugh .:t ''i:h:.arnnt:.~ 
pmn·;,;s" fflt~rcd through t.~arccr F{m:.:ign :';-.;·rvh.:..: Oflkcrs (FSO) and ~:\l!l'\.ttiv~- a::-sistanl:d I 
! !and [ !. SULLIVAN Wl>ulJ nlso ~nH1il CLINTON dirci.:tiy rdated 10 a varidy 
of \\)pie:-;. These <.:nmmtmi1.:.~1tiorn; indud..:<l ~maib wriui:~n by SUU.JV i\N. as wdl as -:muils SULLI V :\N 
,.,ouk! forward to CLINTON ba::.t.~J on hi:-! judg~menl as tn their r1..·h:vmKc. SUI .LlVAN a1so pmtkipat~d 
in Princip~i!'s (\unmiUi.'C (PC} mcding~ with CLINTON in the Situation R1.wm. 

{U/fl~) Every m.orning 1hrouglh)lll her tcmm.· as Secretary of State. CUNi\JN would iwad nn 
8:-bam mcding with her di.:.·putis:s to i:.liscm,s .i broad ram.!.c of h:mks rdaled to polit·y fr:irmulation. The~c-
d~ptuk:s included SULLIV ANJ U I WlLl..lAtvl HURNS. and 
CUNTON\ legal aJvisor and Chi~f of Staff. Cl IERYI.. MILLS. SUI .. UVAN dc:.,.:.rilwd !'vtlLLS as~. 
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tm<litional Chki'uf St.iff an<.I a '"hant.b·()H manager'· who •·rmptw.,:cred" p(!opk. SUl,UVA N bd i~vcd 

~HU. S was invulvcd in .in '\: nns~qui::miar· Jcdsions m.ade by C UNT<) N. SULLIVAN tk scribcd 

HI iMA AllEDfN a:,: CUNTON's Dcpl1ly Chicf llf Staff for Operations. In this rok . ABFDrN handled <fay 

-w --:by tip~~nHi\mS lo include sdwdul ing and trip plmming for CLINTON. SUL.LIV AN J\.'.:s~:rib,~d 

ABEDlN ~1s a do se c<mfo.hmi of CLINTON and as :::.nmt'o11<.: \Vhl) had a ··trustt·d rl'l~ttionship"' wWi 

CLINTON, 

( U/,'l 'OLO) SULU V /\N had I\YO com pul~r syst~ms in his omce on the 7;'1-l'ltK)f at DOS 

I knJ,}ti..1rl¢rS (H(} ): orn.' lm the S1.:·curc lntt' rnct Protocol Rt:.iutcr Nd v,·ork (Sf PR nd ). ,wthorizC"d !() tmn<lk'. 

diis < fitd informaiinn up !o the Secret kvd and l'm\! on an unda ss ified nclwllrk. Sl.!i . .1..lVAN had :til 

(,fiki"tl DOS 1.'.1trnii accounl nn both o!'!.h~ for tg oing nctw{1rb. Dw.:.' to size re:itriclk>ns t.Hl SULLIV ;\N's 

L·maii !ll't:ou11tl>. he ,:l!ten had to "archive" e-mails to cn:ak spact : in his errntil ,lCl'OUnt. Sl 1 LU VAN 

rcc~dkd ~lr1;hiving ('.mail in ''bi g chunks'· hut c.1thcrwisc. cc.iuld nol r~c,lU any me1ho,k11ugy or :iciern:c he 

Hpph:d \•,hen arch iving ,~mail. ii \Vas SU .. LfV A N's practice 10 ust' his s(;;1k.g()v ~rnuil .it·cuun! fr,r all 

nos rd.11t'l.i busirn:ss. SLl.UVAN did n . ...-:al! i.Jccasionally using his pi:T'St'>nal googk <..~mail {gnwil) 

,U.Tv tmt for DOS husin~~s~ when travding and on !ht' w~ck~nds. AH hough SUI .LIVAN ,:ould log~in t(l hi~, 

swk.g{H: t'nu1il ,Kcoum whik nway from th~ otlkc. he us1:~d his grnail ac<.:ount fr,r DOS bu$it1~5s b~!i.·aus~ 

it Wih :mmt1ime:s dillknlt to log~1n 10 hi:; s\a l.t.gpv ~mail a c<.:m111l from his rcsidc m:c ur! the wcck~nd 1, and 

whik rr..1vding . SULLIVAN i.:Ould not m:a!l any DOS guitlaac~ involving the usr of p<:rsona! ~mail f<.;r 

work purpo~1:·j,;. SULUVN' >! could not n.:call .rny guid"rn<:c from CLINTON n:.:g.arding th..: use ofp.l.'r~o,wl 

cnrnil for W(Hk purposes. At sJ.Jmt· pi)inl in his DOS tan ::cr. SULLIVAN rt::ca!kd r;;l'.t+.·ing some-!1.inn ,lf 

1wti fit'.._t!i~m 1ha1 Chin~:,e n~:ton; W ~I \.' largcling. lh,~ gmail ~,ccounls of DOS emphYy~c~. SU LI .I VA.N <.lid 

not n:eail wking any ~1clinr1 ,!s it relat~>d w thb rn)tificmi<.m. SULLIVAN, MILLS. and t\B EDIN di\l not 

have ~K·ct:ss to the Joim \Vorldwi<l~ lntelligi.~nc:c: Communicalion System (JW!CS} ,H th;;.' DOS. 

SUL.UY AN recalled bei11g briel-.:J on :he t·km ents of inl'<.mnation si:.-cmily llJX)ll indoctrinution to lhc' 

DOS. SULLIVAN un~krslood tlw DOS .. upd uss" prncc:\.s as m) lmdassified dtKum:.mt that at sumi;.' point. 

,)r \vhcn cum hincJ \'Vith other docum ent s. \'l:Ottld beconK' cla~sifi~d. SU LU VAN could not provide un 

l'xampk 10 !hi:. cn~ct. 

n.Ji ! ~ } SUU.!V i\ N lwd St'(.;un: ldcphone t~quipmcnl in his ()ffke 011 the ~~v~'.nth 11oor al lhi: 

DOS. SULLIVAN was is$OCd a Bladdkrry mobile de\ !kl: by the DOS ,md did nm rc1:.aH n:c..:iving i'tn 

ut)~nlt.kd handset durintl !1is tt·mm~. SUU .lV/\N tould not rcc,1!1 hcin~ i:;sued a secure mobile nhom: hv . ,. - ..... . ~ 

th~ DOS. SUI.LJV.,\N ri:._:alk·d bt.·ing is:>ucd <I ::.ecure mobil~ photh'. by the Whitt' House fiw a wt·c~,;nd. 

bot {:nuld ll( l! rccall unything furth,.:r abou1 this (k vi<.:e t ir his u~c of it. 

tS i;~ When trnvd ing owr s~a:; for his work at the DOS . SULU VAN rcc~1lkd being brid 'ed Qn 

;nfr>rmation s,·cority p\.:rt~1ining w th~ lhn.'.,t in 1:crtain l'.Otmtri;::-; . Fur in~t~mct: .. Sl )L UV/\N n .. --calkd an 

um:h ssi fi~d briefing ,H Joint Bast' Andr~ws whcrt· the Dipl()matk Sc~ltrily Sl.!rvicc { DSS) warned or a 

h(~i,J.hh't . . . issi' , k '.at1--: ., )f thi~ threat SU LUV AN 

r~-:a!kd SUL LJ VAN ab1 

~~---------......Jtr 
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.-\.:Cilf!{'( Since SULI.JV.t\N 

travd~d with !>l.!L'lHl' DOS c.onummic;:1iion !.)'stem$ while 1r::1veiing tW\.!rsea..:... SUl..UVAN would make a 

s\:cun.· '°nl_L c~mdtK't a seum .. • video tl'lcc,)nfore1.:i:.e. or usc .. the se.:~ire ~omp utei":'l i,9 ,yid;•si 1m the pimw if a 
~·tmvi..~rsr.llton nc,'.tk<I to fake olace at thr· "·lasstltt.~d levd. SUU .IV f\N recalled thq \ 

----:-----:------~--=--..,.,...- ................... -----....J SULUV AN had no mem<lf) ' ol'..ibnom·wl 
:.t·curily ;;~:re~ning. ;,r tuiusual ftmi.:tiorn,lity of 11!.i e (.'<:trnmc cvic\!s while tmvding <)vcrscns. SULLIVAN 

did nnt .::ondo\:1 foreign trnvd fr1r persona! reasr1ns whik at thi:.' DOS. 

tU /~ ) SUJ .. LIVAN recalled CLINTON had a Secure Cmnpartmentcd Information h1c.ility 

(S('lF; in her n:sidcn,.:c in Washington DC with secure phom:: ,tnd fax equipment. CUNTON also 

n.:x:d reti infnrmati<)H at h~r DC rt::~idl.'1tc~ via couri~r. SULLlVAN could not re1.:ali if Cl.l NTON lMd a 

SIPRnd 1.\1mpnt1:.~r t1mnim1! in her residen c\.'. SUU.IVAN vv1mld prinrnrily 1.ransmit or t'Otnnmni;.;aw 

,:Jn:-.sili~J information ,o CLINTON m hl.'r DC rcsiJenL'C through a secun: call. SUUJV,'\N t'ould rwl 

1-..~c.1!1 if CUN TO N used IE :it'<:urt: mobik phone . SULUV AN wus nol lllmilinr with th~ infr:.1structur1.: in 

CLI NTON'$ hnm~ in Clmppaquu, bot ,\ssumd it had the ~a.me capa bilitie s as hl.'r DC res idcnc(:. 

St: U .IVAN did not know if CLINTON had staff al her residen ces thm also hdd secm itv dearn nces. 

(U// FOUO) SULIJ VA N recalled Ct.rNTON hud un ··c1wrrn ou~·· mrn.nmt (>f infC>rmmion, w 

ind ud:: dussifo .:d 1nform~1tio11, hrid ~d to her in·pCr!ion or pro videJ hl her through pa.per i1ow. CUNT ON 

would n.1u1inely <lige:it tht.! Pn~si<ll.'.11tial Daily Brid' (PDB) in papc-r form ,ind n :,nduct poik y mcdin ~:i. 

,faily. SUI.UV AN recalkd littk to no dussified inli.,rmation passed to CLINTON ekctronically . In mo:,;t 

ln:-.tunn:s. if inflmrnHi<,o ne~tlcd to be s.:.·nt to CLINTON. it was routine that a !>cnior FS(..> in th\.' DOS 

Opcrnli()n c~n tt:'.r ~in th~ 7'·1' 11¢.;i<.ir (..)f DOS HQ w,Hild fo1.:ilitate the tn:msmission . Ir CUN TQN nei?ded tv bl.'. 

pr\.'St'nt ,1.) 1\~Ct~iVt ! the infl\nnat ion. as in the case of a ~(:-~Urt' call or !i1.x, conrdination \\:\)l!lcl be-Joni.'. 

Jm.,ugh CLINTON':. ;.(ssist.mts. 

{ l. :n '()CO) SVLLJ VAN ,1.:c.ilkd CLINTON used a pcr~onal -cn:wil address wh~~n slw works:d in 

th"~ .S~nak' and \'vhik ~he wa .. ;.; m tht· OOS. but w.is unaware email was hosted on n privali: (:mail si::rv0r in 

her rt•sid<:.'.ncc until il h~cam<: public knowk'.dge in \·lurch 2015. Mort over, SUI .Ll VA.\' knew JUSTIN 

CO OP l~R and BR Y.:\N P;\ (, Uf\N O, but never had ti l'(llWer;;;ation with them regarding any pri vnw emui! 

;.;i.:·rv-:r. St 1!..UVAN had 11~1 m~rnory (lf' a ~onvl.'.r~:.ttion n.·garding ihk :ral 1-e,·on.b rt~k·mion ()f FOi/\ 

implkr1fion:; a~ it rdah:d w the ust· ;..1f privak· email. SUl..UV AN kn~w !he gencrul guiddini.'S at th.;; DOS 

rdal t·d io foderal r~cord!\ n:.·wntion. For ~:-rnmpk. SU LLIVAN kn~,v not to ddc- tc l..'m,ii! frm11 his DOS 

~met.ii m: . ..:nunts. Upon k aving DOS, SULLIVAN boxed up his ofnd ul DOS paper rl..'1,;ords ~md tuni~d 

them 1.lver lL) the. DOS. SULLI VAN recalled the DOS hm1dkd the pn:s.crvatio n ()(his email rt'c<.m.h; fn:.lm 

j)OS servers. SU LU VAN rt~..:alkd one brid't·onvcrsalion in th;..~ summ~r nf20i4 with tv1JLLS anJ 

l l pertaining t~> the product im1 or kde ra.1 rct~<.ml~ , but C{lllid not re<:,1l i nwre d<i:t(1il. 

(U!/ ffiHt.1) Th .. ~ email addr~ss SULUVAN rc<:(dkd CLINTON using was 

l:!ih}} ·.!:r,;-:.fr.\l.mt~:J.!~.\!.U:~w.u.. SUL! ..!VAN al~o rel'alkd ttmt HUMA AHEl)!N had a {<}?dinton~mail addr~~:5~. 
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hut ~~ould nm rememht r ii spcc:.ificai!y. SULLIVAN wa::; never asked to have ,1 (i(din loni.:muil addre:.;s and 

nrv~r rt.,iucs i~d thm on;;: b(..' issued lo him. SUU ,1 VAN wus unawaxl..' of ,my back.ups, migrn lion. deletion 

or wipini,', ol\·mail from the c.Jintonemuil.{:()!ll domain. SULUVAN r(;',;.:alkd a conversation with 

l!F:\T lff R SAMUELSON in the foll 1.1!'2014 \vhcrt SAMUELSON told SULLIVAN he may nc~cd 1v 

!O\)k 1brnugls docum1cmts to :;.ec if thty c1.msti1t11t~ a fodcrnl n,."qwd. but this process n~vi:r oc1.:urrcd. 

(U/..TOU<)) Upon initiation o f his emp loyinent at DOS. SULLIVAN n:('.eivcd ct TOP SECRET 

(f S) s~,n~i!i\·t• Compartmented [nform,uion (SCIJ security dcarnm .:e. fn orc.kr to rl!ceih ' tlw fon.•going 

d.:.irnnc'° • .SULLIVAN recalled ~m \lritmlmion and briefing \\·here handling, lrn11.spi:)rli.ng, and 

dis:-.cmiimting th1ssificd inform1ttk1n wus di:-Kusscd. !\s far ns he und~rstood. SU U .. 1 V 1\N had derivo.1 ivc 

d.,ssifi.:r1tion aulhori1y and could dnssii}· infi:mnation based ()n tiic guidance of u das !)ificat ion mm1ual. 

Oih .. :r than CLINTON. SlH.lJ VAN wns unawm1: (lf anyone m DOS that had Original Ctas!iilicution 

:'\ullh,diy tOC1\ }. As pan l'f hisjub_ Sl.lLUV /\N wns bridcd inlo a lu.rgl.'. numb-:r of' S1\P and co H.:rl 

:)t:tion pn}grams. Tht prot~S$ of b1.·ing brief~xl into a SAP n.·quirl.!d mi individual from th-: DOS Burt.~mi of 

!ntdli e.t..:.'11t.e and Rcs1:arch (!NR ! !(1 bri1:f tht' program and en.iit.m:"! th;.:-requisitt.'. f<.>rms \VCr~ sigm:d D.nd 

maintain<..:d. SULLIVAN did nm n:cal.l ~~ver handling, SAP materd on .1 TS l~omput~r sysiem. but was 

~1wn-r(: INR had TS C1)mpuwr sysl\:.ms. 

d.Ji/l l>UO,l SULUYAN :,!ate.d a PC m~\!ting w~mld be inifottc"d by th" NSC dmir and wvuid 

r:..!qui1\: tht'. skiff of 1he go wmmrnt agencies invitt·d to prepare a packag e regarding wh ,11~v~r topic th\'. 

NSC \Y0tdd prl-st·ribl'.. A::; a Swnd<'!rd Opc-rnting f.trocedurc {SOP). <1 PC ,vould initiaH.' ;1 l.kputy'::. 

C1>mmith:·~ ([)C) mc1.'!ing where certain :::ubject mat t<!l' experts in each agency would ddi bt i-ale on th~ir 

.1gt·1H:y·s conciusioi~ pl;rt:.iining to the pres,:ribed wpk .. For the DOS. " ·1t ~n-ercd the top!.: \)f 

the PC mi::eting v;-i>iilJ mtt.hor pockages and then fonn.d them tht\)ug.h :rn · [ti 
CUNTON fix w,<.: in die PC meeting. Sl.'U .IVAN \Hltiid ~1)mctirm.'s bt! m\·o vt't.i m DC mee1ing:-i f hi~ 

btm.:.ni had .i std.;~ in th1.:: i:-i:-;u..:. In thal immrncc. SULLIVAN would auth<11· sccti()llS of ~,.r.iHen pucKag\'.s 

lhal ,;:ov1..'t\.:d tbi: i~~uc. S;.JU . .lVAN ,.vould gain hi:s kno\vk dgc and ~ourcc his dm:unH.'nl !hrnog.b a 

t1.\mbi11a1ion of things ii\! r<.!ud, con vers~1ti<ms h.;: had and dass i:fied informat ion. Wht~n lhc PC OC(:um:·d, 

1.·m:h :.1g.t:"n<:y 1:,T1tdd usud ly brin g their Principal plu s <.mL: tltherre prcst~ntativc. For iht: DOS . it w~1s ofh m 

C'UNT ON and tb1.' r~spcz:tive Dcpoty that atwnded a PC mccling . SULl..lVAN altt:md,;:d PC meetings 

.. ol:t~1si1.innlly'' and could not rc.~c.dl a pr~ci:'-~ amount. 
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{U/~) Aikr rt~vi1::wing an <:mail tinted June 17. 2()1 l with :subjt ... >ct !inc .. Pbn for PC 
h)morrnw:· SULLIV !\N stated h~ did not rl?m(:tnb(~r th<.~ ~m.1il sp~dfo:ally. SULLlV AN !ltated lw ha'-l 
aln:,1dy vi"~wi..·d this email when rcltttscd hy the-DOS through a Ft-cedon-: ~)flnformatitm Ai..:l {FOi M 
rcqu~~l. SUI .. LIV AN did n,.JL r\.>eaH lh1.: :spccilk email or whm thi:. PC m~cting ,...-a~ ab~)UL SUI.LI VAN 
tindi:.•rstnod "nonpapcr·· to ml.:'an ml unclassified document without oi1kii.1! markings ~~ivr...·n to ..i fon:ign 
g.ov~rnm~nl that ~t~1tes the m11Jfficial positkm ()f the US government. SULLIVAN i.md"~rstood "nonpaper" 
10 mcan this bccm1s~ he had created n ··mmpape(' dm:umrnl for CLINTON bc:fore-In tbe co11tt·xt of 1!w 
dispkiycd ~nwil. and while rcuding it in the moment. SUL.LIV AN thuught CUNTON wc:.mid h~1ve wai\lt·d 
him tt} mnkc an tmdassili,~d v,:rsion or the docum\'.!nt. sununurize the conieots. and then send it to hr.:'.r 1.m a 
nonsec-.n-t fax. SUU,1 V l\N stated that cuN·roN wok th(' protcclion of dassifi,d infrmnutkm Vl!ty 

$:;.·rivusi y. 

{S/~) ;\lkr rt.'vkwi11g an i::'mail datl!d October 13. 2012, with Stf,1,LLli.il..li...U.IJ.lo....J,;~...J..!JJJ~~~~ 

on Blu"." SULUVAN suited he did nc:.lt n:membt.\r tlw ~mail s:K~cifo.:alty 

r----------------r------------___.L.;.;;S:..:.;l.~H.;;.:..l;.:..:,JV;\N ·nmv~ 
'-----.....,.......Jand iirnt ~1 whil,-.··---.,...------------....t SULLIVAN 
worked n:-: (:(}ilcagu~s witbL_J~ 1vhcn.__ _ ___..,vus al the P~nwgon and CIA. 

(I )/.TOCO} t\fkr ~·t·,·k\\·ing. an i:tnail dated April 10. 201 l.. with ~ub.kct iine .. h~·: Stch!l1$ Update 
(l.npnrtantl:· SUL! .IV.i\N st~ited hr..: t.lid not remt·mb~r che email spcdfa;~1l!y. SUL UV i\N (lid not think 
th:: email \\'~ts um1~1.ml und wasn't ~urprist·d AFRICOM infonnntion would bl' dt..:d in (Ill unchtssifo:d 
::mail. SUU.IV/\N \.rnul<l rcgularlv review ~ituali<..m reports from ,u·ound lhc ,,.,.orhl in 1mdas$ificd ;;.·ni;iiL 
Sl:U.!VAN knew as .i CiU~er FSO lhat work1..~<l in the DOS Opcrntkm C\:nh.'.r. 
SU l. UV AN !';tnh: would rt:gularly share events from around the Wl1rlJ in undu:,;silktl ~'.1rniil anJ 
bad no n::t$<.lll to qui:.\stion ju.:.lgcm;:nl rcg,mHng the proper handling of dassiiicd information. 

! ! !\H~r reviewing an email dated D~cl~mb,r 27 2011. with 
suli ~ct lint\ .. FW: SHU .-· sULU\/AN stated he did Olll remember lhc email s. eci1ic,1Hy 

'ULUVi\N had no reason to bdicw any D )~ 
""-~--,----,--,----------..J l.'mployecs h;,: wor -._~ · wit 1 ever mtcnl1ona y mishandled classifkd info· · 1 ·~ hes 
coui<l tl) make a sound ·ud~emcnt when hm:tllini.t das~ifo.:d ir1fi.wn.mtion 

TOP~!~--------------'-r 
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{ Uf,'FOUO) After reviewing an email dated July 4, 2009, \Vit.h subject line "Fw: Follow Up: 
S1munrlrv of 1055 FDT DPRK Confcn:m:1.· Call:' SULI.JVAN staK"Cl he dill not rcmemb~r th\.' 1:1m1ii 
sp1..'.cific.;liy. SULLlVAN did not spel..'.ifkally recall lhe naml'! ! SULUV .AN 
did nx:all thc namt>! I and knew h~r to b1..'. ;;1 seni{.1r \Vult:h Otfo::"r in lht~ 

DOS Opi:rnlion Celller. \-\'lien asked about the cont,~tH of th" "nrnil and if h(: bdkvt>d the pending. military 
u~tiYities 1)!' a fordgn military wu~ dassified, SULUVi\N replied the pcr!><.lil ut DOS who :;en! tlw i:'rnail 
nwsi ha\(' hnd rc,~snn tn bdit:.vc it could he ~cnt on an undas~ifo .. "\I system. SULUVAN stated ,~v~ryone 
he wwk~d with m DOS worked lmrd whik under pressure and us~d th.;;-ocst judgt:mc-111. th(:y cnu!d to 
m:1:~)lnplish th-: mi~~iun. Sl :t.LIVAN wa:;: 1.msllrl! why! !fon-..·:irded this prirticular cmnil w hi:-; 
gmai! u~comH. hu! re~:aih.:d h:ing in Idaho around thi:s timl! for .'1 bachelor purty. SULLlV AN stal<:.'<l th,H 
pn)t'1.'thm::-was not rnutin,· prncticr..~ f;.}~ ! and could nol recall ,mother inst:.111ct: ,vitc:::n.' i1 oc~urred. 

tl.'ITHL'Ol i\lh:r r\!viewing an email dat;;:d April 27. 2012. '"·it.h ;,;uhjccl line-"'l-'w: Day 2," 
SULLIVAN 5talt·d hi.' did l!()l rcmt-mhcr th1.· mwi! specifically. SU LUY J\N knew the "l/\ pr<.><:t:s~ .. to 

mean lntcn.iccncv prt)t:e$~. SULUVAN n:·calkct the gern:rnl :::;ul~k~t mau~r of the e1m1il nnd remember!; 
I hrying. to open the Oround Linc:,; Of Connmmication (GLOC; hctwct:n n,untric:; after 

uttacks involving lh\.! Jn11..•rnntional s~curity Assi:.tanct'. For1:;c tiSAF}. 

(S/~ ;\lh:r r~viewing an email dated August 25. 20IO, with 3t,bject lim: "Fw: NY 
Timcs .inick on S~ilchi;· SU ' · · · , .. ' · .. , I \I,. , , ·: 

not r~cail the name S1 

,_ ______ \1 the timl!. wns th~ 
and had th~ nbi Ii ly lo Clnm . LI NTO':'N';"": .,.d"".'i1".""'..c"'."c:"l't ".""'.y-. -a~--~,.,\~'t:""· ~1t~s ".!'. <~)1~-,~,.,.~-:u~·,""~~·1"!"!n~a~, '"'t'"'o __ ..J .._ _____ ---' 

Sl.'i.UVAN. 

! !,:\ftcr reviewing an ema!l dated h:bruary 2S .. 20!2. with 
subject 1ine ·Tw: Alcri," SULUVAN st~lled he <li<l nut remcmbi!r the email soedfo;a!h=, but n:c~1lli:d 
"'' .,;"" 1!,;,. ,. , b.-t,.,i t~n,uil in a FOl/\ rck,1~~ bv the DOSJ I 
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~~:1 ______ __,J}+ 

...... _____ ..J!with ,:-,ubjc1.:t 
tin -~ did r1ot n::mcmber th~i 

l.'maH ~pcdlically. SU , .. ; A: 1 state( t 1at, ,Jase on t e su l.Jcct linc'L..~.,...,..,...,..,....-..... r--..:.~ 
rCp\ll1ing in a mann~r ht hdicved to be :,;ensitivc hut unclassilic<l. SULLIVAN ~tall.'.d rnuy 
lwv1..' Sl'nl this -:mail on an wu:h!s~ilicd $y::.tcm ht'.cm.1s" th~ drone strikt.· .::ould hav~ alrcudy hit !IK· n~\\ s 
wm:. SULUV $ N, ·,t n -it bdicw reporting on a dron\:' strikt' · ~r th~ fact nwde ii k:-.s :,,~nsitivc. but.,.,:.,~ 
:;pl·culating 01 'Ill. SULLIVAN bdicv,"<I rclercn~c \<..) ,1 "sccmc t·a11·· in 
tht:'.' .. :m,1il demonsu,1t1:d attempt w ddincat~ lxtwcen what could gl) in tmclassifid and 
da~:;il"1cd i:hann~ii,. Add11wna y, ... ..iLUV /\N sh1te:d this enmiJ was not out of step with how pcopk 
<1ppn.1ad1.:d similm-matlt~r.,. at the timt·. Nothing stood out to SUU . .lVAN at the timl?. as mishundling 
i.'lm,;;;ifit'd informmion. 

{ U/ffet.ff,) /\ tkr reviewing an email dated May 16. 2011. with sul~jcct I ilk' ··R~: Senator Kerry 
has n.:4ucskd to spc,tk \Vith St~crctary Clinton," SULLIVAN stated he-htt<l ,t gen~ral re-:olkctinn ofth,: 
i.·vcm db(;ttssei.l in Ow i;-maiL but <lid not. rcc~d! the email spcciikc:illy. SULl .. lVAN did not recall th~ 
t·,invcrsation withl !r~krcrn:cJ ln till.'. ~mail. 

IS) ~After r~viewtng an email dat~d Augu~l 2-1. :?.O! l. wilh sul~kd lin~ "R::;: Rasmu~:;;l.'n 
cnlL'' St,~ 1 ,. , , ·• • ·d h1.: <.lid 01.)l rem.ember tht~ 'l'mail specifically. SUU..IVAN !>takd he t1sually fotmd 
;•iii aboti hrnugh open sourct• r~:ports. DOS .:mail re1kc!ing news m:.:cmmts ,md more rnn.'ly. 
thmut;h !Klmt'<Hl<.' tn t w D(JS HQ hui!ding.. 

! ~\ftcr r~viewing un em;.1il dated! lv,ith 
subj,:d !ind ~ULLIV AN stmc<l he did not remember th~ ..:mail spcdflcally. 
'>1 'I I IV"\! >'l'lk'•I llw ;•crrnil was "11!JY::t\ml'' and he could nol tkt!.'.rm.inc what h<: wa:.i rd,~rring to ~Y the I ~\.ll hi! wa~ mH sure. 

r.&....----,~~~~,.....,.....- ................... -1·\ft'-'r n:vkwing an email dHtc<lJ ~vith subjcd 
!i;i· SULIJV ;\N stated h.:: <lk not remernber thr..~ l.'.mail spe~ SULLIVAN stakd th(! 
,·all will regarding. the numi1rn1ion of a second strike was with L___JSU LU VAN slated h,· 
infr~·qu~l~t!y ('\)nllntmkut~d \~-i~lo and. when he did, it W.l.S througJ1 a mix t)f SeCUfl.' <.:.alls, 
im('ta:;s1hcd c .. 111:-; and U1ick1s:<.1!1t.'.d i:rmuls. 

r...._-----,~""'.""'."'~~-~---,,-,-......Jf\ller reviewing nn email dntcl~ !with $1..l~~i~<:t 
tin SUI .. UV.i\N rtatcd he did 1wl ri:mc1nbcr the cm~til spc::c:ilfoaHy. SUU .. IVAN did iwl 

r~{'.al! how 1e co1nrnuni~awli v.'ith ! and g,uc:ss~d il '>'ms n~)t by phon(' anti most likely. 
·• i · · ! .• ·: , , Kl pa~t~d from anmh"r undm,:::ific<l email. SUt.I .. iVAN tli<l rwt r\:call sp.::aking with 

1enl'rnllv. Whik workinu :.tl th~~ DOS, SULLIVAN 1l~1tc-d he can't 1~ca!I one timi.' h, klt 
---- .......... -....r· ,· '" . un~~:sy ;: irn1t S\)mtthing h..: rca<l in an undassilkd enwil. SULUVAN could 1Kit rc:.~:all an in:n,mct• wh~n: 

an)·orn: ,'.:-spn:ss(:d a cnnl·cm \.Vith th;.· typ,· ~)f infornwt i(.)n c<)nting over thl' tmcbssi lkd l.'.nwii syswm or 
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with handling dassif1cd informali~m in gen~:rnl. Sl JLLlV AN stated CLINTON nl.!'ver e:-:pr~sscd ct c(,nc~rn 
ubmH the handling vr dnssi!kd inform.Jtion. Whik at the-DOS. SULLIVAN felt hi~ co!h:,1gu~s 
Jlldgt·m~nt \\-~ts good and th~ll lh'-'Y had a good untkrstanding of how to handle da~~ifkd information. 
(i~nerally, while ..it Lhc DOS, SULLIVAN stated h\! had to pay anc·ntivn to whut inli.1rma1.ion gm.·s '.Hl what 
chann~l. Fvr instam:t. ih.' would convey wh,it he could on nn unda:;sili~d systern nn<l th;..·n go to 
\~quipm~:nt authorized m handk dassilkd comnrnnkutions lo conn:y mort~ information. 

!\Yif,{}Li()J Atkr revit:wing ,:m email dat~d (ktobcr 4, '.W09, with su~j~ct lin~-·'FW; C<lwr 
nK·m,.;." SUU..lV 1\N's aH1.1r1K'Y, BETH WlLKlNSON. asked frrr lhc ch.l~!;ificafom ,)fthl! ~maiL Aller 
being advised tht· enmil \Ht~ pending das~ification review and tv lreat the email a~ dus~i!kd, 
\Vll,KINSON stated her dient \-Vould not ~ms\vcr questions rdated lo tltt'. foregoing emaiL 1.lf any 
(h.i1.:1HHtnt;:; n:.~latcd w the ~mail. 

~l.i:'~·'l'fHXH SUIJ.!VAN stutcd S'{DNEY Bl..UMENT!JAL was s~)m1;.·oiw CLINTON kni..~w l'hm1 
y~ars had-.. ~md wus "'()llit:onc who "liked to hdp the 1.:ausl!.'. As SULLIVAN und~rSto(Kl i1. 
BLUMENTHAL had i.l variety of :,,<)urcc~ or information. SULLIVAN \\':ts unawan: or the idcntiiii.:-s 1Jf 
the :-s\)Urc~s u:-.i:d by BLUMENTHAL. SULLIVAN r~~alkd BLUMENTHAL \voultl soml!timcs refor tl) 
infonnati(>n ht gathered from li:mnd intelligence ol1kers. but SULLIVAN undL'rs{oQd those pcopie to l\l;.' 
nilircd with no m~ccss to cla~.siiie<l information. SULLIVAN \".'oul<l occ.asionally talk lo HLU!v1ENTI JAL 
1hn..11.1gh phone conversations and mayoe thn:mgh tnrnil. ln those convcrsatiun~. BLU.MENTl· l;\L v..-ould 
rd~i: information about "big pi(;turn'' iopics BUfll.,ffNTll/\L thought were rekvant am.I SUU.JV:'\N 
wt,u!d pas;{ i1 t)n t() CUNTON (ff DOS sh1k~hokl~rs to have thcm validate the inforniaticm. SULUV ;\N 
n~v-:r h-:ard nf c:i .-.:orn:ern that BLUMENTHAL lrnd a~c~s~ to. or wa::; rdaying, d;1ssilicd information. 

{ U!.TOUO} Th~ (iriginal notcs of tht' interview. ~igncd uforcml."nti<.>ned non-disdn~mre 
ai,:r~cirn.·nt~. ,.md ,ilWUmi.'nl~ dist)i.1yc-d lo SLU..IV:-\N will be mair.taim:d in a FD-340 envi.'lop,~ and !ik·d 
wi1h i!w ..:aptioi11:d inve:l1tigalion. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 12/21/2015 

(U//FOUO) PATRICK FRANCIS KENNEDY, Under Secretary of State for Management, was 
interviewed at his office at Department of State (DoS), Harry S. Truman Bui I din]' 2201 C Street NW, 
Washington. D.C., by Federal Bureau of Investigation (FBI) Special Agents (SA ~nd 
I ! Also present for the interview was FBI National Security Law Branch (NSLB) Attorney 
I ~na Senior DoS Counsel! I After being advised of the identity of the interviewing 

agents, and the nature of the interview, KENNEDY provided the following information: 

(U//fOUO) KENNEDY was aware Secretary of State HILLARY CLINTON used a personal 
email account during her tenure as Secretary, but was unaware that she was using a personal server. 
KENNEDY received an unclassified email from CLINTON approximately once a month and noted those 
emails came from a clintonemail.com address. 

(U//FOUO) The DoS "GO" system allows for DoS employees to remotely access their DoS 
account from a non-DoS server. DoS policy does not support the routine use of private email accounts for 
for DoS business. However it was understood that exceptions could be made in emergency situations, and 
in doing so, the employee should carbon copy their DoS email account for matters of record. 

(U//FOUO) KENNEDY mostly received emails from CLINTON after hours, and so infrequently 
he was not aware of the volume of which she was using her personal account. KENNEDY was not aware 
CLINTON was solely using a personal email account for communicating unclassified DoS business. 

(U//FOUO) DoS policy does not support the use of private email servers for continued personal 
use, nor the use of personal servers for DoS business, thus there is no approval process for their use. DoS 
policy remains the same for the use of both personal emails and servers today as it was during 
CLINTON' s tenure. 

(U//FOUO) KENNEDY recalled news stories implying a former DoS employee, BRYAN 
PAGLIANO, set up CLINTON' s private email and server "on the side" while working for DoS. 
However, KENNEDY noted he was not aware of PAGLIANO' s involvement until it hit the press. DoS is 
refraining from direct inquiries into PAGLIANO' s involvement until the FBI completes its investigation. 

Im cstigation on 12/21/2015 at __ .._W~as=lu=·n=gt=o=n,~D~.C=·-----------------

file# _JL ____ ....Jlr:H....,.)2 __________ Date dictatcd _~r-.: ..... ·1 .... A......_ ______________ _ 
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T his document contains neither recommendations nor conclusions of the FI3I. It is the prope!ly of the fBI and is lmmcd to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 

b6 
b7C 

b3 
b7E 

b6 
b7C 



FD-.102a (Re,. I0-(,-95) 

Continuation of FD-302 of ____ l=n=te..._1Y=ie .... w ...... o._.f P ..... a....,tr=id..._:· F .... · ...... K=e• .... m=ed.._.\· ____ . On 12/21/20 I 5 . Page --=2 __ 

(U//FOUO) KENNEDY had no direct knowledge of any of CLINTON' s predecessors [COLIN 
POWELL and CONDOLEEZZA RICE] using private email accounts, but noted he was aware POWELL 
publically mentioned he used a private email account during his tenure as Secretary of State in his most 
recent publication. 

(U//i;QUO) DoS has the responsibility of interfacing with foreign diplomats and political 
representatives within the United States and overseas to help develop policy. Sometimes information 
from these dignitaries is given in confidence and sometimes it is not. The classification of such 
information is specific to the situation. KENNEDY explained that information given in confidence may 
be initially transmitted as unclassified to report the information, but later "up-classified" when it is further 
assessed the disclosure of such information might damage national security or diplomatic relationships. 
Ultimately, the originator of a document or email is responsible for classifying the document. 

(U//FOUO) KENNEDY explained the Intelligence Community (IC) "steals" information, and thus 
has to classify said information to protect sources and methods. DoS may get the same information 
through diplomatic channels and not classify that information because it was not received from a sensitive 
source or a method. According to KENNEDY, the classification of a DoS document depends on the 
content of the message and if it is important for the other party not to disclose the information. 

(U//FOUO) If a DoS employee wanted to use classified information derived from IC sources in an 
unclassified channel, they would need to submit a tearline request to do so. DoS cannot declassify a 
document that was not originally classified by a DoS classification authority. 

(U//FOUO) The Secretary of State is a declassification authority, as are the Secretary's Chief of 
Staff and Deputy Chief of Staff. KENNEDY believed CHERYL MILLS, JAKE SULLIVAN, and 
possibly HUMA ABED IN would have been classification authorities during CLINTON' s tenure at DoS. 

(U//FOU6) KENNEDY acknowledged DoS received their first request to produce emails related 
to CLINTON' s email sometime in 2014. The request was related to a Congressional inquiry concerning 
documents related to the 2012 attack of the United States consulate in Benghazi. The initial request was 
focused on specific emails, but was later expanded to include a broader production. 

(U//F6U6) KENNEDY was not part of the initial dialo6,ue with CLINTON concerning the 
aforementioned request for emails. KENNEDY was only involved with interacting with Congress 
concerning the status of the request, but was not involved in the process of deciding what was and was not 
released in response. The DoS Freedom of Information Act (FOIA) team directly handled the request by 
reaching out to the appropriate Bureau or Secretariat who maintained the information concerning 
Benghazi. The Bureau of Near East Affairs would have been contacted b FOIA in re 1ards to 1eneral 
Benghazi information. The DoS b6 
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FOIA team would have reached out to the records staff in the Executive Secretariat for specific 
CLINTON communications concerning Benghazi. 

Services, The DoS Bureau involves a 
team of supervisors, processors an reviewers, a most a o w 1c are retired foreign or civil service. The 
supervisors assign the requests to processors who load the information into their FOIA management 
system and send out requests to all the Bureaus who have a relevant relation to the request. The review :~c 
team collects the information received from the relevant Bureaus and determines what if any exemptions 
should be considered and/or applied. The FOIA review team also determines if the information 
responsive to the request contains any outside agency equities, and appropriately coordinates with those 
agencies to respond to the request. Furthermore, the FOIA response goes through a review and 
reconciliation process to ensure all responsive documents are marked and redacted appropriately. 
I Hn regards to the DoS FOIA process. However, there is an 
appeals process which involves a FOIA review board managed out of the DoS Information Oversight 
Office. 

(U//FOUO) Responsive documents to FOIA requests are also placed on the DoS FOIA website in 
their releasable form to avoid redundant FOIA requests from other parties. 

(U//FOUO) KENNEDY recalled discussions concerning CLINTON wanting to cull her emails 
prior to producing emails related to the Congressional/FOIA requests. The purpose of the cull was to 
remove emails related to personal communications between CLINTON and her family that were not 
relevant to DoS matters. DoS was not involved in the cull, as it is the responsibility of the individual to 
produce records of relevance for the record. KENNEDY did not recall who was involved in assisting 
CLINTON cull her emails. 

(U//FOUO) DoS employees identify their own files for the record and can generally archive them 
in the State Messaging and Archival Retrieval Toolset (SMART) system, which allows for electronic 
marking/tagging of emails for the record. However, SMART is not used by the Executive Secretariat, 
thus CLINTON would have likely had to use a print and file system, or simply keep all of her emails for 
the record. As a matter of personal preference, KENNEDY retains all of his electronic DoS 
communications in an active file. 

(U//FOUO) When asked in retrospect if he had concerns over how DoS conducted its response to 
the FOIA request regarding CLINTON' s emails, KENNEDY responded "yes and no." KENNEDY did 
not elaborate. KENNEDY further explained he contacted the FBI Deputy Director and requested an 
electronic copy of all the CLINTON emails turned over to the FBI in regards to the FBI' s investigation, 
so DoS could make a better assessment in regards to evaluating their role/response. 
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(U//FOUO) KENNEDY "categorically rejected" allegations he attempted influence FOIA 
markings to protect and/or mask classified infonnation. KENNEDY! .. ___________ __ 
and described her as someone who "says it like it is" and has "n~ fear of telling truth to power." 
KENNEDY further explained he has full confidence! Jwould not allow undue influence to 
effect her ability to properly carry out the FOIA process in accordance with the Presidents mandate to 
both air on the side of transparency and national security. 

(U//FOUO) KENNEDY was one of three people he was aware of at DoS who have the authority 
to upgrade the classification of a document, the Secretary of State and! !being the other two. A 
classification upgrade would be warranted in a situation where the change in a government may change 
relationships, and information that would not have endangered the United States or sources before said 
government change would then be considered a threat to national security or to the sources safety. 

(U//fOUO) KENNEDY stated he was available for re-contact should interviewing agents have 
additional questions to ask at a later date. 

(U//fiOUO) Agent notes are maintained in a I A envelope. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 12/18/2015 

(l.Jift\ cJe, On December 14, 201s,! ! 
__ ...... J.,,..n<Ot'mation Resource Management/Executive Secretariat. US Department of State. offilce Qhone I 
1t-------'was interviewed b Federal Bureau of Investigation (FBI) Special Agent (SA) 

nd S After being advised of the identity of the interviewing agents ...._..,....._ ... 
and the nature of the interview, rovided the following: 

(U//FOUO) n Information Resource Management 
(IRM) for the Executive Secretariat (IRM/ES) and was in that position during Secretary HILLARY 
CLINTON' s time in office. Part o~ !job was to maintain and support the infrastructure for 
the UNCLASSIFIED and SECRET networks for the Executive Secretariat. Every Department of State, 
hereafter State, Secreta~ !has interacted with, except for Secretary JOHN KERRY, has used 
personal email during his or her time in office. For example, Secretary COLIN POWELL used America 
Online. Secretary Clinton, however, was the first Secretary to use a privately maintained email server, 
hereafter Server.! !did not agree with the decision, but it made sense to him because 
Secretary CLINTON had used the Server for the previous two years. Secretary CLINTON did not have a 
desktop computer in her office to access email while at State, but did have non-SCIF space near her office 
where she could use her BlackBerry.! !believed Secretary CLINTON received an 
operational security briefing that involved the National Security Agency after being sworn in as Secretary 
of State.! !from the Bureau Security Office would have coordinated the briefing. 

(U//FOUO)! ~ecame aware of Secretary CLINTON' s Server at the time she was 
sworn in as Secretary of State. She was offered a State email address, but decided to use the Server from 
her 2008 presidential campaign. It was at this tim~ lnet BRYAN PAGLIANO. 
PAGLIA NO was the administrator for Secretary CLINTON' s Server, so! ~nteracted with 
him to keep it communicating with State systems. For example, there were approximately 5-6 instances 
where emails sent by Secretary CLINTON to State employees, or vice-versa, were not received by the end 
user. In these instances,! !and PAGLIANO worked together to modify settings so the emails 
would make it through. Additionally, the two worked to establish transport layer security (TLS) between 
State systems and the Server as a security measure. 

(U//FOUO) Since PAGLIANO was an IRM Schedule C employee of StateJ ~nvited 
him to various briefings regarding security and system vulnerabilities. PAGLIANO' s job at State was 
policy development related to mobile computing, so these briefings were also relevant to his role in that 
capacity.! !specifically recalled discussions about Bluetooth vulnerabilities and blue jacking, 
because 

Im cstigation on 12/14/2015 at Washington. DC 
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and its contents arc not to be distributed 0111sidc your agency. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b3 
b7E 

b6 
b7C 



FD-.102a (Re,. I0-(,-95) 

Contimmtion of FD-302 of __ I=n=tea...,,l'\=ie=w"""ot.t _____ .J------· On 12/1-l/2015. Page __ 2 __ 

those vulnerabilities were! !primary concern due to Secretary CLINTON' s BlackBerry use. 
Although! !made an effort to keep PAGLIANO informed of security matters, he was not 
involved in decisions regarding Server securit nor doe~ ~now if the Server was hacked or 
actively monitored for intrusions. did not believe it was possible for PAGLIANO to secure 
the Server as well as State servers, w 1c are monitored and hardened by a team of full time employees. 
Additionally, he did not know how the Server was paid for or where it was physically located. 
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(U//FOUO) In approximately February 2011, several State employees were the victims of a gmail 
and yahoo hack where users received an email with a link dicecfino 1bern to change their email password. 
The link took users to a fraudulent site that allowed! !to obtain the user's gmail/yahoo 
password. The hackers then used the password to modify the users gmail/yahoo account to auto-forward 
to a! 11 !group sent a security alert to POEMS users regarding the bl per nos 
hack, but since PAGLIANO was not a POEMS user, he would not have received the alert. b

6 

(U//FOUO) ! !was asked to delete approximately two emails related to the publlc 
release of Secretary CLINTON' s emails. The request was in relation to cleaning unclassified State 
systems, however, due to an FBI preservation requesd had not deleted any 
communications. He recalled one of the emails beinf from an Ambassador and began with a phrase 
similar to "My classnet is down, so I'll start here ... " !could not recall any other details, but 
offered to provide a copy of the emails if requested. There were no spills of classified information on 
Secretary CLINTON' s email account while she was at State insofar a~ !was aware. 

(U//FOUO) Secretary CLINTON received classified information in a paper briefing book that 
was maintained by her special assistant. When outside of Washington, DC, State travel teams turned 
hotel rooms into classified information processing areas where personnel, including the Secretary, could 
communicate securely. 

(U//FOUO) Only Secretary CLINTON' sinner circle could email her directly. This group 
consisted of JAKE SVLLI~AN CHfRYL MILLS, and HUMA ABEDIN for State Department purposes. 
For this reason, wheq_ __ ~mailed ABED IN' s BlackBerry, he considered it the equivalent of 
emailing Secretary CLINT N. 

(U//FOUO)! ~tated the FBI' s investigation would be incomplete without talking to 
PAGLIANO. PAGLIANO is a very sharp and technically savvy individual who likely took action based 
on the securitl' information and briefings provided by! bnd others. Furthermore, 

!believes additional information could exist on the accounts of MILLS because she served 
as a proxy for Secretary CLINTON. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 08/05/2015 

STEVE A. UNICK, Inspector General, United States Department of State, Office of Inspector 
General (STATE IG), 2121 ViPinia Avenue, NW, Suite 8100, SA-3, Washington, DC 20037, telephone 
I !mobile hone email il)state.,:wv was interviewed in person by 
FBI Special Agents and After being advised of the identity of the 
interviewing Agents and the nature of the interview, UNICK provided the following information: 

On or about March I 2, 20 I 5, ST A TE IG received a letter from U.S. Senators Bob Corker, Richard 
Burr and Ron Johnson. The letter requested a review of State Department employees' usage of personal 
email for official purposes and coordination with relevant agencies to determine whether classified 
information was transmitted or received by State Department employees over personal systems. On April 
16, 2015, pursuant to this letter, STATE IG initiated a review of the use of personal communications 
hardware and software by five Secretaries of State and their immediate staffs. The review covered current 
Secretary of State John Kerry all the way back to former Secretary of State Madeleine Albright. ST ATE 
IG' s review was further broken down into three categories 1) On-boarding Process (which looked into the 
approval process for the use of personal networks)~ 2) Preservation of Records (how records were 
maintained/preserved)~ and 3) the FOIA response. 

UNICK believed ST ATE IG' s office was not qualified to determine whether classified 
information was transmitted and referred that portion of the review to the Office of the Inspector General 
of the Intelli ,ence Communit ICIG . Se aratel STATE IG had the Benohazi review and 

..._ ___________________________________ ____. 
The 

Department of State was also conducting a Freedom of Information Act (FOIA) review of fifty five 
thousand pages of emails belonging to Secretary Clinton pursuant to a court order. In December 20!4, the 
Department of State received hard copies of those documents from Secretary Clinton's Counsel. 

UNICK initially believed Department of State received electronic copies of Secretary Clinton's 
email from her private server. During a July I, 2015 meeting with STATE IG. Patrick KENNEDY, Under 
Secretary for Management, U.S. Department of State and! !advised STATE IG the 
Department of State had obtained an electronic copy of Secretary Clinton's email. On July 10, 2015, 
ST A TE IG requested two copies of the .PST files for use by ST ATE IG and ICIG. Later, KENNEDY 
advised ST A TE IG that the Department of State only had hard copies of the documents, which were 
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scanned and uploaded to Class Net. UNICK obtained preserved Department of State email records for 
MILLS and ABEDIN. 

On May 26, 20 I 5 ICIG and ST A TE IG sent a joint preservation letter to Williams & Connolly for 
the@clinontonemail.com account records in their possession. Although, UNICK was generally aware of 
the status ofICIG' s ongoing review to identify classified information, which consisted of jointly working 
with the Department of State FOIA staff, UNICK was not heavily involved in that process. UNICK 
recommended the FBI interview Department of State employees! !Office of Information 
Programs and Services andl !Office of Global Information Services. Bot~ land 
I lwere involved in the FOIA review ,[Qs!:ii~ aDd j'1eged there were potentiall~ h1mdci:d~ cf 
classified emails found during their review. further alleged that twJ l 
I !currently working at State Department were meddling with the FOIA review process. 

On or about June 19, 2015 STATE IG and ICIG jointly made four recommendations to the State 
Department related to the FOIA review process. The recommendations were as follows: 

I. Recommend State Department FOIA office request staff support from IC FOIA offices to assist in 
the identification of intelligence community equities; 

2. Recommend IC FOIA officers review the emails to ensure that ClassNet use is appropriate before 
transmitting to the State Bureaus for review; 

3. Recommend State Department FOIA seek classification expertise from the interagency to act as a 
final arbiter if there is a question regarding potentially classified materials; and 

4. Recommend State Department FOIA Office incorporate the Department of Justice into the FOIA 
process to ensure the legal sufficiency review of the FOIA exemptions and redactions. 

Based on a later response from KENNEDY, the Department of State had accepted 
recommendations number one and three. UNICK suggested the FBI talk to! land 

' !who both worked at ST ATE IG.j land 
!would be able to give more insight into the FOIA review process, and ST ATE IG' s 

interaction with Secretary Clinton's counsel, Williams & Connolly. UNICK believedLJhad sent 
emails back and forth with David KENDALL, Secretary Clinton's attorney. 

UNICK surmised the Department of State Foreign Affairs Manual that was in use during 
Secretary Clinton's tenure as Secretary of State did not give clear and specific guidance regarding the use 
of private email, although it was highly discouraged. If employees used private email to conduct official 
State Department business, that email had to be forwarded toan@state.gov email within twenty days 
after being sent. The Department of State had no process for approving the use of private networks. There 
were no rules in place that specifically denied Secretary Clinton the use of her private network. 
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UNICK did not believe he was qualified to explain the Department of State's retroactive 

classification process. UNICK did not know whether the Department of State had provided a safe to 
Williams & Connolly, nor did UNICK know if the Department of State had the authority to certify a non­
government facility as secure storage for classified information. 

UNICK advised Secretary Clinton had brought Bryan PAGLIANO into the Department of State 
to set up her private network. PAGLIANO was still a Department of State employee who worked in the 
Department of State's information technology department. However, PAGLIA NO refused to be 
interviewed by STATE IG. PAGLIANO informed STATE IG he was represented by counsel from Akin 
Gump Straus Hauer & Feld, LLP. UNICK recommended the FBI interview PAGUANO. 

UNICK did not intend on directly contacting Secretary Clinton to request electronic copies of her 
private network email. Since there was a spillage of classified information, for which STA TEIG is not 
equipped to handle, the referral was made to the FBI. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 09/02/2015 

JUSTIN GREGORY COOPER, date of birth ~<-D_O=B~}--~~--,.,__~---,J 
social security account number (SSAN)! was 

~...L..1;;;~:.1.1.....L.l.l.i.......~u.i;;:...,g,...._.Bureau of Investi ation (FBI) Special Agents 
and at the law offices of 

located at Washington DC 
..................... - ........ A ....... -s-o present for the interview were attorneys_c:::::-i 

.i.---~~~~~~--~~~~___.! and! I as well as attorne~ ~ 
..... ----------------lu_s_ Department of Justice and! j 
Assistant United States Attorney for the Eastern District of Virginia. 
After being advised of the identity of the interviewing Agents, and 
the nature of the interview, COOPER provided the following 
information: 

Before commencing the interview, COOPER's attorney! ! 
..... ~~~-!stated the offices of! !were in possession of two (2) 

Apple MacBooks and one (1) Seagate external hard drive belonging to 
COOPER. COOPER used one of the MacBooks from approximately 2009 to 
2013 and transferred his files to the second MacBook in approximately 
2013. The Seagate external hard drive contained back-up files 
belonging to COOPER. On the foregoing digital media existed files 
related to the upgrade of former Secretary of State HILLARY CLINTON'S 
BlackBerry, incurred while COOPER upgraded HILLARY CLINTON'S 
BlackBerry device in 2009 and 2011. These files were separate, 
segregated and labeled in folders on each of COOPER'S digital media as 
described above. Additionally, each of COOPER'S digital media items 
contained email exchanged with an email address belonging to HILLARY 
CLINTON, HDR22@cJin~onemail.com.! !indicated COOPER is willing 
to discuss providing the FBI the folder containing BlackBerry files 
relating to the upgrade of HILLARY CLINTON's device, and all email 
involving the ema i l address ?.it:~???:~'.L~;;?.S.~?.E:.~'.n.:::~}J .. :.S.~:?': . Addi ti on a 11 y, 
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._ ____ !indicated COOPER did not have the right to provide consent to 
search the foregoing BlackBerry files and to gain consent to search, 
.._ ___ ~I believed the FBI would need to consult HILLARY CLINTON's 

lawyers at WILLIAMS AND CONNOLLY. 

COOPER stated he worked for former President BILL CLINTON 
for approximately 16 years as an aide serving many capacities. In 
2007, COOPER and other aides debated using a private server for the 
sole purpose of email exchange and as a result, a contract with Apple 
was signed for the set-up and administration of an OS X server 
(hereafter, Apple server). The foregoing Apple server was installed at 
the CLINTON residence located in Chappaqua, New York and was online in 
and around June 2008 and confi ured for a handful of users. COOPER 
recalled 

having email 
.._ _____ .....,,-----,.- ...... --------,,....,.-- ............. ----- ....... -
accounts using the domain presidentclinton.com. The domain 
wjcoffice.com was another domain used for BILL CLINTON related staff 
and email, but COOPER referred to it as a legacy domain that had 
mostly forwarded email. BILL CLINTON did not have an email account on 
the Apple server and did not use email as far as COOPER understood. In 
January 2009, HILLARY CLINTON was looking to move away from a 
BlackBerry with AT&T service, and decided to register the domain 
clintonemail.com and host it on the Apple server. COOPER had no 
specific memory, but believed he could have been the individual to 
register the domain because he handled financial issues for the 
CLINTONs. In or around January 2009, the users determined the Apple 
server was not robust enough and based this assessment on unreliable 
BlackBerry connectivity. At that time, the Apple server was not run in 
conjunction with a BlackBerry Enterprise Server (BES). 

In or around March 2009, BRYAN PAGLIANO, an Information 
Technology (IT) professional used by HILLARY CLINTON, took full 
control of setting up a Windows Small Business Server (hereafter, 
Windows server) as well as a BES, at the CLINTON residence in 
Chappaqua, New York. PAGLIANO built the server from equipment used in 
HILLARY CLINTON'S campaign for the democratic nomination to run for 
President of the United States. COOPER did not know where PAGLIANO 
built the server, but knew it was in place and running at the 
Chappaqua residence in or around March 2009. COOPER was aware that 
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PAGLIANO set-up firewalls, spam filters and possibly Cisco Adaptive 
Security Appliance (ASA) software, but only PAGLIANO would know the 
configuration of the set-up. PAGLIANO managed the porting of users 
from the Apple server to the Windows server, as well as handled all 
software upgrades and general maintenance. COOPER believed there was a 
back-up drive as part of the Windows server and wasn't aware of any 
additional back-ups, although he recalled many boxes around the 
Windows server and reiterated PAGLIANO would know the exact 
configuration. Concerning the various avenues of connectivity to the 
server for user devices, COOPER referred Agents to PAGLIANO. 
Cablevision provided internet service to the CLINTON residence in 
Chappaqua, and that internet service was used to connect the Windows 
server. COOPER believed no outside spam service provider was retained 
for the Windows server. COOPER believed in instances where the Windows 
server went down, like in the event of a power outage, emails were re­
directed to a gmail account as a back-up. COOPER was aware of two (2) 
power outages, based on storms or natural disasters, occurring during 
the lifecycle of the Windows server, but was not aware of any specific 
users or corresponding gmail accounts that had email forwarded. 

COOPER was granted administrator rights, along with 
PAGLIANO, to the Windows server and described his role as the customer 
service face. As part of this role, COOPER could add a user or reset a 
password. COOPER also continued in his role of acquisition or 
purchasing for the CLINTONs, and this extended to server related 
items. For instance, COOPER recalled using both Network Solutions and 
GoDaddy to register domains, but would only have used these companies 
because he was directed to, either by Apple or PAGLIANO. COOPER read 
in the press about the Windows server being associated with a company 
called Perfect Privacy, and would not be surprised if it was accurate, 
but had no specific memory of using the company. COOPER registered a 
Secure Socket Layer (SSL) at PAGLIANO's direction and recalled it 
being used for more security when users accessed their email from 
various computers, and eventually, iOS devices. Additionally, COOPER 
vaguely recalled the Windows server using a Microsoft software product 
called Forefront. 
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COOPER stated there was no official security policy given to 

users of the Windows server. Generally, when users received 
suspicious emails and forwarded them to COOPER, he would forward them 
to PAGLIANO. As an administrator of the Windows server, COOPER would 
get emails indicating brute force attacks (BFA). COOPER would also 
forward those to PAGLIANO and recalled PAGLIANO installing Internet 
Protocol (IP) blocking software in an attempt to thwart the BFA. On at 
least two (2) occasions, COOPER remembers making! ! Special 
Agent in Charge, United States Secret Service, aware of suspicious 
email received on the Windows server. 

COOPER recalled conversations between CHERYL MILLS and BRYAN 
PAGLIANO in or about June 2013 pertaining to the decommissioning of 
the Windows server and the next phase of communication infrastructure 
for HILLARY CLINTON, after her tenure as Secretary of State in 2013. 
Although COOPER wasn't involved and doesn't recall how they were 
selected, PLATTE RIVER NETWORKS (PRN) was chosen to maintain a server 
for the CLINTONs. COOPER did recall some communication with PRN 
regarding the transfer of user names and accounts from the Windows 
server to PRN. An individual employed by PRN named! !Last Name 
Unknown (LNU) was granted administrator rights on the Windows server 
in order to effect the transition to PRN's control. At this point, 
Interviewing Agents displayed a document to COOPER identifying 
administrator accounts on the Windows server. COOPER identified the 
administrator account 1 !' as most likely being the user name 
for! I LNU from PRN. In or around July 2013, COOPER received 
instructions for his email account that indicated PRN was in control 
of the Windows server email data. Due to COOPER's transition in 
employment, his email account was off the server in or around November 
2013. COOPER does not know when the Windows server was shut down and 
how or where it was transported. 

COOPER had no knowledge of the process HILLARY CLINTON 
undertook when acquiring her emails from the clintonemail.com domain 
and providing them to the Department of State as part of a Freedom of 
Information Act (FOIA) request. COOPER speculated that PRN was 
involved in the acquisition of the entire content of her account and 
DAVID KENDALL was consulted when determining which specific emails 
would be turned over. 
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COOPER believed the Windows server had three domains: 

wjcoffice.com, presidentclinton.com and clintonemail.com. To the best 
of COOPER's memor, he recalled 

.._ __ _. having email accounts using the domain presidentclinton.com or 
wjcoffice_com, as part of their work for BILL CLINTON_ COOPER believed 
HILLARY CLINTON,! I and HUMA ABEDIN had email accounts 
under the domain clintonemail.com as part of their association or work 
for HILLARY CLINTON. COOPER believed the Windows server was used 
exclusively for the exchange of email. 

COOPER has never stored or transmitted classified 
information over an unclassified network and was unaware of any 
discussions regarding the transmittal of classified information on an 
unclassified network by others. 

Notes of this interview, as well as the document displayed 
to COOPER, will be maintained in a FD-340 envelope and filed with the 
captioned investigation. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion O-l/0-WO I(, 

_____j1J//FOUO) On March 2, 2016, JUSTIN GREGORY COOPER, date ofbirth (DOB)! I 
c===J and social security account number SSAN was interviewed b Federal Bureau 
of Investigation <FBI} Special Agents SA and at the Jaw 
offices orl !located at Washin rton DC 20006. Also 

resent for the interview wer attorneys and 
1--------.l as well as U.S. Department of Justice attorneys and 
..._ ____ __, After being advised of the identity of the interviewing Agents, and the nature of the 
interview, COOPER provided the following information: 

(U//FOUO) After reviewing an email referencing a new laptop for HILLARY CLINTON, 
COOPER recalled a Macbook Air purchased for CLINTON in the 2008 timeframe, but did not believe 
she ever used it. He did not recall the backup dril!l: a:(ea:a,i:d ill the cwail I~c Maf,ook was likely 
purchased with a credit card because COOPERI to CLINTON' s 
accounts and, therefore, had credit cards! COOPER was not 
involved in the setup of the Macbook, but believed it was setup to access CLINTON' s email. The intent 
was for CLINTON to use the Macbook in addition to her BlackBerry. In addition to COOPER, HUMA 
ABEDINJ I and, later, MONICA HANLEY frequently assisted CLINTON with 
setting up any new technology devices. 

(U//FOUO) COOPER was aware CLINTON had Sensitive Compartmented Information Facilities 
(SCIFs) in both her New York residence as well as her residence in the District of Columbia (DC). The 
SCIF at the DC residence! I COOPER knew CLINTON to have access to the SCIF 
and knew ABED IN was frequently there, but did not know if ABED IN could access the SCIF when it 
was secured. COOPER did not have the combination to open the SCIF. The SCIF doors at both 
residences were not always secured, including times when CLINTON was not at the residences. When 
CLINTON became the Secretary of State, COOPER assisted the team from the United States Department 
of State (State) with questions regarding the communications infrastructure at the New York residence. 
Both residences had safes, home computers, secure Cisco phones, secure and non-secure fax, and secure 
video capabilities inside of the SCIF. COOPER was unaware of who would receive secure faxes when 
they were transmitted. The only individual at either residence COOPER believed to have a clearance was 
possibly! !as a result of his time in the military. 
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(U//FOUO) Leading up to the installation of the Apple Server, COOPER, for several reasons, 
identified a need to setup a private email server located at the CLINTON residence. Those reasons 
included: 

• segregating different aspects of WILLIAM CLINTON' s post-presidency activities 

• se aratin 1 olitics from the work of the Clinton Foundation 

• 
President CLINTON' s office and might attempt to gain physical access to the server if it 
was located in the office 

• An outside vendor might not report a hack attempt 

(U//ret:JE>) After a series of phone calls with Apple, COOPER contracted with Apple Business 
Services to setup a server, hereafter Apple Server, for handling email for a small number of users working 
in the office of President CLINTON. COOPER did not recall how he paid for the Apple Server, but he 
likely used a credit card. Apple installed the Apple Server in the basement of the New York residence, 
however, COOPER did not recall if he was present for the setup. The CLINTON family and the staff at 
the New York residence were the only individuals with physical access to the Apple Server. The Apple 
Server design included a backup to an internal RAID drive. Apple assisted COOPER with the setup of 
the wjcoffice domain on the Apple Server, but Apple did not have ongoing access to the Apple Server or 
its contents. COOPER was the only one with administrative access to the Apple Server initially~ later, 
BRYAN PAGLIANO was given access to effect the transfer of data on the Apple Server to a Microsoft 
Exchange server, hereafter Exchange Server. COOPER did not assist in exporting any of the data or files 
to the Exchange Server, nor did he create any archives of c!intonemail.com data. The decision was made 
to move to the Exchange Server because the Apple Server did not keep up with changing developments in 
technology and, eventually, users experienced problems with email delivery on their BlackBerry devices. 

(U//FOUO) COOPER believed HILLARY CLINTON had an email account on the Apple server; 
however, ABEDIN did not have an account. CLINTON either came up with or approved the username 
HDR22 for her email address. 

(U//fi'OUO) After reviewing an email fragment referencing a potential hack of the Apple Server, 
COOPER stated he could not recall any details and did not believe the hack was ever confirmed. 

(U//FOUO) CLINTON obtained a new BlackBerry device whenever she had an issue with her 
device, such as a trackball failure, cracked screen, or the device was too heavy. When one of these issues 
occurred, whoever was working in close proximity to CLINTON would obtain a new device for her. 
COOPER believed HANLEY,! ! and ho be the individuals who procured new devices 
for CLINTON. He did not recall obtaining devices on eBay or similar outlets. COOPER sometimes 
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assisted others with completing the switch to a new device by leading them through the process of 
backing up data from the old device and transferring it to the new device. After these steps were 
complete, COOPER would activate the new device on the Apple Server or, later, the Exchange Server. 
The two BlackBerry backups previously provided to the FBI by COOPER were likely from situations 
where COOPER directly handled the transition between devices. In these cases, COOPER destroyed the 
old devices by breaking them in half or hitting them with a hammer. 

(U//FOUO) After reviewing an email referencing the replacement of CLINTON and ABED IN' s 
SIM cards, COOPER stated he did not recall a process whereby users would reb,ularly switch SIM cards 
in their mobile devices, nor did he recall why CLINTON and ABEDIN received new SIM cards in the 
specific situation referenced in the email. 

(U//FOUO) After reviewing an email dated May 30, 2009, COOPER stated he could not recall 
any details regarding a new BlackBerry for CLINTON in that timeframe. 

(U//FOUO) After reviewing an email regarding new security policies, COOPER stated Research 
in Motion (RIM), provided new tools on a reb,ular basis to increase the security of Black Berry devices. 
Typically, when a user switched to a new device, COOPER would implement an updated security policy 
on the device. As an example of a feature he would add to a security policy, COOPER stated he required 
users to enter a more complex password. Users on older devices would have the old security policy. 

{J T//FQJb) The iPads used by CLINTON were for reviewing email and other content. COOPER 
stated !dvocated for CLINTON' s use of an iPad. Regarding specific iPads, COOPER recalled 
an iPad mini and at least one iPad having a cellular data connection in addition to a wireless network 
connection. COOPER never set up any of the iPads and, therefore, had no information on Apple IDs, 
iCloud accounts, or device passwords. One of the iPads locked out CLINTON' s email account on one of 
the servers when it attempted to connect using an old password. COOPER could not recall on which 
server this event occurred. 

(U//FOUO) After reviewin 1 an email dated July 26, 2010, with the subject line "Re: CC for 
hPad," COOPER confirmed urchased an iPad for CLINTON on or about that date. 

(U/,'FOUO) After reviewing a chart with the heading "202! !" COOPER stated he 
recognized the phone number as CLINTON' s second phone number. CLINTON usually carried a flip 
phone with her BlackBerry because it was more comfortable to talk on. Additionally, CLINTON could 
use her BlackBerry while talking on the flip phone. COOPER did not recognize any of the specific 
phones displayed in the chart. 

(U//FOUO) COOPER stated and he utilized Google 
hosting services for email when there was a problem with the Apple Server or Exchange Server. To 
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effect this change, COOPER would alter the settings on a user's device to check Google for new 
messages. COOPER could not recall if CLINTON or ABED IN utilized Google hosting services during 
Hurricane Sandy or other outages. If they had used Google, it would have been a team effort to set up 
their devices because COOPER was traveling at the time. 

(U//FOUO) After reviewing emails regarding the transfer of an archive of HILLARY 
CLINTON' s emails, COOPER stated he did not recall providing a laptop to HANLEY for this purpose, 
but it was conceivable he could have repurposed a laptop from President CLINTON' s office and assisted 
in the transfer of the email files. COOPER did not recall a USB flash drive containing the email files. He 
also did not recall HANLEY returning the laptop in early 2014; however, he became a consultant to 
President CLINTON in the fall of 2013 and was no longer involved in day-to-day business by 2014. 

(U//fOUO) COOPER had minimal contact with Platte River Networks (PRN). He recalled one 
interaction wit~ !to pass along passwords, but did not have any other involvement 
with PRN. COOPER did not have an email account with President CLINTON' s office after he became a 
consultant. 

(U//FOUO) COOPER had no knowledge of Freedom oflnformation Act production or the cull 
down process, as it related to CLINTON' s emails from her time as Secretary of State. 

(U//FOUO) Notes of this interview, as well as the documents displayed to COOPER, are 
maintained in a FD-340 envelope and filed with the captioned investigation. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 0<,!2-l/20 I<, 

On June 21 2016, JUSTIN GREGORY COOPER, date of 
birth and social security account number 
(SSAN) was interviewed telephpnically by Federal Bureau 
of Investi ation FBI) Special Agents (SA)L ! and 

Also on the yall for the interview were 
~~~~~~~~~~sl Jand! I as well as attorney 

u_s_ Department of Justice_ After being advised of 
the identity of the interviewing Agents, and the nature of the 
interview, COOPER provided the following information: 

(U//FOUO) COOPER recalled a personally-owned iMac computer 
in the Sensitive Compartmented Information Facility (SCIF) of both the 
Washington, DC and Chappaqua, NY residence of HILLARY CLINTON_ Despite 
not knowing the exact model, COOPER described them as being identical 
models with a one inch thick monitor. 

(U//-fleee) COOPER stated an Apple server was set-up for email 
exchange for aides working for former President WILLIAM CLINTON. 
COOPER did not recall a specific person deciding to set-up the server, 
but more a consensus among aides_ 

(U//~) In or around December 2008, COOPER recalled having 
conversations with HUMA ABEDIN pertaining to HILLARY CLINTON moving 
away from an AT&T provided email account and establishing an email 
domain on the Apple server. COOPER and ABEDIN discussed a covert email 
domain versus a domain including the CLINTON name_ ABEDIN "blessed 
off" on the @clintonemail domain name and COOPER registered the domain 
in January 2009. COOPER could not recall who created the handle of 
HILLARY CLINTON' s email account hdx2?@cJ_in.t_cn~!n.-:.a_iJ._._c::mt, but thought 
she typically approved her email account names. COOPER did not know if 
anyone else had HILLARY CLINTON'S email account password, but stated 
if anyone would, it would be ABEDIN_ 

Im estigation on 06/21/2016 at __ ...:.;Wu:a=sl=li1,..1g....,to=11._.D"'"C,.__ ____________________ _ 
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(U//~) COOPER did not have a specific memory of 
registering HILLARY CLINTON's email domain and setting up her 
clintonemail.com account on the Apple server. Most likely, COOPER 
believed he registered the domain, and added HILLARY CLINTON'S email 
account to the Apple server, because he could think of no one else 
that would have performed that task. COOPER stated he most likely 
initially set HILLARY CLINTON'S hcir.?2(~c.1J.ntc,nem.3LL.CGIT: account to 
forward to her BlackBerry. When HILLARY CLINTON would reply from her 
BlackBerry, her email address would represent as 
hd.r:22yc:Lintc 1r1t=:rn,.d_l_._(:()!ll. With that configuration, HILLARY CLINTON' s 
incoming email content would have resided on the Apple server for a 
period of time, but not her sent messages. Again, COOPER stated this 
was "all a blur" to him and he was relaying the most likely scenario. 

(U//fleee) In early 2009, COOPER recalled conversations with 
ABEDIN regarding moving to another email server system, but could not 
recall specifics. COOPER recalled ABEDIN knew BRYAN PAGLIANO from his 
work on CLINTON's 2008 presidential campaign and held him in high 
regard. PAGLIANO began building a new email server system in early 
2009. PAGLIANO had to have been given access to the Apple server in 
order to migrate email accounts and content to the new server he 
built. COOPER did not recall giving PAGLIANO administrator access to 
the Apple Server. 

COOPER did not specifically recall acquiring an 
Apple computer for HILLARY CLINTON to use in April 2009. In general, 
COOPER recalled multiple attempts to get CLINTON to use Apple 
products. 

(U//POUO) Around January 2011, COOPER recalled receiving 
numerous alerts in his email indicating email account users of 
PAGLIANO's server were entering the wrong log-in credentials. PAGLIANO 
had set-up the server so that COOPER would receive failed log-in 
notifications. COOPER thought this to be a brute force attack on the 
server and contacted PAGLIANO. COOPER recalled nothing else regarding 
this incident. 

(U//~) COOPER recalled HILLARY CLINTON'S email account 
was changed to h_ro-::iJ._7@cJ_int_cn~!n::.a_iJ._._c::mt after SIDNEY BLUMENTHAL's email 
account was hacked around March 2013. Although COOPER could not be 
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certain, COOPER thought he could have been the one to change the email 
address for CLINTON. 

(U//t-etJe) COOPER thought PAGLIANO had disabled the built-in 
Administrator account on the server PAGLIANO built. COOPER had his own 
system administrator account on PAGLIANO's server. 

(U//¥eee) In order for Platte River Networks (PRN) to be~ 
administering an email server for the CLINTONs, PAGLIANO gaveL___J 
I !access to PAGLIANO's server. COOPER was unsure when this took 
place, but thought it was in May or June of 2013. COOPER did not know 
if! !removed COOPER'S administrator account. 

(U//~) COOPER could not recall when he last logged into 
PAGLIANO's server. COOPER did not know what "IP scanning tools" were. 

(U//~) In the spring of 2013, COOPER recalled giving MONICA 
HANLEY a MacBook laptop and walking her through downloading CLINTON's 
email from the PAGLIANO server to the MacBook. COOPER did not recall a 
specific purpose for this other than maintaining a back-up copy of 
CLINTON's email. COOPER was unaware of a USB Flash Drive containing 
CLINTON'S email. COOPER was unaware of the location of the MacBook 
containing CLINTON's email. 

(U//~) COOPER stated~l~~~~~-!did not have access to the 
Apple server in anyway. 

(U//~) Notes of this interview will be maintained in a FD340 
envelope and filed with the captioned investigation. 
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(U//fi'OUO) On February 19, 2016, ERIC J. BOSWELL DOB was interviewed by 
Federal Bureau of Investi 1ation FBI S ecial Aoents at the law 
offices o Washin 611on DC. Also 
present for the interview was BOSWELL' s attorney After being advised of the identities 
of the interviewing agents, and the purpose of the interview, BOSWELL provided the following 
information: 

(U//FOUO) BOSWELL served as the United States Assistant Secretary for State for Diplomatic 
Security (DS) from June 2008 until December 2012, however, BOSWELL did not resign from DoS until 
the Fall of 2013. Following his resignation from Department of State (DoS), BOSWELL went into 
"When Actually Employed" (WAE) status with DoS, which essentially means he still works for and is 
paid by DoS on an as needed basis. 

(U//fOUO) As the Assistant Secretary of State for Diplomatic Security, BOSWELL was 
responsible for overseeing the security of DoS communications, personnel, and programs. 

(U/fFOUO) BOSWELL did not directly oversee the security of the Executive Secretariat, to 
include former Secretary of State HILLARY R. CLINTON. A Security Officer who reported further 
down in BOSWELL' s chain of command had direct oversight over the Executive Secretariat on the 
seventh floor offices commonly referred to as "Mahogany Row." BOSWELL could not recall the names 
of any of the Security Officers who were assigned to Mahogany Row during his tenure. 

(U//FOUO) BOSWELL had no knowledge CLINTON was using a personal email, nor that she 
was operating said email off of a personal server while she was Secretary of State. He first learned of the 
private server and personal email use when it was reported in the Press. BOSWELL further stated he 
found former Secretary CLINTON to be "very responsive to security issues." 

(U//FOUO? Agents asked BOSWELL to review a redacted memo titled "Use of Blackberries in 
Mahogany Row." The memo was redacted by DoS in response to a Freedom of Information Act (FOIA) 
inquiry. After reviewing the memo, BOSWELL stated the memo was drafted early in the Administration, 
and shortly after CLINTON began her tenure at DoS. 
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(U//FOUO) BOSWELL recalled CLINTON' s DoS executive staff initially inquiring about the 
possibility of acquiring Blackberries that could be configured for classified material. BOSWELL, tasked 
his staff to research the request and possibilities. BOSWELL staff notified him that such a 
device/confib>uration was not possible, which was relayed to CLINTON' s executive team via the memo. 

(U//FOUO) Furthermore, BOSWELL stated that he recalled there was general concern around the 
same time regarding the possibility that CLINTON' s staff might use their Blackberries on Mahogany 
Row, which is a Sensitive Compartmented Information Facility (SCIF). According to BOSWELL there 
was no specific instance or report that any specific person/people were using Blackberries on Mahogany 
Row at the time. However, there was some general concern within DoS security personnel that 
CLINTON' s executive staff may try to use their Blackberries in the SCIF as they were almost all brought 
on to DoS from CLINTON' s campaign team, and thus were very accustom to using their Blackberries. 
Although BOSWELL could not recall a specific report of the use of Blackberries on Mahogany Row, he 
stated that "they were told to stop (using their Blackberries in the SCIF) and they did." DS never 
sanctioned the use of Blackberries on Mahogany Row. 

(U//FOUO) Agents also asked BOSWELL to review a redacted email dated 1/24/2009 with the 
subject line "Series of questions." The email exchange, which BOSWELL was not copied on, related to 
the set up of a "stand-alone separate network PC" for CLINTON. In response, BOSWELL stated the 
email was written three days after CLINTON began her tenure as Secretary of State. LEWIS "Lou" 
LUKINS who was included in the referenced email exchange, was the former Chief Administrative 
Officer of the Executive Secretariat. BOSWELL explained that a "stand alone" work station does not 
necessarily mean a workstation that was not connected to the DoS network, and it just referred to a 
normal computer workstation. BOSWELL was unsure if CLINTON ever used a workstation at DoS, and 
did not recall ever seeing a workstation in her office. 

(U//FOUOJ A copy of the original interview notes and the referenced memo are attached in a IA 
envelope. 
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(U//FOUO) On June 15, 2016, LEWIS LUKENS, Date of Birth! !w .... a,...s ___ _ 
~wed by Federal Bureau of Investigation (FBI) Special Agents! !andl I 
L___Jat his residence, I I San Francisco, CA. After being advised of the identities of 
the interviewing agents, and the purpose of the interview, LUKENS provided the following infonnation: 

(U//FOUO) LUKENS is currently the Diplomat in Residence for the Pacific Northwest region of 
the US, for the US Department of State (DOS). LUKENS, a career DOS employee, was most recently the 
US Ambassador to Senegal, before which he was the Deputy Assistant Secretary of State for the 
Executive Secretariat. As the Deputy Assistant Secretary, from the summer of2008 until June of 2011, 
LUKENS reported to the Executive Secretariat, who was initially DAN SMITH until he was succeeded 
by STEPHEN MULL. LUKENS was responsible for providing operational and logistical support to 
approximately 800 individuals at the DOS, which included the Secretary of State, senior leadership and 
their staff. LUKENS responsibilities were broken into five main areas: Human Resources, Budget, 
General Services, Diplomatic Security (DS), and Information Resource Management (S/ES - IRM). 

(U//FOUO) S/ES - IRM was responsible for ensuring that the senior leadership of DOS had the 
Infonnation Technology (IT) tools and systems they needed to do their jobs. The group was led by JOHN 
BENT EL and was comprised of approximately 25 to 30 individuals who were a mix of DOS personnel 
and contractors. LUKENS interacted with BENTEL on a daily basis. He described BENT AL as having 
"decent [technical] skills" despite not being a "tech b>uy" and added that he was more technically 
proficient than LUKENS was. LUKENS was not aware of the statements that had been attributed to 
BENTEL in the recent OIG report, but thought they were out of character for BENTEL. 

(U//FOUO) LUKENS worked with CHERYL MILLS and HUMA ABEDIN before and during 
HILLARY CLINTON' s transition to DOS to coordinate CLINTON' s office space and human resource 
needs. LUKENS explained that the previous Secretary only had one Deputy Secretary but CLINTON 
planned to have two Deputies, so LUKENS had to reorganize the offices on the i 11 floor to accommodate 
the second Deputy. LUKENS worked with DAN SMITH and Under Secretary PATRICK KENNEDY at 
DOS to ensure that CLINTON' s needs were met during the transition. LUKENS stated there was not a 
computer in CLINTON' s office at DOS because CONDOLEEZZA RICE did not have one, and one was 
not installed for CLINTON. 

(U//FOUO) LUKENS and representatives from DS and S/ES-IRM visited CLINTON' s residence 
in Washington, DC during the transition to assess what equipment was present and what needed to be 

Im cstigation on 6/15/20 I<, at ----'S=a=11.:..F1=-a=nc=is=co'"'". =CA:....:..-----------------
File# -lL ____ ..J!:i ...... o=-2 _______ Date dictated ___ K ___ "/ ___ A ______________ _ 

I3y .s.ti._ _____ _.µeJ,_ ___ __Ji------------------

This documcnl conlains neither recommendations nor conclusions of the FBI. It is the propc!ly of the FBI and is lmmcd to your agency: it 
and its contents arc not to be distributed 0111side your agency. 

b6 
b7C 

b3 
b7E 

b6 
b7C 



FD-.102a (Re,. I0-(,-95) 

Continuation ofFD-302 of_----'l=n=tc"-'-1Y=ic=w-=-o"--'fL=c=w=is-=L=uk=c=ns,__ ____ . On 6/15/2016. Page ---'2"'----

installed. LUKENS provided that both secure and unsecure telephone and facsimile systems were 
installed at the residence. LUKENS did not recall if there was a computer in the ,'ashjngton resjdence 
LUKENS did not visit CLINTON' s residence in Chappaqua, NY and instead sent{_ I I in his place. LUKENS was not aware of what equipment w._a_s_i-ns-t-al-le-d-in ___ _. 

Chappaqua. LUKENS stated that the DS representative for these visits was mostly likel~ 
who was later replaced by! !in the summer of 2009. ..._ ___ __, 

(U//FeHe) LUKENS was shown an email with the subject "State Department Telephone Services 
at Secretary Clinton's Residence" that was sent from! ~o LUKENS and ABED IN on 
January 27, 2009. After reviewing the email, LUKENS explained that "IST/Red Switch" refers to the 
direct phones to the White House, "Business Lines" refers to unclassified phone lines, and "Ops 
Dedicated Drop" refers to a phone line that connected directly to the DOS operations center. LUKENS 
was not sure what "CMS VoIP" referred to but thought it was related to DOS Crisis Management 
Support. LUKENS noted that equipment was installed both in a SCIF and in an office area located near 

I I LUKENS stated that he oversaw the installation of the telephone lines in a very 
broad sense but the actual work was very technical and beyond his expertise. 

(U//FOUO)L,,.,,,... __ ~-,___,-------------------___J 
equipment. LUKENS escn e s II ea e but note that e of en mteracte direct y wtth 
CLINTON' s staff and did not always keep his chain of command informed of requests from, and work 
begin done for, CLINTON and her team. 

(U//FOUO) LUKENS was shown an email with the subject "Secretary Residential Installation 
Hotwash" that was sent fromOo BENTELJ I and! !on March 
I 7, 2009. LUKENS was not immediately familiar with the email or the attachment but believed that 
"Server: Basement Telephone Closet" referred to a telephone server. LUKENS noted the installation 
processes was unique because there was pre-existing equipment in the residences that had previously been 
installed for President WILLIAM CLINTON. 

(U//-fOUO) LUKENS was not aware that CLINTON was using a private email server until it was 
released in the papers. Upon learning about the server, LUKENS had some general concerns about how 
the server had been protected from hackers. LUKENS did not know if the setup was a violation of any 
existing DOS policy at that time. LUKENS never had any conversations with CLINTON' s staff or other 
department officials about the server. 

(U//.fOUO) LUKENS was shown an email with the subject "HRC blackberry" that was sent from 
MONICA HANLEY to ABEDIN on August 30, 2011. After reviewing the email, LUKENS provided that 
he was unaware of the email and that BENTEL never relayed any information to him about the server or 
it being nonfunctional. 

(U//FOUO) LUKENS was shown an email with the subject "S Communications" that was sent 
from ABED IN to MULL on Au6,ust 30, 201 I. LUKENS was familiar with the email and provided the 
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context that the technology at DOS was not very user friendly and that matters were further complicated 
because CLINTON was not very technology savvy and had little patience for technology issues. 

(U//FOUO) LUKENS was shown an email with the subject "Re: Series of questions" that he sent 
to KENNEDY on January 24, 2009. LUKENS was familiar with the email and explained that CLINTON 
could not have her Black Berry in the SCIF so his idea was to set up a living room area outside of the 
SCIF where CLINTON could check her emails on her BlackBerry. CLINTON did not have a computer in 
her office and did not want one because she preferred to use her BlackBerry for checking her emails. 
While DOS users can check personal email accounts via the unclassified DOS computer systems the 
proposed 'stand alone' system would have streamlined the process for CLINTON and would have been 
similar to the setup used by former Secretary of State COLIN POWELL. 

(U//FOUO) LUKENS was aware that no DOS email account was assigned to CLINTON, aside 
from a generic account that was used for sending mass emails to DOS employees on behalf of the 
Secretary. LUKENS was not aware that CLINTON was using a personal email for official business. He 
was told by MILLS that CLINTON was using her personal account to keep in touch with friends and 
family. LUKENS did not email with CLINTON directly and typically communicated with ABEDIN, who 
he described as CLINTON' s gatekeeper. 

(U//r'OUO) LUKENS was shown an email with the subject "Re: E-mail test" that was sent from 
HUMA to "H" on February 27, 2010. LUKENS was unaware of the issues discussed in the email 
exchange at that time, but he had since seen the email exchange. LUKENS stated that ... ! _____ __. 
I !who worked in BENTEL' s group. 

(U//FOUO) LUKENS was shown an email with the subject "Re: S berry" that was sent from 
HANLEY to ABEDIN on August 30,201 I. After reviewing the email LUKENS provided that he had not 
seen the email before and did not know the circumstances in which it was sent. LUKENS did not know 
why BENTEL made the statement regarding FOIA searches in the email. 

(U//FOUO) LUKENS had heard of the State Messaging and Archive Retrieval Toolset (SMART) 
but was not aware of any specifics about the program. LUKENS believed that SMART had been rolled 
out to all departments at DOS and was not aware that it wasn't used by S/ES - IRM. 

(U//FOUO) Once CLINTON' s transition to DOS was completed LUKENS' primary responsibility 
became coordinating the travel logistics for CLINTON and her team. This included handling matters 
related to passports, customs/ immigration requirements, baggage, and hotel arrangements. LUKENS 
travel on all of the trips with CLINTON. 

(U//FOUO) LUKENS was shown an email with the subject "Communications Guidance for 
Moscow" the he sent to several individuals on CLINTON' s staff on March 15, 2010. LUKENS did not 
recall receiving country specific threat briefs prior to each trip. However, LUKENS recounted that on one 
trip to Russia they received guidance from the Embassy that they should leave their phones on the plane. 
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However, this conflicted with the guidance from DS so they ultimately elected to take their phones off of 
the plane. LUKENS explained that the one.state.gov system referenced in the email was used for 
accessing the DOS OpenNet system remotely using a user specific pin and token. 

(U//FOUO) A copy of the original interview notes and referenced documents are attached in a I A 
envelope. 
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(U//FOUO) On April 5, 2016, HUMA ABEDIN DOB! !was inte1iewed by Federal 
Bureau of Investigation (FBI) S~ecial Agents! !andl !at the FBI 
Washinb>ton Field Office, 601 411 Street NW, Washinb>ton DC. Present for the interview was ABEDIN' s 
counsel, MIGUEL RODRIGUEZ, Partner at Bryan Cave LLP, KAREN DUNN, Partner at Boies, Schiller 
& Flexner LLP and! I Associate at Boies. Schiller & Flexner LLP. Also present 
was FBI Section Chief Peter Strzok, as well a~ I Assistant U.S. Attorney - Eastern 
District of Virginia, and David LaufmanJ !an~ !from the Department of 
Justice (DoJ Counterintelligence and Export Control Section. Prior to the interview RODRIGUEZ, 
DUNN and agreed to sign a non-disclosure agreement in anticipation of viewing classified 
documents during the interview. After being advised of the identities of the interviewing agents, and the 
purpose of the interview ABEDIN provided the following information: 

(U//FOUO) ABEDIN first met HILLARY R. CLINTON in 1996 when she was an intern in the 
Office of the First Lady. She then worked on CLINTON' s Senate campaign and her 2008 Presidential 
campaign, as the traveling Chief of Staff. When CLINTON became the Secretary of State, at the 
Department of State (DoS), ABED IN became her Deputy Chief of Staff for Operations where she was 
primarily responsible for coordinating logistics for CLINTON. ABED IN worked with JAKE 
SULLIVAN, CHERYL MILLS, JOE MACMANUS, as well as three Special Assistants, a Scheduler, and 
a Personal Assistant while she was in the Office of the Secretary. 

Transition to Department of State 

(U//FOUO) ABED IN and CLINTON met with DoS on a few occasions prior to CLINTON being 
sworn into office to discuss her transition. During these instances CLINTON and ABED IN met with 
Secretary Rice and her staff to discuss the logistics of the transition. ABEDIN worked with PATRICK 
KENNEDY and MILLS to fi11 the available spots on CLINTON' s staff. ABED IN was directly 
responsible for identifying and interviewing individuals for the roles of Personal Assistant, Scheduler and 
Personal Correspondent. 

(U//FOUO) ABED IN provided that KENNEDY was their main point of contact for setting up 
CLINTON' s office and that LEWIS LUKENS, MACMANUS and! 1",ere responsible for 
coordinating the technical aspects of the transition. ABED IN did not know that CLINTON had a private 
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server until about a year and a half ago when it became public knowledge and did not recall any 
discussion about it during the transition. ABEDIN did not recall any discussions during the transition 
about whether using a private email account for DoS business was permissible. However, she did recall 
that they were advised that they could not have personal emails linked to a DoS device. As a result 
CLINTON elected to use a personal device only because she did not want to carry two devices. 

(U//FOUO) ABED IN had never held a security clearance prior to working at DoS. She received a 
Top Secret security clearance at DoS but did not remember being read into any Special Access Programs 
(SAPs) or compartments. When ABEDIN was on boarded at DoS she received a security briefing that 
detailed the different levels of classified information and the proper handling procedures. ABED IN did 
not recall ever receiving any training on the preservation of federal records but noted that she took a Jot of 
training courses when she on boarded so she may have had training on the topic. ABED IN provided that 
she was not an Original Classification Authority (OCA) at DoS. 

ABEDIN's Devices and Communication Practices 

(U//FOUO) ABED IN' s office was located in a Sensitive Compartmented Information Facility 
(SCIF) at DoS. At her desk she had both an unclassified and classified computer system. ABEDIN was 
not sure if the classified computer system was a Secret or Top Secret (TS) system, and she was unfamiliar 
with the term JWICS. ABED IN did not receive any formal guidance on what system she should use for 
the different aspects of her work. She did the majority of her work on the unclassified system and would 
often go several days, or weeks, at a time without logging into her classified system. She would only use 
the classified system if she was notified that somebody had sent her a message on that system. In addition 
to the computer systems, ABED IN had an open line phone and a yellow TS Cisco phone that she typically 
used for talking with the National Security Council. 

(U//FOUO) ABEDIN provided that she was issued an official DoS email account, 
abedinh@state.gov, which she used for DoS related work. She also had an email account that was 
provided by CLINTON, huma@clintonemail.com, which she used for matters related to CLINTON' s 
personal affairs and to communicate with CLINTON' s personal staff and friends. ABED IN also had a 
personal Yahoo email accound I ABED IN could access her clintonemail.com 
account and her Yahoo account via the internet on the unclassified DoS computer system. She would use 
these accounts if her DoS account was down or if she needed to print an email or document. ABED IN 
further explained that it was difficult to print from the DoS system so she routinely forwarded emails to 
her non-DoS accounts so she could more easily print. ABED IN also had another email account that she 
had previously used to support her husband's campaign activities,! ! 

(U//FOUO) ABED IN had no knowledge of her accounts ever being targeted by hackers and was 
not aware of any intrusion attempts. ABED IN recalled that some people at DoS had issues with their 
Gmail accounts but she never had a Gmail account. 
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(U//fOUO) ABED IN was shown an email dated September I, 201 I, with the subject "Fwd: 
Cal1s", which she forwarded from her huma@clintonemail.com account to her DoS email account. 
ABED IN did not reca11 the specific email or why she would have forwarded it. However, she noted that 
based on the date stamp she knew that she was not in the office when it occurred. 

(U//fi'OUO) ABED IN was shown an email dated October 4, 2009, with the subject "Fwd: U.S. 
interest in Pak Paper 10-04", which ABEDIN received from! !and then forwarded to her 
Yahoo email account. ABEDIN was not familiar with the document but was not surprised that she 
forwarded it to her Yahoo account. She explained that she routinely forwarded emails from her state.gov 
account to either her clintonemail.com or her yahoo.com account so that she could print them. ABED IN 
stated that she would typica11y print the documents without reading them. At the time of the email, 
I !worked for RICHARD HOLBROOKE who was the Special Representative for Afghanistan and 
Pakistan (SRAP). ABED IN was unaware of the classification of the document and stated that she did not 
make judgments on the classification of material that she received. Instead, she relied on the sender to 
make that assessment and to properly mark and transmit the document. 

(U//FeUO) ABEDIN was shown an email chain dated August 16, 2010, with the subject "Re: 
your yahoo acct". AB EDIN did not recal1 the email and provided that despite the content of the email she 
was not sure that her email account had ever been compromised. She further provided that the! I 
referenced in the email referred to! !an older campaign volunteer in Westchester, NY. 

(U//FOUO) ABED IN was provided with a DoS Blackberry and believed that all of CLINTON' s 
top aides at DoS were issued Blackberries as well. The team would sometime use secure ce11 phones when 
they were traveling but they were not used on every trip. Secure phones were only used when traveling in 
hostile operational environments. The secure phones were maintained by Diplomatic Security (DS) and 
would be provided to the team byD ABED IN provided that DS routinely provided country specific 
security briefings prior to international trips. During these briefings the team would receive instructions 
on how to handle their communications once in country. For example the team might be told to leave their 
phones on the plane or to take the batteries out of their phones. ABED IN noted that the guidance changed 
based on the specific location and that it wasn't uncommon to receive different instructions on separate 
trips to a given country. For example, the communication plan for Moscow could be different than the 
plan in St. Petersburg. 

(U//FOUO) ABED IN was shown an email chain dated October 6, 2009, with the subject "IT 
security in Moscow" and an email chain dated October 12, 2009, with the subject "Re: Communications". 
ABED IN stated that the content of these emails was typical of the guidance that was provided by DS prior 
to a trip and that the instructions were closely followed by the traveling team. If CLINTON was not able 
to attend the DS briefing prior to the team's departure she would be briefed by DS on the plane. ABED IN 
stated that they used computers that were set up and controlled by the Mobile Communications Team to 
access their DoS and personal emails accounts when they were in Russia. 
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(U//fi'OUO) ABED IN did not recall any potential security issues occurring while the team was 
traveling overseas aside from one instance in Egypt. Prior to a meeting at President Mubarak's residence, 
the team was unexpectedly asked to leave their phones. ABED IN could not provide any more details on 
what had occurred but noted that DS was with the team and was aware of the incident. 

The Secretary's Devices and Practices 

(U//FOUO) CLINTON' s office at DoS was located in a SCIF on the seventh floor that was 
commonly referred to as Mahogany Row. Her office had an unclassified telephone and a TS Cisco phone 
for contacting other agencies. Initially, she also had a secure 'white phone' and a STE in her office but 
they were later removed. CLINTON did not have a computer in her office and conducted the majority of 
her work in person or on paper. ABED IN explained that CLINTON could not use a computer and that she 
primarily used her Blackberry or iPad for checking emails. If CLINTON needed to check her emails 
during the course of the day she would leave the SCIF to check her Blackberry, often going to the eighth 
floor balcony. CLINTON' s email address was not widely known but all of her senior staff had the address 
and would share it with other government officials if they needed it. ABED IN stated that CLINTON' s 
senior staff was not specifically instructed to filter her email but they understood what was relevant to 
CLINTON and would only share information with her as appropriate. 

(U//r'OUO) ABEDIN was shown an email chain dated September 30, 2010, with the subject "Re: 
HbJ on moratorium". After reviewing the email, ABEDIN could not recall the email exchange or the 
context of the email. ABED IN stated that, in general, she would be told by either CLINTON or the 
requesting party if the call needed to be secure or not. It would be unusual for ABED IN to read the 
content and then make her own judgment as to whether the call should be secure or not. ABEDIN stated 
that she was likely with CLINTON when she sent the email and she was relaying Juidance from 
CLINTON. ABEDIN provided tha1 !and! were assistants to 
CLINTON. 

(U//FOUO) ABED IN was shown an email chain dated August 30,201 I, with the subject "Re: S 
Communications". ABEDIN recalled the email exchange and provided that CLINTON was not issued a 
DoS Blackberry and that she only used her personal Blackberry because she did not want to carry 
multiple devices. The email exchange occurred when CLINTON was in the Hamptons and was having 
communication issues following Hurricane Irene. At that time, ABED IN felt that it did not make sense to 
temporarily issue CLINTON a DoS Blackberry because it would require significant effort to transfer all 
of her emails and contacts to a device that she would only use for a few days. ABED IN did not know 
what STEPHEN MULL meant when he wrote that the account could be set up to mask CLINTON' s 
identity. ABED IN' s counsel noted that a longer version of this email chain had been released via the 
FOIA process (DoS case F-2015-12685, document C05905671). 

(U//FOUO) ABED IN was shown a memorandum from DS regarding the use of Blackberries in 
Mahogany Row. ABEDIN recalled seeing the memorandum in the news recently but did not recall when 
it was originally released. ABEDIN stated that she did not need her Blackberry when she was in the SCIF 
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so she was not affected by the recommendations in the memorandum. ABED IN did not remember 
receiving a specific briefing from DS on Blackberry vulnerabilities but stated that it was possible that she 
received one because DS frequently briefed CLINTON' steam on security topics. 

(U//FOUO) CLINTON did not have a secure Blackberry and ABED IN did not know if secure 
Blackberries were even available at that time. ABEDIN stated that CLINTON had several different 
standard Blackberry phones during her tenure. It wasn't uncommon for CLINTON to use a new 
Blackberry for a few days and then immediately switch it out for an older version that she was more 
familiar with. The phones were typically purchased by somebody on her staff and would be activated by 
"whoever was around". ABEDIN recalled tha~ !and MONICA HANLEY helped to 
setup new Blackberries on different occasions. ABED IN did not know what was done with the old 
Blackberries after CLINTON transitioned to a new one. ABED IN was shown an email chain dated April 
I 5, 2009, with the subject "Re: Won't get to huma today". ABED IN did not recall why they were 
activating new SIM cards for CLINTON. ABED IN provided tha~ ![LAST NAME UNKNOWN] 
wa~ !President Clinton's office that may have worked for JUSTIN COOPER. 

(U//FOUO) ABEDIN confirmed that CLINTON' s Blackberry phone number was 212._! __ ___, 
She was not aware of CLINTON ever using a second cell phone and was not familiar with the phone 
number 2021 I [It is noted that a 202 area code was erroneously used when ABED IN was asked 
about the aforementioned telephone. The correct number is 212! I While ABEDIN noted that it 
would be odd for CLINTON to have a D.C. area code, she ultimately stated that no part of the number 
was familiar to her]. 

(U//FOUO) ABEDIN stated that CLINTON had at least one, or possibly two, iPads during her 
tenure. She believed that one of them might have been a gift. CLINTON used the iPad for reading news 
articles but ABEDIN rarely saw CLINTON carrying or using the iPad. CLINTON was trained on how to 
use the iPad by! !while they were on traveling on a plane. ABED IN stated that the iPad was 
briefly used to send and receive emails following Hurricane Irene when CLINTON' s other email systems 
were down. Although this was only intended as a temporary solution, this capability may have remained 
after CLINTON' s other systems were restored. ABED IN noted that she was in Europe when Irene struck 
and that HANLEY was responsible for handling the communication issues following the storm. ABED IN 
confirmed that CLINTON' s email was also down for an extended period of time following Hurricane 
Sandy. However, ABEDIN was in New York City, with her infant child, at the time and was not sure 
what efforts were taken to restore or establish temporary email for CLINTON. ABED IN was unaware of 
any email accounts, Apple IDs, or cloud storage accounts associated with the iPads. 

Email System During Tenure 

(U//FOUO) ABED IN contacted COOPER about getting a Blackberry for CLINTON while 
CLINTON was still in the Senate. CLINTON then used the Blackberry when she transitioned to DoS. At 
that time, her primary email address was hr! 5@att.blackberry.net. Shortly after CLINTON became the 
Secretary of State COOPER established the @clintonemail.com domain and CLINTON began using 
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hdr22@clintonemail.com as her primary email. The only other person at DoS to receive an email account 
on the domain was ABED IN. Later in CLINTON' s tenure she changed her email address to 
hrodI 7@clintonemail.com. ABED IN was not familiar with the email address 
hr I 5@mycingular.blackberry.net or with! ~gmail.com. 

(U//fOUO) Initially COOPER was the primary point of contact for anything related to the setup 
and maintenance of the email system. ABEDIN was shown three separate email chains with COOPER 
regarding the operation of the server during CLINTON' s tenure. The first was sent on January 9, 2011 
and had the subject "Re:", the second was sent January I 0, 20 I I and had the subject "Don't email hrc 
anything sensitive. I can explain more in person" and the third was sent October 20 201 land had the 
subject "Re:". ABED IN provided that she did not recall any details surround these email exchanges but 
noted that she trusted COOPER to fix any issues with the server. She did not recall the system ever being 
hacked but assumed that she would have notified CLINTON of any current issues that they were 
expenencmg. 

(U//fOUO) ABEDIN was shown an email chain dated March 17, 2011 with the subject 
"Re:School". Upon reviewing the email she provided that she was not familiar with the email or the 
topics discussed within it. ABED IN noted that her email address was misspelled on the chain and 
therefore she would not have received the email. However, she was not aware ofthe@clintonemail.com 
system ever being hacked. 

(U//FOUO) ABEDIN provided that BRYAN PAGLIANO had worked on the Information 
Technology (IT) team for CLINTON' s 2008 Presidential campaign and was hired at DoS after CLINTON 
took office. Thereafter, BRYAN PAGLIANO became the new point of contact for issues with the email 
system. ABED IN did not specify when this occurred but stated that there was a transition period during 
which she would contact COOPER and he would direct her to contact PAGLIANO. 

(U//t'OUO) ABEDIN was shown an email chain dated December 24, 2012, with the subject "Fw: 
Thank You". After reviewing the emails ABED IN provided that she did not recognize the 
SMSGS@state.gov email address and was not aware of any other generic email accounts used by 
CLINTON for DoS wide email communications. 

(U/i'FOUO) ABEDIN was shown an email chain dated August 30,201 I, with the subject "Re: S 
berry". ABED IN stated that she did not like the SSHRC@state.gov email address because it was too 
obvious of an email address. She noted that the email appeared to be related to discussions that occurred 
when they were working to restore CLINTON' s communications after Hurricane Irene. ABED IN did not 
know who JOHN A. BENT AL was but assumed that he worked in the IT department at DoS. When asked 
about BENT AL' s statement that SSHRC@state.gov would be subject to FOIA searches, ABED IN stated 
that she always assumed that all of CLINTON' s communications, regardless of the account, were subject 
to FOIA if they contained related material. ABED IN did not recall ever having conversations with 
CLINTON, or any other staff members, about the Federal Records Act and preserving relevant emails. 
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ABED IN provided that at the time, they believed relevant emails would be captured and preserved by 
DoS if any of the senders or recipients were using an official DoS email account. 

(U//FOUOJ ABEDIN was shown an email chain dated December 16, 2010, with the subject "RE: 
mail from clintonemail". ABEDIN recalled that there had been a problem with emails from the 
@clintonemail.com system being filtered out by the DoS email system, but she did not recall the specific 
email exchange. ABED IN noted that it appeared that it was SULLIVAN' s emails that were affected and 
that it would otherwise be uncommon for him to be involved in discussions about email issues. 

Email System Post Tenure 

(U//FOUOJ Following CLINTON' s tenure at DoS she established a personal office in New York 
City for the purpose of writing her book and pursing other interests. Several members of CLINTON' s 
staff from DoS ·oined CLINTON' steam in New York. The included: ABED IN HANLEY b6 

an [believed to b also continued to support ---- ._ ________ _ 
CLINTON on a 1m1te as1s as consultants. 

(U/ffOUO) When CLINTON' steam was formedJ !established temporary Gmail 
accounts for members of the team using the naming convention hrco@gmail.comJ !had been 
CLINTON'~ !at DoS and ABED IN described him as being good with technology. He set 
up the email accounts for the team so that they would have something more formal than their personal 
emails accounts. 

(U//fi'OUO) When CLINTON left DoS she stopped using the clintonemail.com system and started 
using hrcoffice.com to formalize her transition. During this same time period, an outside IT company, 
PLATTE RIVER NETWORKS (PRN), was hired to maintain CLINTON' s email system. ABED IN stated 
that PRN was initially hired to manage President CLINTON and! !emails. It was 
then later decided that PRN should also manage CLINTON' s email as well. 

(U//FOUO) Once the hrcoffice.com system was established CLINTON' s staff was provided email 
addresses on the new system. ABEDIN stated that from PRN, assisted with setting 
up new accounts for CLINTON' s staff. also rovided ouidance on how to use the Microsoft 
Outlook based email system. ABEDIN did not know or! I 

(U//FOUO) Prior to the transition to hrcoffice.com, ABED IN was advised that the 
clintonemail.com system was "going away". ABED IN stated that she lost most of her old emails as a 
result of the transition. She had only accessed clintonemail.com through a web portal and did not have a 
method for archiving her old emails prior to the transition. ABED IN did not know if the system 
administrator had archived the mailboxes before the system was taken down. 
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(U//F-eUO) ABED IN remembered having discussions with HANLEY about creating an archive of 
CLINTON' s emails. ABED IN believed that the archive was placed on a laptop so that it could be 
referenced while CLINTON worked on her book. ABED IN did not know that the laptop was sent to PRN, 
nor did she know what ultimately happened to the laptop. ABED IN was not aware that a copy of the 
email archive may have been placed on a thumb drive. 

Review and Production of ABEDIN Emails 

(U//FOUO) ABED IN provided that she learned that DoS was seeking her emails after she read 
about it in the newspaper. DoS wanted ABED IN' s emails as part of an effort to ensure that DoS had a 
complete record of documents from CLINTON' s tenure. ABED IN contacted DoS and confirmed that it 
was seeking her emails. She noted that DoS' prior attempts to contact her were unsuccessful because DoS 
had an old email account and an old mailing address on file. ABEDIN then turned over her laptop and 
Blackberry to her attorneys so that they could conduct the review. ABED IN was not directly involved in 
the review and relied on the judgment of her attorneys. RODRIGUEZ and DUNN stated that they sought 
additional guidance from DoS on how the review should be conducted but they never received a response. 
RODRIGUEZ and DUNN therefore erred on the side of caution and opted to include anything that they 
were unsure about. It was also noted that ABED IN had previously responded to a similar request from the 
Benghazi Committee. 

(U//FOUO) ABEDIN was shown an email chain dated April 2, 2012, with the subject "May -
Asia". ABEDIN confirmed that the email was related to her activities while at DoS and that it would be 
considered a relevant record with respect to the DoS request. ABED IN explained that this email was not 
produced by her team during the review because she did not have access to her clintonemail.com account 
when the review was conducted. RODRIGUEZ and DUNN stated that the request from DoS only sought 
records currently in ABED IN' s possession so they did not contact PRN to request other relevant records. 

(U//FOUO) ABEDIN was not involved in the review and production of CLINTON' s email, in 
response to a similar request that CLINTON received from DoS. ABEDIN stated that the review was 
conducted by CLINTON' s attorneys and that she was not consulted during the process. 

Private Residences 

(U//FOUO) CLINTON' s residence in Washington, DC (Whitehaven) had a small office on the 
third floor that was converted to a SCIF by DoS. DoS removed the original door and replaced it with a 
metal door with a key code Jock during the conversion. Inside the SCIF there was a desk where 
CLINTON worked and a computer, printer, facsimile machine and a television. DoS also installed a STE, 
a "yellow phone" and a video teleconference (VTC) system. ABED IN provided that the door to the SCIF 
was not always Jocked and that ABEDIN, HANLEY and the! I had b6 

access to the SCIF. b7c 
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(U/ffOUO) CLINTON' s residence in Chappaqua, NY, was also outfitted with a small SCIF that 
had the same equipment as the Whitehaven SCIF, less the television set. ABED IN provided that 
CLINTON was the only person to use the SCIF and that she routinely used the Cisco telephone to make 
ca)Is from Chappaqua because the ce)Iular coverage was not very good there. ABED IN, HANLEY and I I all had access to the SCIF. 

(U//r'OUO) CLINTON received diplomatic pouches each night that contained the briefing 
material for the next day's meetings. When CLINTON was in Washington, she would be given the pouch 
prior to 1 eaving DoS. If the pouch was not ready when she left, or if she was in New York, the pouch 
would be delivered to her residence by DS. The pouch would be received by the DS agent stationed at the 
house and would then be placed on a bench inside the residence. In Whitehaven, the bench was located 
outside of CLINTON' s bedroom and in Chappaqua the bench was located near the main entrance. 
ABED IN stated that it was less common for the diplomatic pouch to be delivered to Chappaqua because 
CLINTON would typically take the pouch with her when she was traveling. ABED IN did not know if 
I !ever received or transported the diplomatic pouch when it was delivered to the residence in 
Chappaqua. ABEDIN stated that! !did not handle the diplomatic pouch at the Whitehaven 
residence because her shift ended before the pouch was delivered at 5PM. 

(U//FOUO) CLINTON typically received the Presidential Daily Briefing (PDB) in person at the 
office. When she was not in the office the PDB would be delivered with the pouch or sent via secure 
facsimile. If the content was particularly sensitive she might be briefed in person by a CIA officer. 

(U//FOUO) CLINTON would periodically receive both secure and unsecure facsimiles at her 
residence in Chappaqua. In order to receive a secure facsimile somebody would have to answer the phone 
and then wait several minutes for the documents to arrive. Since it was a time consuming process, 
! !would sometimes assist CLINTON by answering or hanging up the facsimile system but he 

would leave the documents on the machine for CLINTON or her staff to collect. ABED IN provided that 
! !would pick up documents from the non-secure facsimile machine, which was located in a 
separate part of the residence. ABED IN stated that they had numerous issues with the secure facsimile 
system in the Whitehaven residence and that it was often quicker to have the documents couriered to the 
house from DoS. 

(U//FOUO) ABEDIN was shown an email chain dated March 20, 2009, with the subject "Re: 
Tomorrow". After reviewing the email ABED IN stated that she knew for a fact that there were times 
when! !assisted with the facsimile machine and may have collected documents from the secure 
facsimile machine for CLINTON. ABED IN stated that the intention was to have CLINTON do it herself, 
but she wasn't very tech savvy and would get frustrated with the process. ABEDIN provided that the team 
would also occasionally email things t~ p~ !to print for CLINTON. 

Miscellaneous 
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(U//FOUO) ABEDIN provided that when CLINTON needed to contact the President she would 
have! !can the oval office to coordinate the meeting or call. ABED IN believed that CLINTON 
had the President's email address but ABED IN did not know what it was. ABED IN noted that the 
President could only receive emails from approved addresses. She recounted that when CLINTON 
changed her primary email address they had to notify the White House so that CLINTON' s emails would 
not be rejected by the server. ABED IN was not sure how often CLINTON emailed the President. 
ABEDIN was shown an email chain dated June 28, 2012, with the subject "Re: Congratulations!" 
ABED IN did not recognize the name of the sender. Once informed that the sender's name is believed to 
be a pseudonym used by the President, ABEDIN exclaimed "How is this not classified?" ABEDIN then 
expressed her amazement at the President's use of a pseudonym and asked if she could have a copy of the 
email. ABEDIN provided that she did not go on the trip to St. Petersburg and noted that security protocols 
in St. Petersburg were not necessarily the same as they were in Moscow, where they were not allowed use 
to their Blackberries. 

(U//ffit1t)) ABEDIN was shown an email chain dated January 8, 2011, with the subject "Re: AG 
points fromD After reviewing the email, ABED IN provided that she vaguely recalled the email 
exchange and that the original email was sent in preparation for a ca11 between the Attorney General and 
CLINTON. ABEDIN stated that she did not have concerns with the content because she was only a 
conveyor of the information and that she relied on the sender to properly mark any sensitive information. 
ABED IN reiterated that she did not take it upon herself to question the sender's judgment on how a 
document should be marked. AB EDIN stated that people at DoS took the handling of classified 
information very seriously. She never had any concerns with how classified material was handled by 
individuals at DoS. Nor did she ever recall CLINTON expressing concerns over how classified 
information was handled. 

(U/IFOUO) ABED IN first met SYDNEY BLUMENTHAL in 1996 when she was a junior staffer 
at the White House and BLUMENTHAL was a senior official. ABED IN never worked directly with 
BLUMENTHAL but when CLINTON was in the Senate he would send emails for ABEDIN to pass to 
CLINTON. ABEDIN did not always forward the messages to CLINTON and BLUMENTHAL eventualiy 
stopped emailing ABED IN when he realized this. When ABED IN was at DoS, CLINTON would 
sometimes send ABED IN emails from BLUMENTHAL for her to print. ABED IN provided that she did 
not read the content of the emails from BLUMENTHAL and had no knowledge of his sources. 

(U/,'FOUO) ABED IN provided that she was not involved in drafting talking points while at DoS. 
The authors of the talking points depended on the content and were the responsibility of the appropriate 
bureau. 

(U//FOUO) ABEDIN was shown an email chain dated September 20, 20!2, with the subject 
"Re:". After reviewing the email ABEDIN stated that it was not common to stash the diplomatic pouch in 
the limousine but that it would have been secured by the DS or Secret Service (SS) agents that were with 
the car. ABED IN noted that if they were in CLINTON' s car there would be two DS agents present and if 
they took President CLINTON' scar there would be one DS agent and one SS agent. 
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(U//FOlJO) A co~y of the original interview notes and the ND As signed by RODRIGUEZ, 
DUNN and! are enclosed in a I A envelope. b6 
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ALL IBI IMFOR1£A'!'IOM COM1'AH1EC 
BE~IN IS TJNCLASSI:IED 
DA'l'E 08-19-20Hi BY J37J85T5;4 MSIC-C 

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 11/25/2015 

(U//FOUS On November 20,2015 date of birth! I was 
interviewed at the b Federal Bureau of Investigation (FBI) 

________________ ...... :.... 

Special Agents (SA) and After being advised of the identity of the 
interviewing agents, and the nature of the interview, provided the following 
information: 

(U//fi'OUO) ... I ______ Goined the U.S. Department of State in ... ! _____ __.!and has 
held the following positions: 

• 
• 
• 

• 
• 
• 

• 
• 
• 

(U//F-eUS)! !described the OpsCenter as the "eyes and ears" for the Secretary of 
State. The Ops Center is staffed 24 hours a day and constantly monitors reporting from Department of 
State cables, other government agencies and open source news outlets for information of interest to 
Department of State leadership. The Ops Center is also responsible for coordinating communications 
between senior leadership and foreign dignitaries. As a Senior Watch Officer (SWO)J._ ______ ...., 
was the most senior person in the Ops Center and was responsible for overseeing the activities of the 
other personnel as they worked to identify and disseminate critical information to the Secretary of State 
and Department of State leadership. 

Im estigation on 11/20/2015 at _---. ____ .,J-------------------

file# __Jt.., _____ ,,..f~ ....... 0 .... 2 ________ Date dietated _........_t--:..._/A...._ ______________ _ 

I3y SA s 

This document contains neither recommendations nor conclusions of the FI3I. It is the prope!ly of the fBI and is lmmed to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//FOUO) There are approximately seven or eight individuals staffed in the Ops Center during a 
normal day shift. In addition to the SWO, there are the following positions: 

• Watch Officer (WO)-The WO is typically a junior civil servant who is responsible for 
gathering imponant information and disseminating it to Department of State leadership as 
necessary. They are responsible for answering incoming calls, monitoring cable traffic and 
scheduling phone calls for senior Department of State personnel as necessary. 

• Emergency Action Officer (EAO) - The EAO is responsible for monitoring international 
hot spots and other current items of interest for the Department of State. They usually 
work with the Crisis Management Support team, which is collocated in the Ops Center. 

• Ops Specialist - The Ops Specialist primarily performs clerical work for personnel in the 
Ops Center. This may include sending and receiving facsimiles or arranging the logistics 
of meetings or calls for Depanment of State leadership. 

• Consular Affairs Officer - The Consular Affairs Officer is responsible for addressing any 
matters relevant to standard consular duties at foreign U.S. establishments. 

• Diplomatic Security (DS) Officer - The DS Officer is a liaison between the Ops Center 
and the U.S. establishments and Regional Security Officers abroad. 

• Swing Station - The swing station is an extra body that provides support to the SWO and 
the watch team as necessary. 

• Bureau of Intelligence and Research (INR) Representative - The INR Rep is responsible 
for acting on behalf of the INR and for liaising with the broader Intelligence Community as 
necessary. 

(U//FOUO) When urgent information or breaking news, which requires the immediate attention 
of senior Department of State personnel, is identified during normal working hours, the Director of the 
Ops Center is notified by the SWO. The Director communicates the information up the chain of 
command as appropriate. If such information is identified afterhours, the SWO notifies the Deputy 
Assistant Secretary (DAS) directly. The DAS will then provide the SWO with b>uidance on how the 
information should be transmitted. 

(U//l"OUO Durino tenure as a SWO there were two different Directors for 
the Ops Center. as the Director for the majority of! !time 
in the Ops Cente ... r-, a_n_d_u_p_o_n ______ __.departureJ !became the Director. 

(U//FOUO~ !did not recall ever emailing the Secretary directly and had no 
knowledge of the Secretary's personal email account or private email server. I !only 
recalled receiving a few emails from the Secretary, such as mass emails at the holidays, which she 
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presumed were sent from a Department of State email account. In instances where she needed to relay 
information to the Secretary she would send the information to the Secretary's Chief of Staff (CoS), or to 
HUMA ABEDIN. 

(U//FOUO)! !was shown a copy of the email that she sent on July 3, 2009, with 
the subject "Summary of 1055 EDT DPRK Conference Call", which was flagged by the ICIG as possibly 
containing classified information.! !recalled the events surrounding the email and 
provided that she was the SWO on duty that day and had been directed to convene a call for key 
Department of State officials to discuss the DPRK missile launches. The discussion was based on 
afterhours reportin~ from the Intelligence Community that was at least confidential if not classified. 
I _ ould not definitively recall what agency owned the source reporting but believed that 
it likely came from the Central Intelligence Agency. ! !was on the conference call for the 
purpose of taking notes but she was not an active participant in the discussion.! !could 
not recall if the call was on a secure line but noted that it was common for such calls to be held on 
unclassified phone lines because not all of the key participants would have access to a secure phone if 
they were at home or traveling. 

(U//FOU&) Following the call,! !was responsible for summarizing the discussion 
in the referenced email and then forwarding it to individuals within the Department of State who needed 
to be aware of the situation. The email was sent on the unclassified system because not all of the intended 
recipients had immediate access to classified email accounts.! !noted that it was not 
uncommon for the Ops Center to send such emails on the unclassified system. The specific content of the 
email was based on! !notes and her judgment on what should be included in the 
summary. There was no formal review of the email, for either its content or for the presence of classified 
material, prior to it being sent. I !noted that the Deputy Executive Secretary was an 
Original Classification Authority (OCA) who would on occasion review material for the Ops Center. 

(U//FOUO) The email recipients were based on an established call sheet that indicated who should 
receive reporting on various topics. Also included were individuals added by the senior leadership. 
I !identified the email recipients on the above cited email and provided the following 
information about their roles at that time: 

• ..._ _________ ___,was stationed in New York at the time . ._! ______ _. 

could not recall her specific position but provided that she held a high ranking function 
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·. ~--------------.... ______________________ ___,bould not recall her 

specific position or title. 

·. r------------------------11 .... _________________ _.!were staffers for other bureaus within 

the Department of State. 

(J J//fOl JO) I !reviewed the subsequent emails in the chain and noted that 
!was the SWO on duty on July 4111

• Based on the time difference between when the 
._c_o_ni-e-re_n_c_e_c_a_ll_o_c_c_u_rr .... ed and when the emails were send !believed that there may have 

been another SWO, or two, on duty between her shift and! !shift. I !could 
not recall who relieved her at the end of her shift but stated that she would have briefed the incoming 
SWO on the conference call and any necessary follow up items that the incoming SWO would need to 
address during their shift. 

(U//FOUO) I !provided that the Ops Center maintains a Watch Log where the 
details of any call arranged by the Ops Center are recorded. The log contains basic information about the 
call to include the date, ti me, participants, and in some cases a brief synopsis of the subject of the call. 
The Ops Center will log any calls that are facilitated by the Ops Center, which involve the Secretary of 
State, or any Deputy Secretaries, Under Secretaries, Assistant Secretaries, or foreign dignitaries. The Ops 
Center does not maintain a log for emails sent to, or from, the Ops Center. 

(U//fOU01 ... ! ______ ,..!was amenable to recontact if necessary. 

(U/IFOUO) Agent notes are included in an attached I A. 
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Date of 1ranscrip1ion 0(,/01/20 IC, 

(U//FOUO) On May 28, 2016, CHERYL MILLS, date of birth! I waf 
interviewed by Federal Bureau of Investigation (FBI) Special Agent (SA~ and SA 

..._ ______ ____.!at the law offices of Wilkinson Walsh+ Eskovitz, 1900 M Street NW, Suite 800, 
Washin_b>ton, DC. Present for the interview was SAMUELSON' s counsel, Beth Wilkinson, Partner, 
Alexandra Walsh, Partner, and Hal Brewster, Associate. Also present was FBI Section Chief Peter Strzok, 
as well as David LaufmanJ !and! !from the Department of Justice (DoJ) 
Counterintelligence and Export Control Section. After being advised of the identities of the interviewing 
agents and the purpose of the interview, MILLS provided the following information: 

(U//fOUO) Immediately after completing her service at the United States Department of State 
(State) in 2013, MILLS became personal counsel for HILLARY CLINTON. HEATHER SAMUELSON 
joined MILLS' firm, located in Chevy Chase, MD, sometime in 2014. 

Transition to Platte River Networks Server 

(U//FOUO) When the respective offices of WILLIAM and HILLARY CLINTON began a search 
for a company to operate and maintain an email server, the CLINTON' s financial manager recommended 
I I as a technology broker. There were no security concerns with the CLINTON' s then-
current email server operated by BRYAN PAGLIANO (Pagliano server). The CLINTON' s wanted an 
outsourced company accountable for the operation of the server. MILLS coordinated the needs for the 
serv~ by erording non-technical ,b>uidance to I I which was focused on the end user experience. 
Afte identified several companies as options, the Office of President CLINTON reviewed the 
recommendations and selected Platte River Networks (PRN). After PRN was selected to procure, 
operate, and maintain the server (PRN server), MILLS negotiated the final cost and addressed privacy 
concerns with PRN. Throughout the negotiation process, MILLS consulted with PAGLIANO to ensure 
the recommendations of PRN would meet the end user experience guidance she had provided to PRN. 

(U//FOUO) When PRN completed the transition from the Pagliano server, MILLS did not know 
if PRN transferred any email to the PRN Server. Additionally, MILLS did not know what PRN planned 
to do with the Pagliano server after the transition was complete. 

Im estigation on 5/28/2016 al Washington. DC 

File# j ho2 Date dictated KIA 

By SA! I SA! 
This documcm contains neither recommendations nor conclusions of 1he FBI. It is the propeny of the FBI and is loaned 10 your agency: it 
and its contents ,rre not to be distributed outside your agency. 
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Department of State Request 

(U//FOUO) In the Summer of 2014, State was in the process of producing materials for the House 
Select Committee on Benghazi and raised concerns with MILLS regarding the lack of email for 
CLINTON. MILLS met with State personnel! I and! I 
I !who told MILLS State had no electronic records for CLINTON, other former Secretaries of State, 
and some other State personnel. MILLS understood the issue to be that State's computer systems taped 
over backup records after a period of time for all users not on the seventh floor and some users on the 
seventh floor. MILLS suggested to State they search State systems for CLINTON' s clintonemail.com 
address, while State requested MILLS produce CLINTON' s email. State provided no initial deadline in 
the first meeting and followed up with a Jetter documenting the request. MILLS understood State's 
request to be in relation to the Benghazi Committee and not a Freedom of Information Act (FOIA) 
request. 

(U//FOUO) CLINTON asked MILLS and DAVID KENDALL to oversee the process of 
~ng State CLINTON' s emails from her tenure as Secretary of State. As the process was developed, 
L__Jadvised MILLS it was CLINTON or MILLS' obligation to filter out personal emails from what 
was provided to State. Additionally, if State received all CLINTON' s emails involving .gov accounts, 
State would not filter out personal emails. 

Collection of Relevant Email 

(U//FOUO) Late in the Summer of 2014, MILLS contacted! !at PRN and 
requested all CLINTON' s email involving a .gov account from her tenure as Secretary of State. MILLS 
belleved! ! search for .gov email encompassed email headers, the body of emails, and any 
forwarded emails. She was not aware of which mailboxes or other potential locations! I 
searched for email responsive to her request. However, MILLS did not believe! !was asked 
to search or searched HUMA ABED IN' s clintonemail.com account. After preparing a . pst file of the .gov 
emails (July Export) based on MILLS' request,! !discussed different options on the transfer 
of the July Export with MILLS, to include shipping DVDs, bud !recommended a secure 
remote transfer. Based o~ I advice, MILLS neither requested nor received DVDs 
containing the July Export. 

(U//FOUO) After deciding on the remote transfer.! ! provided MILLS with a link 
which provided! I remote access to MILLS' computer. MILLS clicked on the initial link, 
then clicked an additional acknowledgement giving! !permission to remotely access her 
computer.! I then transferred the July Export to MILLS' com uter and imported it into 
Outlook. Once the process was complete, MILLS re permission and the remote 
session was terminated. MILLS did not know where saved the . pst file on her computer or 
if it was encrypted, however, MILLS did recall the . pst file was password protected. Sometime after 
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MILLS received the transfer, HEATHER SAMUELSON received a similar transfer from PRN. MILLS 
never made copies of the .pst file or transferred it to external media. 

(U//FOUO) MILLS' Dell laptop (Dell) was the computer that received the transfer described 
above. The Dell was primarily used for work, but was sometimes used for personal reasons. It was 
connected to the Internet and had up-to-date antivirus software installed. The Dell was not wiped, other 
than PRN actions described later, or reset to a factory state. MILLS continued to use the Dell until it was 
turned over to her attorney BETH WILKINSON. The Dell is currently in WILKINSON' s possession. 

(U//FOUO) Shortly after SAMUELSON began reviewing the July Export from PRN, she noticed 
there was no email from approximately January 2009- March 2009 in the data rovided by PRN. 
MILLS likely reached out to! !regarding this matter. I told MILLS PRN did not 
have any email for CLINTON from the timeframe in question. Since CLINTON was using AT&T for 
BlackBerry service during that time, MILLS recalled learning AT&T did not keep email records, but did 
not recall when she became aware of that fact. MILLS did not contact any other email service providers, 
such as Gmail, because she did not have knowledge of CLINTON using another email service. 
Additionally, MILLS did not recall attempting to access an Apple server that was once in operation at the 
CLINTON residence in Chappaqua, NY. 

(U/fF-01 JQ) After reviewing a document dated July 28, 2014 referencing a conference call 
between MILLS,! I and PAGLIA NO regarding archived email options, MILLS stated she did 
not recall the specific conversation. Other than the conversation described above, MILLS did not recall 
any other conversations with! !about the request for CLINTON' s email involving .gov 
accounts. 

(U//FOUO) After SAMUELSON began the review of the July Export, but before her review was 
complete, MILLS contacted! !and requested a .pst file containing all of CLINTON' s email 
from her tenure a ecretary to review it for non .gov work related email (September Export). MILLS did 
not instruct to search ABED IN' s email and did not know which mailboxes or email 
addresses searched to produce the .pst file responsive to her request. PRN remotely 
transferred the .pst file to SAMUELSON, however, MILLS did not recall if the .pst file was transferred to 
MILLS' Dell. Other than the July Export and, possibly, the September Export, MILLS did not receive 
any other .pst file transfers from PRN. However, SAMUELSON, as the one conducting the review, 
sometimes contacted! I directly and received smaller transfers when she identified gaps in .pst 
files from! ! MILLS never had direct access to CLINTON' s mailbox on the PRN server. 

Cull and Review of Email 

(U//FOUO) The review methodology employed by SAMUELSON was developed by 
SAMUELSON, MILLS and KENDALL, but was executed by SAMUELSON. They did not consider 
using any commercially available e-discovery tools for the review and did not consult any individuals 
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who were not agents of Clinton during the review process. They also did not discuss how to handle 
potentially classified emails during the review because they had no reason to believe any classified 
material was contained in the emails. Additionally, no emails were identified as containing potentially 
classified or sensitive information, therefore, no emails were removed during the review process. 

(U//FOUO) The review process called for all email from CLINTON' s tenure to be filtered for 
.gov email addresses, relevant keywords, and the names of government officials. The review took 
SAMUELSON several months and occurred at MILLS' office in Chevy Chase, MD. SAMUELSON 
used her own computer for the review and, as questions arose, SAUMELSON would print any email in 
question and ask for guidance from MILLS. Emails that contained a mix of work-related and personal 
content were treated as work related. Once the review was complete, SAMUELSON printed the 
approximately 30,000 work-related emails identified in the review. The printed copies were then provided 
to State in December 20! 4. SAMUELSON produced an electronic copy of the work-related emails which 
was later provided to KENDALL at Wil1iams and Connolly. MILLS was not aware of who produced the 
electronic copy provided to the FBI or what the file was named. Other than emails where SAMUELSON 
requested MILLS' guidance, MILLS did not review the emails identified by SAMUELSON as work­
related. 

(U//FOUO) MILLS was unsure if SAMUELSON encountered duplicate emails during her 
review. If she did, MILLS was not involved in any efforts to remove duplicates from the collection 
provided to State. Regarding ABED IN' s account on clintonemail.com, MILLS did not know why no 
email between ABED IN' s account and CLINTON' s account was part of the production to State. There 
was no distinction between the treatment of email to or from ABED IN' s clintonemail.com account and 
ABED IN' s state.gov account. 

(U//fOUO) After State began reviewing the emails printed by SAMUELSON, Stated advised 
MILLS when specific emails were determined to be classified and instructed her to delete the emails in 
her electronic copy, then empty her deleted items folder. 

(U//FeUe) After reviewing an email dated November 24, 2014 referencinr an "urgent call" with 
"CESC," MILLS stated she did not recall participating in a call with! MILLS also did not 
recall SAMUELSON having trouble with her connection to the .pst files in the same approximate 
timeframe. 

(U//FOUO) MILLS recalled a discussion with PRN where PRN explained, because of the way 
Outlook functions, it displayed CLINTON' s current email address instead of the email address CLINTON 
used at the time each email was transmitted. This issue was not resolved and no emails produced to State 
were altered. 

Deletion of Email 
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(U/fFOUO) In late 2014 or early 2015, MILLS contacted! !and requested he remove 
all .pst files from her computer. She was unsure if she discussed with PAGLIA NO the software proposed 
by! !to effect the deletion. In January 2015J !sent MILLS a link and, in a 
process similar to the file transfer process described above, took control of her computer in a remote 
session.! !checked the computer for the requested files and removed them using software 
that permanently deleted the files. MILLS did not know if BleachBit was the software used by 
I I After he completed the process, MILLS looked witH ho verify the files were 
deleted. MILLS did not discuss wiping or deletion software with anyone who was not an agent of 
CLINTON at the time, nor did anyone other than! I remove files from her computer. 

(U//FOUO) In December 2014 or January 2015, CLINTON decided she did not want to retain 
email beyond a 30 or 60 day retention policy, to include access to any historical content. MILLS 
contacted! !and conveyed this change, but did not specifically instruct him to remove any .pst 
files or archived mailboxes. 

(U//FOUO) In March 2015, after notifying PRN of obligations to preserve materials relevant to 
CLINTON' s email, MILLS contacted PRN to determine if any backups of CLINTON' s email existed 
and, if so, where those backups were located. After discussing the matter with PRN, she instructed PRN 
to visit the datacenter where the Pagliano server was housed and review it to confirm no records existed 
on the old system. PRN could not locate any backup data on the Pagliano server or any of the associated 
equipment, however, MILLS instructed PRN to maintain the equipment. MILLS was not aware of PRN 
deleting any data related to CLINTON' s email in March 2015, nor did she request PRN delete any data, to 
include .pst files or Datto backup files. Furthermore, MILLS did not instruct PRN to delete any data 
using BleachBit on March 31, 2015. 

(U//F-OUO) MILLS had no knowledge regarding the following topics: 

• At the time it was created, an email archive of CLINTON' s email, including content from her 
tenure as Secretary of State, created by MONICA HANLEY. 

• HANLEY providing the computer she created the archive on to! !in early 2014. 

• I !returning the above computer containing the archive in 2014. 

• Any transfer of clintonemail.com content to hrcoffice.com. 

• CLINTON' s access, or lack thereof, to her clintonemail.com content after CLINTON' s 
hrcoffice.com email address was created. 

• HUMA ABED IN' s method for accessing email. 

• A master copy containing all of CLINTON' s email from her tenure as Secretary of State. 

• PRN email exports from September 2015. 

(U//FOUO) A copy of the original interview notes are enclosed in a I A envelope. 
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FEDERAL IHIRF.All OF INVESTIGATION 

(U//f"tmt1l On t\pril 9. ::!016. CHERYL MILLS. was inlcrvkwe<l by Special /\gem {SJ\} 
..._ _____ __.!<111d SA! !inside the FBI Wash.inglon Ficl<l Onic1::. 601 ~·!• Strccl N\.V. 
Washin~ton. DC' 205}5. Prcsl.'nt for the interview were MILLS' anorncys lkth Wilkinson. 1\lcxa11Jrn M. 
Walsh. and I !al Brewster from Wilkinson. Walsh & Eskovitz Ll,P AJsp prcsi;nt was FBI Ses;1iqo Cj~ii:f 
P1.0ll'I' P. S1r1.ok. as wdl us David Laufo1anJ !and! !from 
the: lkparlmcnl of Justice (DOJ). Prior to the i111ervit!w. Wilkinson. Walsh. and Brcwskr ,1g.rccJ to sign a 
thm-Jisdo~un: agrccmcnl in anticipation of vkwing dot.:umcnts <luring the inlcrvil"W th:tt \\ere: dassitil.'d 
.is par! of a Special :kccss l'rogrnm (S;\f>J. 

(U!/~} P1for lo Lhc interview. agc:nts .tdvisc<l Mil.LS that \\-'hik it .... as umk-rsloml that the 
illll.'n·kw was hcing limited to lhc pcrim.l ol' her Dcpm1111cnt or Stute ( DoS) employment. the..' FBI bdkvcd 
it l'sscntial to the.: invc-stig.ation 10 unc.lcrstunJ thl' sore process and tht' computers uscJ in that proct'ss. 
Furthermore. Mil.LS w;1s advised tht' FBI cxpcctcd to continue th1..· interview ulkr the tktuils wcn.: 
rcsol n:d hy the anorncys. Afh:r being adv iscd of the identities or the inh.:rvit.·wing agents and thc purposl.' 
t>f tht· intcr\'iC\\. M 11.l.S provi<.kd the-loll()wing infornl<tlion: 

(U//~) From 1992 to 1999. MILLS served in the Whik' House as Associate Counsd to thc 
Prcsidt·nt. From 2002 to 2009. Mil.LS served as the Senior Vice President and (h.:ncral Counsd at N1..'\\ 
York University. MILLS nlso .served as a consultant to HILLARY R. CLINTON'::; 2008 Prcsidl'llli,il 
Cwnpuign. In 2009. Mil.LS transitioned wilh CLINTON from the campaign lo the Dc:partm~nt or State 
(Dl>S). Initially. from January 2009 until Muy 2009. Mil.LS servd in a part-lime capacily as Acting 
Chi,.:f of Swff Sht: conwrkd to foll-tim<: Chief of Staff and Counsdor for Policy rd.lied w Food Sccmity 
.md lluiti thereafter. MILLS n:sign1::d from Dos in F~bnwry 2011. 

1U!/~UOl I ll!.M:'\ ABHJIN aml JACOB SULLIVAN were .ilso part ol'CLINTON's DoS 
cxicl"lllivc staff. /\BED! N served · · · aff for Opcratk)ns and Sl ii.I.IV ,\N scrwd a~ 

) • W'S also assirn~d to Cl.lNTON's 1.::-:ccutin· sl~1ll ,1s 

t--------------,.--------...J ! !position was s1:paratc from that of the 

______ ,,, ·----

h1, nl i~:1!1<111 , >11 O,l!UW:!l/1 '1 al __ _,_\\'""·:,="l=1i=11g.,.•11,,,,1"'-1 • .,_,D""'.(~·----------

Fil.: " J ( l>:irc ,li..:1:11~'\I --'-'N,.._i :\.,__ ., ._ ______ _.--------- ·-------·----------

B~ d._ ____ Ll'.\LI ___ ....z---
llib J11\'1111i.:11l <·0111;um ndlh.:r r.:.:u111111.:11,la1ions nor ..:onl.'lu,ions ur11t ... FBI. h is th.: propcrl) of !11,-FBI :in,1 is lo;un:d 111 ~ uul' ;1;,:~11<·~; ii 
aud 11~ ,0111,·nt~ ar..-11u1 lob.: Jis1ri\lu11:,l 011ls1<k ~our "\!.:11.:~. 
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(l l i/~) MILLS hd<l .i Top Sccn:t/Scnsitive Compurtmcntc<l Information (SCI) ckarann· 
\\hih: al Dos. IVIJI.LS bdit.·,·cd shl· likdy had .sccurily m1ining from Diplom.llil· Sl'L't1rit:,-(DS) upon 
1\:cch'ing her ckaranl:~. out didn't n:call any spccilk training. MILLS wus not uw,m:. llllr was sh4..' 4..'Yc:r 
told. slw was a DoS original dassi11cation authority. 

(l 1//~) MILLS did not recall receiving any spedlk trnining or guidance rnnccrning h:J,:ral 
Rc:1:onls n:tcntion polic~' or procedure during her DoS tenure. hut explained it could h;,1ve happened. 

(11//l"'ttt*t) MILLS' unck.tssilkd DoS email account was \1ilbCD'a 1statc.gm·. This uccmmt was 
linkeJ Ill her DoS is~m.·<l Blackberry and could also be accessed from h~r um:lassilicd DoS compt1tt:r or 
rcmolc:ly via n fob syskm. MILLS further stated that the DoS f snot always rdiablt·. and 
sometimes "m.:nt down ... Mil.LS mniutain<.:!d a Gmail account. ,i·umail.i.:om. that she would 
use when she could nol ..tCCl'SS ht·r DoS unclassifo:d m.:coum. Said Gmail account wus the only person.ti 
,u.:couut nscd by Mil.LS dming her DoS h:mm:. 

tll//ffillO) MILLS was aok 10 switch over to a classified network in her Dos olfo:l'. Sh1: was 
tmsurc as to wh3t level of dassilic:.1tion said nc.:twork wuld handle. but km:w that it rnu!J ,ll kast hanJk 
mato..:rial dl'<:htn:J as Secret. 

I Ui/1 '0L!~) When Ml LLS n~l.'dcJ tn review Top Secret materials. information was provided to her 
in person and taken .1way alkr sh...: rcvkwcd the mutcrials. Mil.LS was not fomili,1r with the .I \\'ICS 
s,sh.·m. and ~vas 1101 sun: who may lmn: had a JWlCS an'olmt at l>oS. 

{U//~) Mil.LS was askcJ to re\'icw an email <lat1:d 6/-V201 l and with the su~j~d lini: 
"Uoogk ~m.1il hacking .md wodi.tl stale ol\:ivilian lcchn,1logy.'· In rcspons1.' to thi: email. MILLS stated 
she did not r...:call thc c.:mail. hut the contc.:lll was not unfamiliar to her. MILLS remembered hl!uring that 
hackers may have been targeting Gmail accounts. and further recalled somebody suggesting her ucculllll 
mav have bi:t'n 1argc:-tl.!d. but she wns unsurct of who provi<lctd her with this information.! ! 
! I the originator of said i.:mail. trnvdcd a lot and had frc.:qucnt diflkultics signing into the 
DoS rn:twork. so it was common for her to use personal email. 

(ll/!l'OUO} Agents asked MILLS to review a DoS cabk dated 6/28/2011 with thl! su~jl..'cl line 
··Sci.:uring Pt!rsorml L!-mail Accl°ilmts ... Ml Ll.S did not recall the cabk hut stated that it ,11,·as probably 
,:mmccll·d to the 6/4/2011 ~mail she pre\'iously reviewed. Mil.LS di<l not hdicvl' th1..· rcfon:nccd cabk 
rcsull..:d in 11 "perfect .. change of behavior in regards 10 the us~ or personal email accounts by DoS 
l.'111ploy1..•cs. 

(ll!i~} MILLS was ash·J to review an email uut~d 7i:22!2011 with the subject line .. Dr,lli 
I ligh-l.1..·wl Nurralivc anJ \V()l'k Plan f No1c Use of Pcr.sonal/Gmail I." MILI.S st.ttL·r.l .sh1: .. <lid 1101 recall 
wh;.u she me.mt by (,.,.riling.) 'Note l lsc l)I° Pcrsonul/Gmail.' .. in 1hc su~jcct lin1:. 

~~~------~ 
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l '0111in11atio11 ofFl)-302 or ___ li.!Jf!.Y!!:'..'~ of('Jt.:rd Mills . On 0-1/0'Jf.!OI(,. l'ag1: _ ,) __ 

(U//~) The only mobile DoS dc:vk:c MILLS was issued was a Blackbl!rry. Most. but not .111. 
!)\!Opk at DnS were assigned a Blackbc:1-ry. MILLS was not assigned a mobik secure plwne. out she was 
al'ilc to dwck one out from thl! DoS communication team iltwhen nel!dc<l. 

( U//POU6) MILLS diJ not travd with CLINTON as oli~n as /\8 EDIN ~m<lltir Sll LL! VI\ N. 
Ml LI.Sonly 1rav1..•lcJ with ('LINTON on occasion when she ,·isilcd Carihhcan. African. or South 
:\mcl'ican countries. When CLINTON tr~wdcd. MIi.LS ordinarily stayed b~ck in Washington. DC. Ill 

manage DoS in hl.'r abscncl!. MILLS rccalkd rccdving trawl bridings from l)S prior to her DoS n:l,1t1:d 
trnn:1. 

(U//~J MILLS was involn:d with the lc,tm that helped CLINTON transition lt) Dt>S. Mil.LS' 
rnlc was lo hdp CLINTON idcntil)· the priorities sh~ wnntcd to address as s ... ·crctary. MILLS also 
id1.."1llilkd individuals for CL.INTON'.s staff MILLS ti.,rthcr Sci\\ her n.>k as hdping CLINTON "balunct• 
her lili: in regards l<.> the transitkm:· MILLS had no recollection ol' being involw<l with Jiscussions 
concl..'rning the slrm:tun: of Cl .lNTON's lnfr>rmation Technology I IT) platform during ~)r alh.·r the 
mmsition. 

(U//ffit:t'e") /\gents askc<l MILLS Lo review two emails from Fl!'bru.iry 2009 with the suhjcct lines 
"l 1pdak•'' .ind --Recap·- Meeting rc:Blackberrics.'' While MILLS did not recall the :.pcdlk emails. she 
s1m1..'d she n:callcd tht> is::mc tho.: emails rd~rcnccJ. MILLS explained CUNTON usc<l u Blm;kbcn·y to 
cmnmunicutc prior to coming h.1 lJoS. CLINTON was not computer savvy and thus was not accustomed 
It) using a computer. so d'forts were madi: lo try to figure out a system thal woul<l allow CLINTON to 
opt•ratl.' as sh..-diJ b(!f~.)l'e DoS. CI.INTON Ji<l nol have a computer in her Do8 otlkc. MILLS rcrnlkd 
hearing Ihm lhc N:11ional Sl'curity Agency (NSA) hud sl;'curc Biat·kbcn)' t~dmology that wuukl nllow for 
th..-use of such tkviccs in :t SCIF. MILLS rctJuesle<l DoS communicntion und security p1.·rsonnd r..:s1.',1rch 
1hc possibility of impkmcnting :,mid •~chnology at DoS. Ultimately it was decided that although thl· 
tt.·chnolog.y l.'xistc<l. it was not foasiblc 10 impkmcnt the same technology at Dos. 

( U!'~) Whl.'n asked what her understanding w~1s in n.·gurds to who the six propos..:d sccun.: 
Blackb~rry ust·rs Wl.'r1.' at DuS. as n.:forcnccd in 1hc email. Mil.I .S explained th.Lt the goal was lO obtain the 
tcchnologr fi.>r CLINTON bccuusc shl.' did not hav~ 3 computer. MfLLS was not nwarL' ol' who ds ... · ut 
DtlS may hav...-rcct.·ivcJ a si:cun: Blackb..:rry haJ lhc technology been :tpprowd for us1.: at DoS. 

{U/1~) Th<: cxccutin: suite at DoS was termed "Mahogany Row:· b..:caus1.: ofth.: wood 
1x1nding throughout the space. Mahogany Row was a SC!F. so the use ol' Blackberrks was nol 
amhorizt•d. MILLS wus not familiar with waivers issul..'d lo previous Secretaries ol"Slalc. whid) allow~d 
li'.lr use ot' Blackberries in a DoS 8CIF. 

( l.l//l'OU<7' !\Ill Ll .S was .1skcd to review a March 2009 lJoS M~mo with the subj~ct line --us,: of 
m.1ckberrics in M.1hogany Row." The ml..'mo, from l:RIC J. UOSWELL. was addressed to MILLS. 
:\•I I I.LS s1.1tcd she "did mll recall th..: 1111.:mo. hut it was not unfamiliar." MILLS bdievcd the memo was in 
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-~~~-----r 
l'11111i1111a111•11 vf FU-3U:? ol' lnl.:1'\~.,, ofCh..-nl Mills . On 0-li~. l'a~.: __ -l __ 
rt·sponSt' to im1uirics and discussions hd<l early on in CLINTON's OoS tcnur~ concerning the possihk us1.• 
of Blm:khcrrics in s,:nsiliw DoS spac1:s. However. MILLS l1.1rthcr ~xplainc<l lhat CLINTON ;ind h..:r 
c:xccmiw slaff did no! usc Blackbc:rrics on Mahogany Row bccall$c they wen: tWYcr mnhorizcd to do so. 

( l l//~) When CLINTON \.V,lllte<l to cmaiL she would have to lcaw Mahogany Row 10 

rc:tri\.',·c and use her Bl.11.:kbc:rry. Wht:n CI.JNTON was inside of DoS I lca<lquarters. most information 
wus rd.iycd to hl'r focc tu foe~: or on the phone. CLINTON also liked to rccl!ivt! .m<l rcad .i lot or 
information in paper documents. which is why she would often forward cmuils to her ext·<.·ut iw staff with 
instructions to print. Mll ,I .S was not aware of anyone other than CLINTON who hmi ru .. ·c,:ss to 
( 'LINTON\ email accounl. 

(U//f'OUO) MILLS was 1101 aware of CLINTON ever being issued a DoS Bh1ckbcrry. non:oukl 
she re<:.tll ~my oflicial request mmk !or CI.INTON to receive Olll!. Ag\!nts asked MIi.LS lo rcvil·w an 
email dalL'<l 800/2011 with the sul~icct line --communications." Aft~r viewing the email. MILLS .stated 
thul slw bdicvcd the exchange was in rclcrcncc to conv~rsutions about communkation issues during 
llurricunc lrcn~. MILLS rccalkd CLINTON's l'tnail was down during that time. Agents asked MiLLS 
wlmt wus mcam in the email by discui.sing the creation of a OoS email account !hat could "mask her 
i<l~:ntity. hut whkh would alsl• be subject to FOIA n:qucsts." MILLS explainc<l she .. 1ssumcd "masking 
her identity" was in rdcrcncc to the ability to give CLINTON a pseudonym so her .. lu:t•unt wa') not 
l)bvious Lo outside parties. MILLS ulso cxpluini:d she thought that the FOIA n:fon:ncc meant that 
CI.INTON's emails from the potential account would he subjcct to fOIA ii" the filing pai1y knc_w the 
pseudonym. 

( ll//l'Oll(?') /\gents <1skcJ MILLS to review an email di.itcd l /::!4/2009 with the subject line ··series 
ofQu\.·stions:· MILLS slated she rccalk<l the context of the cmuil. As MU.LS prcYiously mentioned. 
CLINTON did not know how to us~ a compm<:r. so the suggestion of a stun<l .1lom: computer for 
CLINTON wus 1101 .in upprnpriate S{)lution. 

(U//~) CLINTON's ollkc was connected to MILLS' oflicc. so she WlHlld g.l..'ncrnlly walk into 
CUNTON's ollicc lo share information MILLS recdved from relevant emails. MILI.S wanted to t:rc.itc 
1he hL·St llow or information to the Secretary possibk. MILLS stated she had no g~ncral concerns 011 how 
DoS husincss was handled on unclassified systems. 

(U/!l'OUO) Whl!n CLINTON lirsl came to DoS. she was using an email account ,1ssociatcd with 
her/\ r&T Blm:kbcrry (hrl 5'u:,ttt.blackb1.."rr\".llL't}. and a !cw months later. CLl~TON transitionl.'d owr lo 

th~ '£i;dintoncmail domain. MILLS ditl m)t know why CLINTON transitioned. but was U\\'arc of tlw 
transition bccausl..' shc was noti ticJ of the.: change in CLINTON's \.'mail address. M 11.l.S further slat..-i.J slJL· 
w.is not uwun: ofmtyon.: at the time. from DoS or otherwise. who \\:IS rcsponsihk· for 1hc c.:mail transition. 

( l ::J~) It was Mil.LS' practicl' to use her State.gov l!mail when conducting DoS bw,incss. 

-~~~-----+ 
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< unt111ua1ion 11fFl)-.lo:? 11f llll<'rvi.:11 olTh1.:rvl ~!ills . Un 0-!1UW:?OH1. l':t!?,\'. __ 5 __ 
(U//~J MILLS was 1wt uwnr~ or any efforts to archive: emails for fodcral r\.·cor<ls n:ll·nlilln 

n:quir~m..-ms or othcrwist· whik she was al DoS. MJLl.S m.iy have had convcr.sations wi1h BR Y1\N 
PJ\Gl.l:\NO concerning 1hc Fc<.kral Records /\ct. but she was not sun:. MILL~ met with PA<.iLI/\NO 
frcqu<.·ntly. MILLS <lid not recall any conversations with! kon,.p ... ·c .... n..,jp .... , ... , ___ .,. 
CUNTON's use of a private sl"rvcr an<l/or the Fclkrnl R~cords Act. Mil.LS slated that .. i _____ _ 
name was fomiliar. but she di<l not recall any interactions she may lutvc had wirh him. 

(ll//~J MILLS n:calk<l CLINTON using an iPad to review news ,lrtides. MILLS <lid 1101 

km),,. if ('J .INTON used her iPad to email. Mil .I .S wus nol aware of how many iPads CLINTON may 
han.' hud during her DoS tenure. MILLS did not recall Cl.lNTON using a "tlip phone ... Mil.LS was onl~ 
<l\\Hn..' ol'om! mohih: plmnc numbcr l<.>r CLINTON. 

tUliT0\.10) Mil.LS did not n:call any tr:mp~)rary .:mail ac<:ounts or phone numbers b.:ing sr:t up 
liH· CJ .INTON during I lurricanc Sandy. 

(U//~) MILLS did not kam CI.JNTON was using" private server until alkr CI.INTON's 
DoS tcnun:. Mil.LS staktl she was not even surl! sh~ knew what u server was at the timl..'. MIi.LS had 1w 
in!iight as to who came up with th4..' idea or using the private server. nor was shl' aware or wlH) ma(k the 
linal decision to usl..' said server. l lowcwr. MILLS bdicvcd the icka was to "piggyback" on the .iln:a<ly 
existing server being utilized by Presi<lcnt WILLIAM J. CLINTON. MILLS stated tlmt there may have 
bccn tcchnic.il peopk at DoS who wen: aware the Secretary was using a private server. but MILLS was 
only spcl'.ul.iting. MIU .S was not aware of any DoS procedures lo approve the setup and USL' of a prh·ah.: 
scrvt·r hy CLINTON. 

( UitrOUO) AB EDIN ulso had ,m al'.cotmt on the dintoncmail.wm donmin. MII .I .S was nol sure 
why sh1.· wus not offorc<l an .1ccoun1 on the dintonemail.com do1rnlin. but stated that she was now .. glad 
(shd did not have one." 

( l'i/~) Mil.LS was not fomili:ir with the email address hr! 5·,t: .. 1tl.cinl!ubr.nct. Ml I.LS also 
s1a11.."d sh.: w~1s "not <1\\'an: or the email aecounl ! t,< gmail.cl1rn whik al Oos:· 

({il.'J'OlJO) It was MILLS' bdidthal th1.• front onicc at DoS had a strong undl.!rstanding ol'tht' 
need 10 maintain fockral records. Agents asked Mil .LS lo review an email dated 11111!2012 with the 
subject .. Signi ficnnt FOi :\ R<.·porL'" A ftcr reviewing the cmai I. MIL LS stat~d shL· w,1s not sur1.· if she wa~ 
involvc<l in the FOIA request filed by (.'itizl!ns for Responsibility ;.md Ethics in Washington (CREW) as 
<liscuss~d in the email. MILLS further l!xplaine<l th(:l'I.' was a largl! voluml! of FOi/\ re4ucsts while she;,• 
was at DoS. DoS Exccutiv~s were made :.swore of significant FOIA requests. but it was not typil'.ctl for 
Mil.LS to r1:spond 10 FO!A becm1sc "it wus not in h,:r l'l'alm:· MILLS also statc.-J she "couldn't say wlw 
( at DoS I FOIA rcsponsl!s tell 011:· 
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( ·0111im1;11iun c1(fl) •. W2 <>f lntcr\'irn ofl'h.:n.·I Mills . On o-t,uw2t116. 1';1~c __ 6 __ 
( U//~) MILLS did not haw kn\.w,lcdgc of any backups or migrations or clinlon('mail.com 

uccounts. nor was she aware of who migh1 have knowledge of such ewnts. MILLS wm; nnt aware of :my 
emails being deleted or wiped from CLINTON's priYatc email scrwr prior to CLINTON le,.l\'ing DoS. 

( U//l"OLIW Agents asked MILLS to review an email dated 10/13/2012 with th1.: subject line ··This 
am <!rccn on_ Blu~:· A.tt~r reviewing the !majI, MI!JL_S stated s~c rcmcmbcn.-d the eY~n~. hut no_t the 
spcc11ic ~mail. MILLS did not know why nught haw forwarded her the cmml 111 question. but 
ussunK·(.I it was "b~causc ht.> wonted hc:r to read it:· MILLS also noted the c.·mail was sent on ,1 Saturdm:. so 
she was probably not in thl.' office to rcccivl! the information din:ctly from! I Mll .l S further · 
.statl.'J .she Jid not haw any concerns over the classification of tlw content of the email. nor that ii was sl.'nt 
\'ia ,11, um:laxsilicJ '-'mail. 

(U//~) Agents ,iskcd Mil.LS to review an email dated 2/20/'.!0l I with the subject line 
"follow Up to Davutoµlu Call.'' Aller reviewing the c:mail. Mll..l.S stat<:d shl' did not rc:call thc.: •.:mail. nor 
could she s1>t:ak as to! !rcason for <lralling the email and sending it to her. Mil.LS 
t'unher \.'Xpl.iincd if the media was interested in a story related to DoS.! ! would haw notifa;J 
:vlll..LS n;gardlcss ol' the sensitivity. 

(l 1/ff'OUO~ /\gents ,lsked MILLS to review an email dated 3/l ~/'.2011 wi1,1,1-1u.u.._;j,li,IJ.W.a.L.U.Ui.....--. 

··r..1diatiun - fyi." After n.·vicwi 1 • he en· ii. MILLS st..ttcd she w.·j,j·..i.·..u.i.~.liLl.ll~.i.l,,J;.&...-------.....11.., 

W l W ·.1 

wlml she meant when she typed "sending for info not for forwarding" bdore sharing email 
MJLLS stated she· ·., II 

with CLINTON. MILLS had no conc~ms over hC'r decbion to forward the email on to 
! ! STEPHEN MULL. or CLINTON. 

MILLS recalled bdng read into Special Access Programs 
SAP --------------no-t"'"r-c-call the: s ecifics concemin the SJ\Ps or read-on roccss. 

(U) ~) MILLS was asked to review an email date',t,.,l"""""""""-"'-'-..11.1.w.t..a.i.u...;;i.i,,*' 
n:m.lin I thc cnmil MILLS stated the! email ori~,µ.· !!:la11:le~..t.L!.W.11----.,._----r-..l..ll:i:.w.l.Jl=..i.u.11ii 

who was 
t--------,........,,..... ...... - ........... ------...---!.a11 later.._ _______________ _. 

MILLS stated s w was "not surprised to sec an email like: this:· She ti.irthcr stated thut 
-m-}l-h-i1-lg-, -i,-1-th_c_c ... ·mail conc.crncd her in regards to its <:lassilication. MILLS was not sure why._! __ ,..... ........ 

would h:.1vc sent the c:nwil string to MIi.LS' Gmail account rather than to MJI.I.S' DoS account. MILLS 

~~-~-----r 
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FD-302a (Rev. I 0-6-95) 
rop~~ ..... ____ ...... F 

Continuation ofFD-302 of Interview of Cheryl Mills , On 04/09/2016, Page __ 7 __ 
further stated she did not recall if it was common to receive emails similar to the email in question in her 
Gmail account. MILLS was not aware of a formal process for providing notification of concurrence 
related to a High Value Target (HVT) to DoS Headquarters. 

(U//fOUO) Agents asked M[LLS to review an email dated 12/27/2011 with the subject "(SBU)." 
After reading the email, MILLS stated that she had no concerns regarding the classification of the email 
and her decision to forward CLINTON the email she received from! ! MILLS explained the 
goal was to observe what was going on in local media at the time, and she believed the email was related 
to that purpose. 

!Agents asked MILLS to revie~ an emaj) datedJ 1 
with th ... e-ti_tl_e! _______ lan_d_an_o_th-er dated! !with the title[ rThe first o{ 
the two emails was sent on the DoS Secret netwo k wherea t e latter o t e two d ents was sent via 
unclassified DoS email. Both emails pertained to MILLS 
stated that she did not recall the originator of the document nor did she 
remember the email, nor how the information contained in the email would have been relayed to 
CLINTON. At the prompting of her counsel, MILLS also stated she received between 400 and 700 
emails a day while at DoS, and thus could not remember specific emails. MILLS stated she could not 
confim1 if the information contained in the email a ents asked her to review would have been rela ed to 
C JNTON. 

MILLS did not have ..._ __________ ....,... ______ ......,....., __ .....,..,.... ______ ....,.._. 

any concern over the content of the information in the email being sent on an unclassified system. 

(U//f?OUO) MILLS was involved in the development and draft process of some DoS policy 
memos, but it depended on the topic. Agents asked MILLS to review two of the same email dated 
l 0/4/2009 with the subject "Draft Holbrooke Team" and an attachment titled "Pak Paper I 0-
03dcjjs.docx." One of the two emails was redacted by DoS in response to FOIA production, whereas the 
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other was shown in an non-redacted format. MILLS stated she did not recall the infonnation contained b6 

in the email she reviewed. MILLS did not know who would have drafted the memo. MILLS stated she b7C 

was not fan1iliar with the 1 !Report." 

(U//FOUO) According to MILLS, something might start in an unclassified format at DoS, but later 
be reclassified at a higher level when that information related to policy matters. MILLS was not sure who 
at DoS made the detennination to change the classification. 

(U//FOUO) MILLS did not recall any instances wherein she had concern over the way sensitive or 
classified information was handled at DoS. MILLS also did not recall any instances wherein CLINTON 
shared (with MILLS) any concerns over the way sensitive or classified information was handled at DoS. 

(U//fOUO~ A copy of the original interview notes is enclosed in a IA envelope. 
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ALL FBI ItlTO"Rl-!ATION CONTAIHED 
HEREIH IS U}!CLASSE'IEC 
CA.TE 08-l 9-20H EY ,137.J85T94 N5ICC. 

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 2/2/20 I<, 

(U//FOUO) On February 1, 2016, STEPHEN D. MULL 2 DOR! I was interviewed by 
Federal Bureau of Investigation (FBI) Special Agent~ !andl !in his office 
at the United States Department of State (DoS), 320 2! 51 Street NW, Washington, DC, Room 3417A. 
After being advised of the identities of the interviewing agents, and the purpose of the interview, MULL 
provided the following infonnation: 

(U//FOUO? MULL is a career DoS Foreign Service Officer. From 2009 until June of 2010, MULL 
served as a Senior Advisor to the Secretary of State on Political Affairs. In June 2010, MULL was 
appointed DoS Executive Secretary, a position in which he served until October 2012. 

(U//FOUO) MULL later served as the United States Ambassador to Poland from November 2012 
until September 2015. Thereafter, MULL was appointed to his current position, Coordinator for Iran 
Nuclear Implementation. 

(U//FOUO) As Executive Secretary, MULL oversaw the entire DoS Executive Secretariat in 
regards to infonnation processing, crisis management, travel support, and Information Technology (IT). 
MULL was more specifically tasked with overseeing the formal processing of information to and from the 
Secretary of State, HILLARY CLINTON, and her executive staff, to include the DoS Operations Center. 
This also included providing both mobile and in office IT support to the Secretariat. 

(U//FOUO) While serving as Executive Secretary, MULL had very little direct interaction with the 
Secretary of State. MULL mostly interacted with the Secretary's Chief of Staff (COS) CHERYL MILLS. 

(U//FOUO) Everybody in CLINTON' s front office, except CLINTON herself, was on the 
Principal Officer Electronic Messaging System (POEMS) system. MULL communicated with 
CLINTON' s executive staff via POEMS. MULL was not aware how messages sent to CLINTON' s 
executive staff were relayed to CLINTON, but assumed they were orally briefed. 

(U//FOUO) MULL was aware CLINTON was using a personal email account while at DoS. 
However, MULL had no role in setting up or maintaining CLINTON' s personal account. MULL stated 
he did not know if the use of personal email accounts was common practice for previous Secretaries of 
State. MULL was not aware of a DOS policy at the time prohibiting the use of personal email accounts or 
servers. MULL further explained as Executive Secretary, he was responsible for overseeing the formal 
communications of the Executive Secretariat, but would not have been involved with providing and/or 

Im cstigation on 211120 I<, al Washington. D.C. 

File#~ l302 Date dictated KIA 
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maintaining information communication platforms. MULL did not know who assisted CLINTON in 
setting up the private email account and server she utilized at DoS. MULL did not know who was 
responsible for maintaining CLINTON' s personal mobile communications devices, nor who was 
responsible for making sure the installation and use of said devices were within DoS policy. 

(U//FOUO) Early into CLINTON' s tenure as Secretary, MULL recalled being contacted by either 
MILLS or HUMA ABED IN who asked about the possibility of the Secretary using an iPad to receive 
communications in her office. MULL recalled following up on their iPad inquiry, but explained he 
believed it was ultimately decided that CLINTON could not have the iPad in her office because of 
restrictions associated with her office being a Sensitive Compartment Information Facility (SCIF). 

(U//FOUO? MULL never observed CLINTON using a mobile device in her office, but recalled 
seeing a picture of CLINTON using her Blackberry device on her DoS plane. MULL was unaware if 
there was any prohibition concerning the use of a Blackberry on the DoS plane. 

(U//FOUO) MULL assumed Bluetooth capabilities were disabled on DoS issued mobile devices. 
MULL was not sure if CLINTON' s private devices were confib,ured the same way. 

(U//FOUO) Agents asked MULL to review an email titled "S Communications," dated 8/30/2011, 
wherein it appears MILLS and ABEDIN ask MULL about the possibility of the Executive Secretariat 
issuing CLINTON a DoS Blackberry to use while her personal Blackberry was malfunctioning. MULL 
recalled informing ABED IN and MILLS that while the Executive Secretariat could issue a DoS device, 
the DoS issued Blackberry would be subject to FOIA requests. MULL further recalled it was eventually 
decided CLINTON no longer needed the DoS device, and thus her request for a DOS Blackberry was 
never fulfilled. 

(U/tFOUO) MULL recalled receiving information from DoS Security._! _______ __. 
sometime in 2011, indicating there was concern over the possibility that some personal email accounts of 
DoS employees were hacked. MULL specifically recalled hearing CLINTON' s Deputy Chief of Staff 
(COS) JACOB SULLIVAN' s personal email account was amongst those compromised.! ~s 
currently assigned to the U.S. Embassy in! ! 

(U/i'FOUO) MULL also provided the following names of individuals at DoS who had knowledge 
of CLINTON' s IT setup during her tenure as Secretary of State: 

~//f'OUO~ I who worked under MULL was the._! _______ _. 
L___Jfor the Secretary and her executive staff. 

(U//FeYO) TULINABO (TULi) MUSHING! was the DoS Deputy Director for Administrative 
Support and supervised the DoS Mobile Communications Team. MUSHING I is now the United States 
Ambassador to Burkina Faso. 
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(U//Fet:Je) JOHN BENTEL managed the DoS POEMS system. 

(U//FOUO) A copy of the original interview notes are attached in a 1 A envelope. 



FD-.102a (Re,. I0-(,-95) 

-1-

ALL FBI I1ITOR11ATION COHTAIHEO 
HEREIN IS UNC.LASSHIEC 
CATE 08-l~-2016 E!Y. C28i"i34EU N5ICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 11/0-WO 15 

U//FOUO date of birth was interviewed at his office at The 

Washington, D.C mobile telephone numbe,..· _____ .... by Federal Bureau of Investigation 
(FBI) Special Agents (SA~ !an After being advised of the identity of 
the interviewing agents, and the nature of the interview provided the following information: 

(U//FOUO)! berved as the at the U.S. 
Department of State under the former Secretary of State HILLARY CLINTON froml luntil , , 

the end of CLINTON' s term in February of 2013. I lis a self described "Cl intonista.,, His 
relationship with the CLINTONS dates back tol 

lunder President Clinton. In 2009.I 

(U//fOUO) As the held a TS/SCI clearance 
and was responsible for ny current 
Department of State matters. Eac mornm to generate unclassified 
talking points and responses to This process often required the team 
to reference classified reporting to ensure that they had the proper context when formulating the response. 
The talking points were generated on the low side and were often based on reporting from the relevant 
country desk officer. Desk officers were responsible for coordinating information with external agencies 
as necessary, and were knowledgeable in how to protect sensitive sources and methods within their 
reporting. 

(U//FOUO) Composing unclassified talking points required a continuous and conscious effort to 
evaluate if a given piece of information was derived from a classified or unclassified source . ._! ____ _. 

described this process as an ongoing dilemma that they had to work through - How do you talk about 
diplomatic conversations in the public sphere without getting into details that may be confidential or 
protected? However, he noted that, they had grown up in this environment and knew how to separate 
classified information from unclassified statements.! ~rovided that he and his team had 
received training on the handling of classified information. 
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(U//~) worked ver closet with CLINTON and would meet with her four or 
five times a day to ensure that ere consistent with 
the thoughts and statements of CLINTON. initially traveled with CLINTON and then when 
she became comfortable with the position he stopped traveling to manage his team in Washington D.C. 

would typically communicate with CLINTON via the Ops Center when she was traveling. 
described CLINTON as a "paper person" noting that she preferred paper documents over 

e ect o c communications but he would email CLINTON when necessary. In these instances he would 
usually send the email to CHERYL MILLS who would either forward the message to CLINTON or 
respond on her behalf. On occasion he would email CLINTON directly.! !did not receive any 
fonnal guidance on what, or when, to email CLINTON directly. This dec1s1on was based on his 
judgment. 

(U//FOUO) in the recent CLINTON 
email releases, many of which were related to the posting of diplomatic cables by Wikileaks in 2010. In 
April of 20! oJ !first began to get a sense of Wikileaks as it heoan to post Department of 
Defense information. Then in November of 2010 he was notified by! I ~hat the New York Times was preparing to publish a large num ..... be_r_o_f_d_i-pl_o_m_a_t-ic_c_a_b_le_s_i_n __ __, 

~on with a Wikileaks release. Over the next several months! ~ad regular contact with 
L___J as well as to discuss cables that there ahout to he 
released. Upon receiving a media inquiry or a notification of an upcoming releaseJ ! 

LJWould review the cable(s) in question and then make requests to the media outlet(s) to omit or redact 
specific information that was deemed sensitive for operational or diplomatic reasons. These requests 
were not always honored an~ !estimated that they had a .250 or .300 batting average. The 
Department of State had a rule by which they would not discuss any classified information in the cables 
but in instances where the cable was being incorrectly portrayed, or could easily be misconstrued by the 
reader,! !would provide additional unclassified background information to set the proper 
context for the cable.! ~outinely worked with MILLS, and any agency that had an equity in 
the specific cable, to formulate the response to the media outlet. 

(U//FOUO) Wikileaks, and other media leaks, posed a difficult problem for the Department of 
State because the infonnation was already outside of the control of the Department of State and was often 
about to be published. While the Department of State could say nothing in response to a media 
notification or inquiry, the stance of the Department of State was to play defense and try to limit the 
potential damage by engaging the media outlet and providing a justification for why sensitive information 
should be omitted or redacted. 

(U//FOUO) ! !first became aware of CLINTON' s private email account when he 
received an email where "H'' was the sender. He initially thought the email was spam but upon reading 
the message quickly realized that it was from CLINTON. Aside from the ambib'llous username, 
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! !was not surprised that CLINTON was using a personal email account because it is a common 
practice within the Department of State. ! !had no knowledge about the setup of CLINTON' s 
private server but assumed that Under Secretary PA TRICK KENNEDY and MILLS would have been 
involved in that process. 

(U//FOUO) ! !had no concerns about how CLINTON handled her communications 
during her tenure as Secretary of State. Nor did! I have security concerns about anybody on 
CLINTON' steam. He did not recall any instances where classified information was intentionally sent to, 
or from, CLINTON' s email account. However, with respect to the emails on Benghazi, he noted that in 
hindsight some of the content should have been classified even though they did not believe it was 
classified at the time it was sent. 

(U//FOUO) Due to the sensitivity of the matter, the interviewing agents verbally reTuested that 
.__ ___ _.!keep the interview and the nature of the discussion confidential.! yerbally 
agreed that he would not discuss the interview with other parties. 

(U//Fei*>) ... ! ____ _.!was amenable to recontact regarding this matter, if necessary. 

(U//FOUO) Agent notes are included in an attached I A. 
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-!-

FEDERAL BtlREAL OF INVESTIGATION 

I ht· ~l'""' """"·· .11 

l,.~rvt•d ,,is ,1, •.• I 

l I 

lremamcdl 

l 

I when he h~:cainc I 
l retired from Department of 

St~!h: d)oS, irtl r 

!,U} ::mttt~ll}I , .. fa.I !)()l gel .d· O and des.cri!x·d him ~ls.) '•big hl.'ad." 
_____ ___.hurthi."r ,·xpimncd h~ thow•ht F- ............ ,_(!"""i<l ...... r-lo-t"'"k.J·nn\v his bnc, sp,xifkally concerning hi~ 
,,,.-..:~·k !y updalc-s H' Do$ l knd,1~1~1rwrs. scm :.1 w~ckly rcpon din:·ctly l() the S1.!Cf1;.~lary ~)r Slat..: 

~\ht:-n it wa:-; wi<l~!v k1wwn ')'<.Hi uidn'l g.o · 1r\!<.:t" with the Sccr,.::..i.: ·~· i.;'\t;..' ...... :i.W.ui....u.~.i;....i.l.l,l;.u....li;li=....i..i...1.1 .... '-l,,l,;:i.... 

(Uf/.l'OCO,Ll-----------------------------1 

{ Ui/ ·· ... : : · Durint• his entin: Dos t~nurc.J ! was nc-ver in dir,~~:l ~:onta·d with thl· 
S\.·1..:retary o!'Stat.-.:. was not i:t\.rnrc MILLAR Y R. CLINTON wa!I u~ing a fK~t;;onal tm~1il 
:iddrc~!'l for DtiS busme!I;-;. nor that shi: was operating off a privat.: cnwil server whik· :-.iw was s~,·rd.iry (.)( 
Swts.,. \Vhrn! !ni:cd::d h) n.-~lay t1 me$sagc that requirl.'d the (lttcnt.ion of the Sccr,!.trv, hs; 
wnuld fi:1llow the chain of-:omm,H1d and go through an rhsi~l:.mt Si:1.'n!tary ()I' Stak. ! ! m~iin 
Dos conth:.t nt thill k·vd vm~I ! 

.................................................. ·-·-·-··-----

i':::. ,: ··-·.,LI ________ ... I.. ............ __. ________ i.t:,, did;:h:d ......... Ni,\ ................ -·--·-···-·~---- ............ ·"··········-···--····· ............... . 

,\~ \,~ .... 1 ___ ___.1 .. ~{\1._ _____ 1 ............................................................................ . ---····· ................................................. . 
i h::-. d-:>·.:~$=rt,·:!: i:t~n;:t::·,!' :,~i~;K'>' ~·,~,:·v~n•w.:nd~t~~u;"t-s ant t·,mr:fu·.;.i'->:~~ or :he FBj. Ii ~~ th,: p:\~f~~1y or ;h, ll\J ~UhJ S" ;u~it~~d tu )·ou; ;.\~'"..~:!'~i:y: ii 
.:r::f i,~ ,·un!~.:·!U~ Ht<.~ not lo bi• tH~tr~h\>~;;d ~~H~~!d~: ~d~;:· ~:J;;.,.f:"-'}. 
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-~~, ..... ____ r 
: ·u1::i1::;:~1 :.i!i ,)!'Fl>•.m! ~>! 11--~··vi ··r rl I l >·• B' · I 'i ·''ii' 'f Pa' -~ 

l l 'il~}I " ' . '--~mdcrgtood any~;~~~~;·i~,;~--~~;~i .. !·~;111 

: •. ~~r ~;~?~:;:~~~~~·;;.;~-;::.,-al D(>S 
~mtid be l~)rwarded. f·k did not recall "vcr copying JACOB SULUVAN. HU!vJA 1\BEDIN. qr C!fFRYL 
.\'1!1.LS_: m1 ~~muil:\I hc~nus..: th~y \vcr1.~ 1Kll in hi~ chain_ (>fi.:~m:m~mt.l._,For urgent_ mal.t,'.rt-,J I 
would h>l!l>W protocol and t.:ontm:t tlK' nl'cessmy parlte~ via. the Dos co1nmaml Ci:!H~r. 

_J!,)__J~~~Fj l!u1<l ~tl'Cl:"S~ w both DoS undassitkd and stcrd ndworb at the Emhas~y in 
L___jl I;,:, tmi!d n()t r~cail if he had ,lcce~~ tn JWtCS or a top secret network, but stakd he did not usi: i1 

h>p ~\;\.:rel m:·iwork. 

r--L--,- ........... - ............ -r--------'.l.lo.l=~......:ii.11.1,;;i,,1,1, __ ,_~-...J lo n.·vlcw an ~mail dated 
...._ ___ ...... .....,.,-h the subj<.~t:l i\il\.'r revi,><.ving th;.· ,:mail. 

bughi:.~d and c cnw1 w ert>in he typ<.>s., ··My high ~idc i:1 Jown., so 
.,_ ____ _ 

rn ~lunmru-1:1.rng thb on thi:-; sysl .. \rn.'' ~~plained it wmm't c,)fnllltm for the high si{k ll, i-:~,; 

down m thi.-Embassy, hut ii ~cirndimi'.'s happened. H~ li.irtht:r explained uh~rrn.niw Pptiom, for 
,:,)m,mmicating das:.ifii;'.d inkinnation v,ou!d have been a sct.urc cuil w th('. DoS O crnti(>n~ Ccnkr or·-., 
1.'m\:-ltili_y wortfod summary lik~ this ,ir:1:>'' (a t\.·forcncc 10 tlw i.:.~m.iil he review1;.:d). slali.:'d ha:· 
fo,md tlK' email "fascinatin , " ') :·~· 11 • • • , 'smna Bin Lndcn {l)BL} 

,:;nnpound fl.irth,\r sl.it1..'<l the email '<,'as 
''.~•.cttin~~ dos'-~ tl) t 1c m;:. ow1ot1s!y.'' lfowevcr. ht.~ ,vas. not conct:-mcd about th· email lK~cmrnc ii w· s ·Hsi 

"hu:"iincss as tisuar· fnr h<..'. .. md othl:'rs to have ltl comnnmicatc sen)itiV(.' ntatl('.l~ tlµ·..i.·~""'''~'..i...------,J 
;i,.'v;;r r-;;.:{:1..•iw,.l fonnal goi<latH.'C mt huw lo ~t)tmmmkatc iofonmnion c.:onc~rning i.... _______ __. 

howt·v~r. l1i.· sl,itcd thal "if you ari:' ;i prol;:ssiona!. y1JU know !tow io do it and htn-v mw:: l k) d)." 
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~~IL... ____ ____.~ 

("o!"~tin~.~~!~~HH v! J·f).J')'~ J.. nf ~/2{.:t() ~';Jgt· .......... 3 .... __ 

___ ....... _'L...-----...r-------""1Ag1.::ms asked lo rcvicv,., un ,:mail ,ia!<'.d 
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b7C 

'1--------""';\.w,fkr n.'.vie,ving the email, t.'xpiain~d h;:. di\i 
not nx:ail I.he (:Ontc.xt ')r , • • • • "•op!~ t,) whnm th.: em.iii \\,lZ; bl 
nddn:;,s~d \\\'.!\.' tl\.V<11'1.' Furthcrnwn::. h~ hw.l ;11:,; b3 
,:olli.\.'ms with S(.!llding k :n omwtwn i::on!timci, mt w cmrn nn·r an unda,:;$ifkd n~~tWi.\rk b~\.·,w~c-
1 ! bdicYt'd ht' drnfl,·d !hi.' ;;:-mail~,> tlwt it did not c,~main ~pc<:iik sc11sitiv;;.~ ~kmil~. 

,--i...---.---,- ...... ,.....--------...Joi~' •nt::; a~ke<l! ! t > r ·v1cw "'! ·, 

.__ __ __, with !ht~ ~ul~ii:.'<:t L _______ ....1'~\~ft~e:..r .!.:t\!:.;'\t;..!'t~c~\\:,:.'i.un~,..!r.!.!h~~~.,:;~~11!.l:u~1i~l.:.1.... ____ .....Ju...i..LL1a1WJ~..l.llo...a.i.l.w, 

n,H rc~:al! l 1' ··, ,. · 

.---,__,.....,..... ___ ""'"' ______ ,J Agi:.'lll$ asked L- ______ ... t.:.;o ... 1_·e_v_i1.;_·\_v..,.· .m cnmil dmrd 
\1th !he su!~jctt kr n:viewin!:'. till~ ('.nHtiL exclaimed ··again. bl .__ ___ .. 

!IHs li- nghi on lhe linl'.'' Whik did not recall tht> spe-::ifo..•s con~l'ming lhi::' com,•.'H f)l !lw b3 
qnaii hi:'. ~wh,·d thl.!'r(~ ,\-\'.1·1.: 111-J (ktuils r;;llntaincd in the email lhm \V<.Hild wmpn.imis~ <i :s('nsitivt· pwgrnm. 
! . abo pviiitt~d out that 1.h~rc wen: llnly th.rec pi.:.•opk~ involvl;.xl in hi:s \iriginai em.l!l. 

,\hkh th1::n:. w~1s incrca:-.1.:d t~nf<ion bet\\l~L'll Pakistan a,:,in~d:.,:l!;!.hi..l:e~U:.1.n!.l.i1i..::·e:.1.dL:.!S.i.!!'il.l'li:i.'"~:-sa1.. -----....J11.1.L1..i...1J~.i.11,...t.1,..i,,.., 

lh> inlt)rnHUif,n >Onlt1ined in th..: ~nutil \.vas t.}f ctn1ct'111 I I L----------------~ 
gents u:;;ked! ! tu r<::vi.:w an 1:'mail dat~<l 

r-- ....... ., _____ .....,..r-------""1'\!!t.\nls nott"'\l that the ,:maii 'N:i!; s,~nt (m ti. .:ltis~ilhxi 

slated th.ii he ss.•m tbl..' -!rnai! rm thl' S('.Cn.•t .__ ____ __, 
n~twork i"xxausl..' it w;;1:s still during working hours in \Vnshingwn. DC. comp,m:d to Hw pr~vious i::maib 
h1: viewed that wtn:: S\.'lll afkr homs. and it made more scn~e for <,Ccl!:::sibility. The right method (}f 

:,;ending a commtmil.:alion. m:cnrding to ·, · , : · · • , •r method allowed for iht· fastest 
po.ssibk di:;s~~minatir1n of tht.\ mes~ag~. According le t!w SECRET/iNOFORN marking and 
1hl.'. scn~itivit_y 1rn.irking on lhe e1m:il he r\!viewcd \-Y\."rc :iutomatkally inserted a~ <1 <kfauh. 

L-- ...... ------------__,!\g~nt$ asked! ! to r\!vic-w an t·nrnil d.ttt·d 
7!6/1012 wil th('. suh.kct ·'US drone strik.: kiils 4 militant in Pukist.mi:' 1 
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Dt)S. nuh:d that sc-m the news akn. and further n1mplai1wd that sl11.' ,v.:ts 
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FEl>ERAL 8UREAlJ OF INVESTIGATION 

D:11.: of 1r,,11s,.;np11un _ 0-!.'011/20 I<,_-· 

,------J.!. lft~) On M.m:h l U. 20 I 6J I formed 
L__J w:.1s interviewed by Spcciul Ag~nt (SA) I lm(i.,.I ... S-.A-f""j ------,j""'i1_1_a_n_1_:l-~l..1 

ol!kc: !n Ne:~ Y12rb; NY A rkr being advised or the identities or the intervkwing agents und the purpose 
ol the 1ntc:rv1cw •. _provid~d the following information: 

(U/lf'OU0,.__ __ ........ .1.l.111,"'""""._---------------------• 
Prior to his tenure 

( ll/trOl:"O) During his l)c artmcnt of State DoS tenure. had very limitt.·d interaction 
with thl' Scaetary of State. assessed h~ likdy only,..1_.n_ct ___ _ 
Sccn:tary 1111.Li\R Y R. CI.INTON in person on six occasions. These contacts oc:curn:<l when! j 
travck<l buck to Washington. DC for various meetings. or wh~n the Secretary visited! ! 
l'urthc:r asscssl..'d that during the same timl" period he only spoke with Secretary Cl.lNTON via tt'lcphom: 
on two to tlucl! occ:asions.J I also participated in monthly Secure: Vidi:o T,dcconl\!r~·nc:cs (SVTC) 
with thl" Sc1:rctmy. 

1t111rot.!o)! !was never in direct cmajl contact with Secretary CLINTON ;m<l did 1101 

kno\\' Sc:crc.•1;1ry Cl.lNTON's enmil .1ddr~ss. When! j nc-e~kd to rday a quick message b.ick 10 

DoS I lcu<lquartcrs. he would generally email direct with Deputy Sccrcta , of Stat\! JACOB SULLIV I\N 
or th\.' Spl!cial Rcpn:scntal i w lo i\lgh.,.· 1,,1,1,,11M,1,11.1.i,l,1,11,1..i..1 ..... ,ill,l,l;w.i..w.1.11.l1,,o;,l..r...1~"""'11 .......... --- ...... i....M~..i.......i.11w.1o1.....,......_ 

inclu<lc<l RICI li\RD I IOLBROOKE. 
an<l lso sent a regular Sccrc-t 1.:abk to Secretary CLINTON once a 
Wt"d,. On nm.' occasions. moy bow ,~mailed the SRAP office or SULLIVAN via um:l.issili.:J 
.:mail to akrl them to a dns 1ifkd cµb)~IL Jwas not sure how information he provided was bri\.'lc<l 
h> Sc<:rctary CLINTON. bu( _-·assum~d the SRAP would brief at the kvd they saw fit ... 

-·-------·---·--·--------------· 

:i1 __ .,__:--J_._.:1..,_1_.'1.,_'o=fk""· . .,,.~~y•--------------· .. -·--.... ·-----
Fik ,, ------------------ ll.11.: dktmc<l_~N=i~i\_. __ . ---·-·------------

ll~ \;~~-------~ S,1.... _____ ..i---------------------·- -··· ·-------

lh1., ,1.,nun.:-111 ,·un1;i111s n<'ilh\'r r.:,11mmc11Jali1111s nor ,·,111.:lusions ol' lh\' FBI. II is lh\' pmp,•r1y of th<! FHI ;111d 1s l,1;111.:J IU ~ uu1· :l!!l'll<'). ii 
a11,1 ,1~ .:1111h.-11b an: 1101111 I'><: di,;l:-ihull.'tl oubiJc ~ our ag.:m:~. 

~~·'-------~ 
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Co111i11u.11ivn ol'FD-302 nl' .~h=11c.,.·r..a.avi.,.c,.._,·""0"11j _____ J--------· On 113tl0:21llh. l'ag.: __ 2 __ 

(l.l/ll'OLIO) There w~rl! tlm.-~ main ways .. ! ____ !could report information buck to Dos 
I h:.ich.jtmrtcrs: 

I. Cable 
2. Classilicd c:n1.1il - usuully l<>r lats;ral information to other Amhas:mdors or w the: National 

s~curi1y Counci I and I I 
3. Undassilictl c:mail - for day to day interaction 

,s,tNH l,iid um ••·•II bil>'iDP 11rrr"' 10 'jK'S or a Top S,-cret networlj1. _____ ---' 

I lwbils: he! I WilS read 
inh> srwcjal accc:ss 1,rogrnm~ {SAPs)I I .__ ___ .... I ~ J.. ---------------------------·· 
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~~~.__ ____ __,fr 

( \•1Ui11u.111n11 Ill' FD-3111 uf __ _..lr=J'~=·r~\ i .... .:\=-\_.01.I _____ J--L --·----·--··· On OJIIO/.!UH1. l':ol!.: ___ .> __ 

r--...L.l.J/J.I!C:tt::tftlL __ ,__Jw~1s asked l<) review air-1 _c_m_a_i~I ..... ..,.. _______ ___.wilh the subject 
line .lpon reviewing lhl! email. commented "wow ... I don't recall this 
1.·m.u c )am... m surpnst·< to s~·t· it nnd prcfor no! to comment." 

___ .1C.1.l u.l(.:1'11:!'(t::::1l~I ~i(:::!)J.) LI ___ ....Jl.l!w~os subS<:(.[Uently asked to i-evicw ..:r·wtal other \.:ll1aitsl I 
.._ ___________ __.I Upon reviewing each drn.:umcnt: I again indil.:atcd he did 1101 

want to comment. 

(\1//f'Ol.lO)! !stated that the rdcrcncc lo .. talkers·· in relt!rcncc<.I <.locumcnJ !n:l.111:d 
10 .. talking poims .. for foreign gowrnmcnt discussions. !also explainc<l thc .. SBU'' caveat in tlw 
~·mail mcmu '"Sensitive but l.lndassilk<l" was a selected classification option in bis undas.silicd 1.•mail. 
Other ch1ssi1kation options included "lJ" for unclassilied. or .. LUIS BU'' Limited Use/Sensitive bu1 
l .! 11(; J ,l~Si fk<l ... 

( Ll//l'OUO I While being ~scortcd to the dcvalor by SA! btatcd h1..· n.:cl'ntly 
n:ud U 11\.'W!" article about the ill\'l..'Stigation inlo Secretary CLIJ\iTON'r personal cm.iii .scrwr that opined 
that mos1 of the clnssilicd documents were lWCr classi lic<l. 1-lc.lWC\'l.'r. ! stated that ,titer s1..·~ing 
the .ilw, c rdi!rcnccd donuncnts. lw now un<lcrstnod why p1..·oplc ,wn: concerned about this nmll~·r. 

(l.i//rE)l.10} !\ copy ol'thc original intt..·r,·icw notes is cnci<~s~d in a IA envelope. 
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FBI IN1'0. 
CLASSIFIED BY: NSICG C.28W34B64 

REASOH: 1. 4 (Cl 
DECLASSI.:Y OH: 1~-31-2041 
DATE: 0~-22-2016 

-~ ~~-------'F-

FEDERAL BllREAll OF INVESTIGATION 

__ __..<..,l.lh'J'OL:o} On /\pril '.!5. 201<>.! linm~rl I 
......,,........ ........... ~vas intt:rviewcd by Six:cial Agent (SA) j land SA j !in th~ FBI 
\V;1shington F,·elc.l Onjq; I WFO}. 6 "' · ·• · , '· Washin

9
ton. DC 20535. Also present for the 

interview was_ !counsd. us well asJ ! and! !from 
rhe Di:m1Ctp1\.'llt of Justice {D · m crv1ew was conducted as a follow up to an imcrvh:w or ! !conducted by SA nd SA! !on March 10. 2016. Prior lO the inh:rvic,,.D 
agreed to :-.ign .i non-disdosurc ug.rccm1.:nt in anticipation (if vic,\ing drn.:umcnts during th~ intl..'n·i1.·,, 1ha1 
were d;1ssi lied as pan or a Special :\cccss Program (S1\Pl. Aller being a~h'is~d ol"thc identities of tlil· 
intcn·icwing agents and the purpose of th\! intcr\'i'-'w.! !provided the following infornmtion 

--···--·-·-----

l11n-~1ig.i1iu11 <lll .. 03illli:!!ll<> at W:i~hini!l<lll. I>(. ·-----··--
Fik ii -1.--------~I. . _____ l>at<: c.li,·1.11.:c.l ~//\. ______________ ·----·--

. -·-·---······ ·-----···· ·-----

1 hb ,1;,..:mm·111 .:u111ai11~ 11,·nh,·1· r.:.:u111111.:nJ:11iun~ 11<>r .:rn1d11~1011,; of th<." I'll!. h 1s th..: prnp<:fl) of II"· I 'Bl anti 1~ lv,111.:ll IV _\vur :11,:,·11,_\. II 
:111,I i1s ,·,1111.:111s :in· m•t lo h.: ,h,1n1>111nl outst,k ~om ag.:n,~. 

-~~~-------~ 
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Fl>-,11:?a 11<.:,. 10-6-<J) I 

{ u11111111:t1ion o!' Fl>-.>112 of __ ..,,h"'-11~..,,·r.:.cn,.._\·,..,.,_,,o:.,o,J _____ ....._ _______ • On lJ,lf2;VWlb. !':,~,· __ 2 __ 

-------------------------_ .. on y re aye, 111 onm1t1on to 111 ,n u.i:,; 
al DoS I lc:.1,k1uar1crs at high kvds ··on thl.! 71

" floor" (a rcfor~·ncc to tlK· DoS c~~'X:lllivc suit~ rl.!lcrn.'d 10 as 
Mahogany Row). As an aftcrnatiVl' to undnrsified mun,· 1.I !stated he has access 10 hoth DoS 
dassilied email and coble system. I lowcvcr._ _the! process r · · · , · · · · · · · 

. . . .. . . .. , ~ . . ~. 

t u11 1~ tnc<. to use: us est .Jlll gmcm. 

A •cnts asked to n:vicw an ~mail datcl~ ..i..=~~:;---4"'"---------------------, Iler rcviewin, the email'.._ ___ _. 

The ........... - ...... -----. ...... --- ..... ---................ - ...... - .......... ------ ................. - ...... ..---.......... Pakistanis were seeking an apology for a November 201 I event \\/herein U.S. Special Opl'nttinns crcsscd 
the P~1kistuni border und killed Pakistani border , · 

· J. •. militar · forces. 

also cxplain,:d th~· "(SBU)" rd-;.:rencl." in the subjccl line of thl.' email --------------n: all!l to Oil\! ol two S<:llS1t1v1ly 0.: lpiq;s avajl·rblc in the undassilicc.l DoS syswm: { lndassificd or 
Sc:nsili n.' Bui llnclussi ficd ( S Blh l _ used SBU when h~· .. w.mtcd to point out th.it while 
som1.•thing was undussilkd. it should still be: trl!at-.:<l as sensitive." 
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FD· .iO.:?a IR..:, 111-6-')5 l 

-~'n=h··~n~·i.:=·\~V ="''11 ____ .....Ji---------· On (),l/25/201fi. l'ag.,; __ 3 __ 

L I wma Ii Y rmrml111:,i ·.:r.·~· ~·r.111...\:,iv~· W..:.i:1,1;-Lil.l.-..U....iilr.LLl""-WU....111,1~.Lii,IWil,I..LW,MiU,l..6i,IU,l,I. .. >"", kistan ( S lu\ p ). 
l an<l ut assumed he 111 1. ~-------.....: hav1: also wanted to SUI.L . to ·now. as 1c no c 
assumc<l SULLIVAN w(iuld rday informatio1~~~==-:a:=:.""lo "anyone at DoS who n ... 'cdcd 10 know:·· the 
Secretary of Stale. Deputy Sc::cn.-t;.1ry ol'St:1t~s. 1:tc SULLIVAN was 1101 given gui<l;uu;l.' 1m how lli rda:, 
such information back tu DoS l-kad~u,1rtcrs. but statt'<l thc cmuil in question wus sent al a tim ... • whc.:r·:in ii 
was imp011ant l(.) report. ! ! was nt)I sure why he chose to st'nd the email in question on a 
dassilicd network. 

! !Ag ... ·nls ask~<ll !10 n-vicw ,Ill email dated 
l~!::!7/2011 wich the sirkrl '·fS(lJC." After rcvicwin¥ the email.!_ }xpluincd he ~~i<l nol rccall 
the context. I lowcvcr. ·tatcd that the previously cxplamcd "cross b • • · • · · · · · 

' . ') . . . . 

Agents askc o n.:vic,.,.· an ~mail <j;Ur<I 7/6('0 I~. 
with th._c_s_u ... l~-jc-·c-1--· ... t""IS,,....,<l""ro-nc-s....,.,......,...,,.....-.....,,,..., • • · ' ·· ·tan." Aller reviewing the cmaii.l I 
~xplaincd thl..' ~my.· 1.1.· ..=ll.iw.'""""u.u.---------.,_...J The email originute<l from ,m AP .irtide found 
an<l forwarded to subs!! uc I • rwardcd the article to the o~ utv 

1 so sl.itc:- t ml at t 1c tune ll..' s1.•nt 
._1!_1,-· -.... -n-1u_i_l._l_1c-· <l-il-1 _Ill_)_! -ll-1i_n_k_t_h_c_i_n_lc_.>1-·11-K-lt-i(-)I_l_h_c_p_1-·u-,-,j<l-c<l-ic-·o-p-w-·<l-iz-.c-·<l-a-n ... 

1
·onc in volvl.:'<l . ._! ______ _.! 

\\ho ,,us (\:'don an email in the exchange was the! Jfor the l.l.S. in Pakist.m. 

{ l !/, rouo I A copy of the original interview notes is enclosed in ,1 I A 1.·nwlopc. 

~s~A------~ 
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ALL FEI Uf:CR1l.A'1'IOH COH'l'.Ut-TED 
3EREIH IS UMCLASSIF'IED 
DA'l'E 08-l~-201!:i BY J37J85'1'94 HSICG 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 12/11/2015 

(U//FOU&) On December I I, 2015 ____________________ _ 
..... __________________ ._u_._s_. _D_e......_a_rt_m""'-ient of State was interviewed by Federal Bureau 
of Investigation (FBI) Special Agents an After being advised 
of the identities of the interviewing agents, and the purpose of the interview, rovided the 
following information: 

U//FOUO for the U.S. De artment of State from ,-----------~------------' ..,_ _______ .....,.where she was responsible_fi_o_.r....._ ________________ __. 

rr-----,__-----' She assumed the role whe left the position. On a typical day 
ould meet with the then Secreta of State HILLARY CLINTON at the daily 8:30 A.M. 

meeting to discuss key issues Durino the meeting CLINTON 
would provide guidance on what should be communicated Prior to finalizing 
the briefing materials! !would then work with the relevant Department of State components to 
verify the message and to add any necessary details. did not deal with the U.S. Intellioence 
Communit USIC aside from a dail intern ,enc 

..._ ___________________________ .....,. _ ___. 
traveled with 

CLINTON on all of her foreign trips, during which were handled by one of 
! !deputies. ...._ ______ _ 

(U/fFOUO~ !stated that she saw CLINTON frequently throughout the day and as a 
result most of her communications with CLINTON were spoken. I ~ould onl~recall Qnel;ime 
when CLINTON emailed her directly and that was on the night of the Benghazi attack. stated 
that at that time she had no knowledge that CLINTON was using a private email server. noted 
that CLINTON was not an email person and therefore assumed that CLINTON was conducting personal 
business when she was on her Blackberry. 

(U//FOUO)! !also worked closely with JAKE SULLIVAN, CLINTON' s Chief of Staff 
for Political Affairs, for routine matters.! !understood that SULLIVAN would relay pertainent 
information to CLINTON but she did not know if SULLIVAN directly forwarded her emails to 
CLINTON or not.! !provided that she occasionally interacted with CHERYL MILLS but did 
not have regular contact with HUMA ABEDIN. 

Im cstigation on 12/11/2015 at Washington. D.C. 

File#~ l:m2 Date dictated KIA 

I3y .s.t\J ~ 
This documcnl conlains neither recommendations nor conclusions of the FI3I. It is the propc!ly of the FBI and is lmmed to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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Continuation ofFD-302 of __ =ln=te""'n ..... ie'""""'"'. o"'"1dL..-___ .....t----· On 12/l 1/2015. Page --=2 __ 

(U/lFOUOi I reviewed an emaiU I that she sent on 
___ .:...;;;;.;..;..;...;;..;;;;....;;;..a..,.. ___ ..;..;...;..;;.;..;..;.;.;;;.,.!with the subject! !piece." She confinned that she 

remembered the events surrounding the email. After carefully reviewing the entire email string 
I !gave a brief overview of the Benghazi attack and provided that this email was sent after she 
learned that the New York Times was planning to publish an article about the Benghazi attack and the 
annex. The topic was of particular interest because at that time the media only knew of the Consulate in 
Benghazi and infonnation on the annex had not yet been publicly released. 

(U//FOUO) I !further explained that.__ _______________ _ 
________ _.! was to notify Department of State leadership when the media was preparing to 
release information on sensitive or controversial topics. Alerting leadership allowed the Department of 
State an opportunity to engage the media outlet to negotiate what details should be released and to prepare 
an appropriate public response.! I stated that she sent the email in question to alert Department 
of State leadership and National Security Council personnel of the upcoming article because of potential 
sensitivies around disclosing the existence of the annex. The subsequent messages in the email chain are 
responses from other individuals as they discussed a subsequent call that occurred with the New York 
Times that afternoon. 

(U//FOUO) During the discussion! jprovided that she is participating in the Freedom of 
Information Act FOIA review rocess for the on 1oin , release of CLINTON' s emails. I I 

.__ _________________ __,,.....__.has a team of individuals who are reviewing all 
emails pertinent to prior to their release, to assess if they contain 
information that is either classified or represents an internal Department of State deliberation. 

(U//FOUO~ !explained that internal deliberations are internal discussions about various 
international affairs and policies. These conversations do not necessarily reflect the official, or final, 
stance of the Department of State on a specific topic. Additionally, the information may be misconstrued 
by the casual reader or cause embarrassment to the Department of State if it is released in its original 
form. When her team finds an email containing a deliberative discussion they mark the relevant sections 
for redaction under the BS exception.! ~eviews the team's work before it is passed to the next 
phase of the review process within the Department of State.! !noted that a significant number of 
the items that her group recommended for redaction because they were deliberative products were 
ultimately marked for redaction, by internal counsel, using the classified material (B 1) exception. 
! ldid not know why internal counsel elected not to follow her group's recommendations but 
noted that as a result a significant number of FOIA released documents that are marked as containing 
classified information really only contain deliberative material. 

(U//FOUO)! ~cknowledged that some of the emails marked as containing classified 
information did in fact have classified material. However, she quickly noted that she did not recall seeing 
anything that would potentially compromise national security or be considered criminal in nature. 
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Continuation ofFD-302 of __ =ln=te""'n ..... ie'""""'"'. o'"'lrl'"--___ __, ____ . On 12/l 1/2015. Page ----"-3 __ 

(U/fFOUO) II explained that the U.S. Department of State personnel commonly operate 
on the unclassified s~e gave the example of a diplomat who summarizes a diplomatic 
conversation on the unclassified computer system. In general, they don't believe such diplomatic 
conversations are classified because it is usually obtained through diplomatic discussions and not from 
sensitive sources. They would consider the discussion to be Sensitive But Unclassified (SBU) and 
transmitted on OpenNet with the expectation that it would be contained on the Department of State 
system and only accessed by legitimate users. 

(U/fFOUO 
and noted 

artment of State 

Based on these experiences she is careful not to transmit sensitive information on the 
unclassified or unsecured systems and she advised her subordinates to do the same. However, despite her 
security posture she did not find fault with her colleagues who did otherwise. 

(U//FOUO) A copy of the original interview notes are attached in a IA envelope. 
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REASON: 1. 4 {C.l 

-1- DECLASSIFY OH: 12-31-2041 
D..~TE: 03-22-2016 

FEDERAL BUREAU OF INVESTIGATION 

Date of1ranscrip1ion 1/19/2016 

.---......l.~~~~~u...l!.lii.l.Uiit.lii.l..l'-7.l..o..42016, SIDNEY BLUMENTHAL was interviewed at the law offices of 
"-----------------, Washinmon DC 20005 b Federal Bureau of Investigation (FBI) 
Special Agent (SA and S Also present for the interview 
was BLUMENTHAL' s attorney office telephone! I email address 
I las well as Department of Justice attorneys! land 
I I After being advised of the identity of the interviewing agents and the nature of the 
interview, BLUMENTHAL provided the following: 

(U/,'FOUO) BLUMENTHAL is a friend of HILLARY CLINTON (CLINTON). During her 
tenure as Secretary of State from 2009-2013, he served as an informal political advisor by sending emails 
containing information he deemed to be helpful and interesting topics. BLUMENTHAL did not recall 
sending any such emails prior to CLINTON becoming Secretary of State. There was no set schedule for 
these emails, BLUMENTHAL was never paid for his advisory services, and there was no specific 
conversation with CLINTON regarding his informal role. However, CLINTON would occasionally 
acknowledge the value of his emails in a response to BLUMENTHAL. During this time, 
BLUMENTHAL was also employed by the Clinton Foundation where his duties were related to former 
President BILL CLINTON, his legacy. and some communications of the Foundation. BLUMENTHAL 
reported to! !and does not recall what HILLARY 
CLINTON' s role was in defining his role at the Foundation. During this timeframe, BLUMENTHAL 
was also involved with the Clinton Global Initiative. 

(S/~ TYLER DRUMHELLER was a career Central Intellioence A 1enc 
served in a number of ca acities durino his tenure. 

...._ __________________________ ..... During the timeframe in which 
BLUMENTHAL used DRUMHELLER as a source for information provided to CLINTON, 
DRUMHELLER was retired from the CIA. DRUMHELLER knew the information he provided would be 
forwarded to CLINTON and provided it because he thought the information would be useful and helpful 
to the United States Government (USG). He did not receive any compensation for the information. The 
caveats provided regarding the source of the information were directly from DRUMHELLER, with the 

lmestigation on 1/7/201<, al __ w""""'""'as=h=in..,gt.._01 ..... 1. ___ D ...... C ___________________ _ 

File# J1.. _____ rl:;""'02"--------- Date dicta1ed __ l\:..:;"/"""'A'-----------------

By S S ~-------~=i.... _____ __J----------------------

T his documcm contains neither recommendations nor conclusions of 1he FBI. It is 1he propeny of 1he FBI and is loaned to your agency: ii 
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Contimmtion of FD-302 of Inter,iew of SIDI\EY BLL::vJEl\TIIAL . On I /7/2016 . Page __ 2 
exception of the CONFIDENTIAL marking BLUMENTHAL would frequently place at the top of his 
communications with CLINTON. The CONFIDENTIAL marking was meant to imply the email was of a 
personal nature from BLUMENTHAL and did not refer to classified USG information. 

(U//FOUOJ DRUMHELLER had a business with large corporate contracts, but BLUMENTHAL 
did not know specifically who these contracts were with or what they were for. During a conversation 
with DRUMHELLER regarding humanitarian aid projects, BLUMENTHAL conceived of a project that 
would provide field hospitals and aid to Libyan refugees. DRUMHELLER stated BLUMENTHAL 
would receive a finder's fee if the project materialized, but it did not come to fruition. This potential 
finder's fee was the only financial relationship between DRUMHELLER and BLUMENTHAL. 

(U/IFOUO) ! !has been a friend of BLUMENTHAL for several years and was 
retired during the time when BLUMENTHAL used him as a source. BLUMENTHAL does not know 
where! ~ould get the information he provided. 

(U//FOUO) ! !is a journalist involved in international education and has been a 
friend of BLUMENTHAL' s for decades. 

;UJ ~/i'Nf+ GARY BERNTSEN is a retired CIA officer who BLUMENTHAL met through LARRY 
JOHNSON, another former CIA officer. JOHNSON wanted BLUMENTHAL to hear BERNTSEN' s 
story as described in BERNTSEN' s book JAWBREAKER. Neither BERNTSEN nor JOHNSON ever 
stated they were providing classified information or that they obtained any information from the CIA. 
BLUMENTHAL did not ask if the information was classified. 
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(U//FOUO) ! hs a formed !who BLUMENTHAL b 6 

met when._! ____ _.!was assigned to! !in the ..... l 9_8_0_s ________ __. b?c 

;U) X;~ BILL MURRAY is a former CIA Chief of Station and a friend of DRUMHELLER. 

(U//FOUQ.) I !was the during the 
GORDON BROWN and TONY BLAIR administrations. He is an old friend of BLUMENTHAL' sand 
provided information on British politics and personalities. 

(U//FOUO) was a who 
BLUMENTHAL met through.._, __ ...... _____________ __,BASHAR AL-
ASSAD, as well as others in the government personally. He provided BLUMENTHAL with 
information on the ASSAD regime. 

(U//FOUO) I !is an! !with experience in ... J ______ _ 

I !provided information he picked up and sometimes knew the information 
would be provided to CLINTON. 

~//NOFORH 
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Contimmtion of FD-302 of Inter,iew of SIDI\EY BLL::vJEl\TIIAL . On I /7/2016 . Page ____1 
(U//fi'OUO) BLUMENTHAL had no concerns regarding the sensitivity of the information he 

provided to CLINTON during her term as Secretary of State. Additionally, he does not believe any of it 
was classified. 

(U//FOUO) BLUMENTHAL held a clearance in the 1997-2001 timeframe when he was an 
assistant to President BILL CLINTON. He recalled a quick briefing on security and clearances, but has 
no recollection of being read-on to any special programs. 

~fNOFORN 
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FEHER.AL BURF.Atr OF INVl~STIGATION 

·········-·······--··--······················-----------············-----····---······························-···-----·-·············································---

!im:,!i,·aliHll ,>n _ O:"i !7/JU I 1, ··-··-······· ;11 ............ Mc! . .;:m,_ V ,1\ .• -------·-····················-···-·-

1:ik 1i .••• ,.J ________ _.( .................... ----···-···--·· l">;ilc.\.!i(·lai<·d •....... N,1\ •.... ·-·---------------

1-1}" ~t1 ... _____ L~~ .... ___ __.L---·················--··-·····------··-----··-······-····-···-··························································· 
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I 'US shown a C()py of an ,•m·•il frqnJ I 
,vilh th~ su1,1cct1 l:\ th.'r reviewing the email he provide I 

~hat he W(lt1ld have classified the <.!mail if he was scriilm~ Ille' inlommuon. 

L__,._..,.r------------....1..:.i.w...i.w.u;.u....,-~ 4 an email fron'L----r--, 
with th.: su :i.1cct.._ _______________________ ....l\ller rcvkwing the enmil ...,.....,.__. 
bdkvcd that the ~mail w.is discussin~ ut stated that a casual reader would have a dillicult 
! im:: lit~uring out whu! the email was "mut. 

r--------------.....l~ia.1..i:1.w.1.~-'l..lla;l,,.&,i,Lt.J.i.1..Jw.L.lii.WI.I.W....I.Ll.!.Ll.lL--,....,. _ _J vith 
!he <:ub11.~c.._ ___ ,..... ____________________________ .J 

r,·,·kwing the email 'lm~d that he would not have put this information on an rn1dassifkd system 
ht1t thm the authors wen:.· ouly responding tb ~, mcdi.., article. 

( U.t/f '()\10 ~ A copy or the original interview notes and the rd;!r~ncl!d documents is .1:nclost'd in a 
1 ;\ c1wdop~\ 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 1/2/20 I<, 

(U//FOUO~ OnDecember31,201S,! !of w 
interviewed by Federal Bureau of Investigation (FBI) Special A 1ents and 
I I Also present were Beth Wilkinson, Partner, and Attorney at Law, a._t_P_a_u_l __, 

Weiss, Rifkind, Wharton & Garrison LLP, 2001 K Street, NW, Washington, D.C., 20006, andD 
! ! U.S. Department of Justice. After being advised of the identities of the 
interviewing agents, and the purpose of the interview,! !provided the following infonnation: 

(U/i'FOUOj !has worked for HILLARY CLINTON sine when he was hired as her 
I In this role he served a 

1-----,.1-w-o-rk_e..1d on her campaign and w~a-s_s_u_b-se_q_u_e_n-tl_y_n_a_m-ed.....--------------.-----' 

when CLINTON became the Secretary of State (Secretary). at the U.S. Department of State (State). 
I ~urrently works a~ !but noted that he still acts as a 
part time advisor to CLINTON. 

(U//FOUO) 
reported t and was rimaril res onsible for leading the team 
and for acting as the Secretary' traveled with the Secretary on all of her 
trips, with the exception of two or three trips. noted that zero percent of his official job function 
was related to Infonnation Technology (IT) or the maintenance of the Secretary's phones or computers. 
However.I lwas technically savvy and was frpuentl~ T contact with the Secretary and as a result 
she often asked him for assistance with such matters. likened it to your parents asking for 
technical help with their phone or computer. 

(U//f'OUOf !had regular and ongoing contact with the 
Secretary and, as such, the majority of their communications occurred in person. However, he would 
communicate with her via phone or email when necessary.! I stated that he received his first email 
from CLINTON in 2007 and confirmed that she used the following email accounts: 
h I S@att.blackberry.net, hdr22@clintonemail.comJ f?ggmail.com during her tenure. 

(U/,'FOUOJ! ~tated that he had no knowledge of CLINTON' s private email server until it 
recently became public knowledge. II knew JUSTIN COOPER because Cooper was a long time 
aide for Bill Clinton. I lneve~d the private server with COOPER until after it was 

Im cstigation on 12/31/2015 at __ ..:.aw=as=h=in=gt=o=n.-=D=.C=··-----------------

File# J"L-----t"l:i ..... 02 ___________ Date dictated ___ K ...... "1 ....... A _________________ _ 

I3y ~ ... ______ __,~ _____ ..:------------------------

This documcnl conlains neither recommendations nor conclusions of the FI3I. It is the propc!ly of the FBI and is lmmcd to your agency: it 
and its contents arc 110110 be distributed 0111sidc your agency. 
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documented in the press. Similarly,._! __ ___.!knew BRYAN PAGLIANO but never discussed the email 
setup or any other IT matters with him. 

(U//FOUO) Upon starting at State in 2009) ~eceived a security clearance and received 
training on the handling of classified information. He was provided with a classified terminal at his desk 
but didn't have a reason to communicate classified information via email given his position. He could not 
recall any specific instances of using the classified email system and stated that he never transmitted 
anything marked as classified on an unclassified system. 

(U//FOUO~ ~id not recall receiving any guidance from State on records management or 
the use of private email for official business. However, he noted that it may have been included in one of 
the numerous documents that he was required to sign when he first started at State. None~ tried 
to use his official email for official business and his personal email for personal business.L___Jnoted 
that there were some instances where he would email the Secretary from his personal email account such 
as when he was at home or traveling and wanted to send an article or press clipping of interest to the 
Secretary. Other examples of when he did this included when he first started and did not have a 
government email account; times when there were system outages~ or when he had difficulty remotely 
accessing the system.! !provided that the Secretary neither approved of, or discouraged, the use of 
his private email account in these instances. I I had no knowledge of any intrusions or attacks 
against either his personal or government email accounts. 

(U/fFOUOJ ~isted the Secretary as 'EVERGREEN' in his personal email contact list. He 
explained that this had been the codename used by the Secret Service since she was the first lady. 

(U//FOUO) During the interview! µ,as shown several emails that he had authored during 
his tenure at State while providing technical support to the Secretary.! I reviewed each email and 
provided the following context: 

I. The first email was sent in approximately 20 IO after he purchased the first iPad for the 

Secretary.! ~id not recall the specifications for the device but believed it was the 
latest model available at that time.! !purchased the iPad and configured it to use 
the! lcggmail.com email account so that he could send articles of interest to the 

Secretary. I !stated that she could not view the articles on her Blackberr[ and the I 
iPad and email account were setup as a way to test a different delivery method. 
did not recall the email account being used thereafter and was "fairly sure it wasn't used" 
after the initial setup. 

2. The second emai I was sent just prior to the end of the Secrya2:' s terT bul lcoul d 
not recall any further details about the context of the email. stated that he only 
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purchased one iPad for the Secretary and could not remember a second iPad, or any details 

of a recovery email account.! !recounted how after he gave the Secretary the iPad, 
the Secretary fell asleep holding the unopened packaging in her arms. This struck! ! 
as funny because, in contrast, he would not be able to sleep ifhe had just received a new 
iPad. He noted that this episode was foreshadowing for how little she would use the iPad. 

3. The third email referred to the cover of a People Magazine edition from August 2010 and 

was an example of when! !would use his personal email to send a message to the 
Secretary. 

4. !could not recall any specific details regarding the fourth email but speculated that 
it referred to the collating of relevant news clips. 

5. In the fifth email the term "Dirty Space" refers to a non SCIF space, where unsecured 
communications could be used. 

6. The sixth email references the Secretary's transition between Blackberry devices .... ! ___ _. 
remembered that her first device was blue in color but he could not recall the make or 

model.! !stated that her second Blackberry was "not blue" but again could not 

recal1 an~ add~ional details. The second device was remotely activated by COOPER and 
then rovided it to the Secretary once it was activated. He was unsure if she had 
additional Blackberry devices thereafter. 

7. The seventh email references a photograph that the Secretary took of the reporters 
traveling with her while they were in Greenland or Iceland. The Secretary wanted to share 
the photo with the individuals in the picture and asked o remove any 
"identifiers" before sending the picture to them. stated that "identifiers" simply 
referred to the Secretary's email address as she did not want to inadvertently give out her 
email address. 

8. The eighth email refers to the Secretary's house in Washington, D.C., on Whitehaven St. 
While discussing the emailJ ! provided that he did not recall any other emails being 

configured on the iPad besides! ~gmail.com. Nor did he see her use any other 
devices to access the clintonemail.com domain, aside from her Blackberry. He did not 
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recall her traveling with a laptop or other personal computers. 

9. The ninth email references the switch to a personal office email system that was created 

after the Secretary left State.! !stated that he had no involvement in the process 
aside from what is described in the email and that he did not have any other interactions 
with Platte River Networks. He was unsure who secured the hrcoffice.com domain but did 

not believe that it was! further provided that after leaving State 
he acted as a paid advisor to the Secretary while she was promoting her book. During this 
time he used a personal Gmail account until the hrcoffice domain was stood up. 

(U/i'FOUO)! ! provided that he was not directly involved in culling the Secretary's 60,000 emails 
aside from reviewing approximately half a dozen emails. In those instances, he was asked to provide the 
reviewers with additional context about the emails. 

(U//FOUO) A copy of the above referenced emails and the original interview notes are attached in 
a IA envelope. 
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-1- CATE: 08-:2-2016 

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 6/22/2016 

(U//FOUO) On June 21, 2016 DOB was interviewed by 
Federal Bureau of Investi ,ation FBI S and in his .,;...;~~-=-;;.;..;;=...;;.;.~..;..;.;;;.;.;.,;=~...:..;.~"'-,,;;;...;;.=.;...;..==-------- ..._ ______ _ 

..._ ___________________ __. Washinb>ton, DC. After being advised of the 
identities of the interviewing agents, and the purpose of the interview,! !provided the following 
information: 

U//FOUO From JanuafY, 2009, until January, 201 tJ !was thd._ _____ _. 
at the United States De artment of State (DoS). In this capacity, t-----.,_ ________________ ..., 

..._ ___ __.reported to ------------
--- (U//FOUO Followino his tenure at DoSJ !worked at the..._l _________ ... l 

as a In June of 2012,I I transitioned from thd to 
th here he served as thel I _______ __, le in 20 I 5 for his current position with thel I 

(U//FOUO)! !held a Top Secret (TS)/Sensitive Compartmented Information (SCI) 
clearance while at DoS. He interacted regularly with Secretary of State HILLARY R. CLINTON, and 
accompanied her on a few international trips.! !was not in direct email contact with CLINTON, 
and was not aware until recently how much of the information he emailed to her staff was forwarded up to 
CLINTON. ! !reca11ed knowing CLINTON had a "different" account than others at DoS, but 
did not know it was a "private" email account. 

(U//FOUO) While at DoSJ !"irregularly" attended Deputies Committee (DC) and 
Principal Committee (PC) meetings. Howeved !was present for more PC and DC meetings 
when he was working! I The NSC hosted all PC and DC meetings, which were 
convened by either the National Security Advisor or Deputy National Security Advisor. DoS was not 
present at every PC or DC meeting. Invitations and attendance depended on the topic. When DoS was 
invited to a PC or DC meeting, it was not uncommon for the DoS Regional Bureaus to send 
representation relevant to the topic of discussion. 

Im estigation on 6/21/20 I<, at __ _,..,W_,,as=h=in=gt=o=n,-=D=.C= .. --------------------

File# _____ ___.bc=:,=02~------- Date dicta1ed __ r,;~·t~A~---------------

By S SA 
=i, _____ .J-=""1-----..J------------------------

T his documcm contains neither recommendations nor conclusions of 1he FBI. h is 1he propc11) of 1he FBI and is loaned to your agency: ii 
and its contents ,rre not to be distributed outside your agency. 

~//NOFORN 
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(S/1-Hr) I I 

(U//fi'OUO~ !was famillar with the 1 !Report," and recalle~ !was 
tasked with conducting a policy review of Afghanistan and Pakistan early in President OBAMA' s 
administration.! ~id not recall how many different versions oftheLJReport were 
generated. 

(U//FOUO) Agents asked! ho review an email and attachment dated I 0/4/2009 and with 
the Subject: "draft" and an attachment title "Pak Paper I0-03dc.docx." After reviewing the email and 
attachmentJ !explained he vaguely remembered the period of time surrounding the email, but 
did not specifically recall the email or attachment.! !assessed he would not have been one to 
write the document attached to the email, and believed it was likely drafted by somebody in the Special 
Representative to Afghanistan and Pakistan's (SRAP) Office. I lwould have likely been one of 
the final reviewers of the document, describing himself as the '4Cl ean up guy." I I 
who was in the DoS Policy Planning Office, may have also been involved in drafting the document. 

(U//fi'OU01 Agents drew! !attention to the fact that information contained in the 
referenced 10/4/2009 email attachment also appeared as SECRET//NOFORN in a March, 2009, version 
of the! !Report. did not know who at DoS would have ultimately determined the 
classification of the document. assessed either CLINTON or someone in her front office 
would have classified the document. believed CLINTON and RICHARD HOLBROOKE 
would have at least read the contents of the report prior to finalization. Specific information contained in 
the report was publically discussed at the time, so inl !opinion, the document was not 
classified. Much of the information contained in the report was originally based from various 
contributors' expertise; therefore it would not have Jeen classified. He further stated that while he had no 
visibility into the DoS classification approval chain,_ !assessed the report might have been 
considered Unclassified while it was a working document, and later classified when it became an official 
record. It also could have been marked classified because almost all documents intended for the NSC are 
classified for transmission. 

(S//Nr)I 

~//NOf'OftN 
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(U//FOUO) Notes of the interview and the documents displayed for ... ! ___ _.! will be maintained 
in an FD340 envelope and filed with the captioned investigation. 

~//NOFORN 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 11/25/2015 

(U//FOUO) On 11/23/2015..--------------....-------
was interviewed in his office at th _________ ---. ________ ,...by Federal Bureau of 
Investigation (FBI) Special Agents (SA and After being advised of 
the identity of the interviewing agents, and the nature of the interview provided the 
following infonnation: 

(U/,'FOUO) From 2010 through 2012J !served as the! 
_____ __.!in the Department of State (DoS) Bureau of Near Easte ... 1--n-A_ffi_a_i-rs_(_N_E_A_)_ ... j --L...---1 
oversaw the office which focused on DoS interests in North Africa.! !was the DoS senior level 
expert onj j 

(U//FOUOj !did not directly communicate with Secretary of State HILLARY R. 
CLINTON, in fact] !did not recall ever communicating directly with any Secretary of State. 

____ _.!did not recall ever communicating directly with CLINTON' s executive staff! I 
may have exchanged an email with CLINTON's Chief of Staff for Public Affairs, JACOB SULLIVAN, 
on one or two occasions. I !did not recall ever communicating directly with CLINTON' s Chief 
of Staff for Operations, CHERYL MILLS. 

(U//FOUO~ ~ interfaced with DoS executive management predominately through his 
superiors in NEA.!would communicate to Deputy Assistant Secretary (DAS) JANET 
SANDERSON and RAY MAXWELL or Assistant Secretary JEFFREY D. FELTMAN, who was later 
replaced by BETH JONES. 

(U//FOUOj !and NEA management had separate computer terminals for handling 
Unclassified and Classified materials. 

(U//FOUO) During his tenure as the was 
on the phone daily with the then Ambassador of Libya, CHRISTOPHER J. STEVENS, who was later 
killed in the September 12, 2012 attacks on the U.S. consulate in Benghazi, Libya.! !would 
come into work early and talk to STEVENS on the phone.! ~nd STEVENS would 
communicate through both open and classified means of communication. However, the classified 
communication capabilities were limited in Libya. 

Im cstigation on 11/23/2015 at Washington. D.C. 

file#~ ~302 Date dictated t-:.IA 

I3y~ I s~ 

This document contains neither recommendations nor conclusions of the FI3I. It is the prope!ly of the fBI and is lmmcd to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//FOUO) Following his conversations with STEVENS! lvould orally brief the NEA 
DAS. If the infonnation was particularly time sensitive,! !would sometimes write an email. 

I !assumed the NEA DAS briefed up whatever information they deemed importan_t _fr_o_m __ _ 
briefings to SULLIVAN and/or MILLS. Questions regarding the information! I 

provided came back down through his chain of command.! !did not recall ever being directly 
questioned by CLINTON, MILLS or SULLIVAN regarding any of his reporting. 

(U//FOUe was not aware CLINTON was using a private email account not assigned 
by DoS, nor did have knowledge that CLINTON' s email was hosted on a private, non-DoS, 
server. did not recall ever receiving a direct email from CLINTON, other than an email or 
two that would have been sent to the entire DoS. ! !only learned of CLINTON' s private email 
and server when the story broke in the Press earlier this year. 

(U//FOU01 Agents asked ho review an emai~ hated 11/18/2012 with the 
Sub· ect line "FYI - Reports of arrests - possible Benghazi connection." The email was shown to 

as it was released b DoS FOIA office, and as it a eared on the DoS Reading Room. 
·, !noted that the email 

.. w-as-se_n_t_o_n_a_S_u_n_d_a_y_e_v_e_m_· n-g-, -an-d-it_w_o_u_l_d_n_o_t _h-av-e-be_e_n_u_n_u_s_u-al_fi .... or ho be in his office 

during that time.! ~ssessed that he likely sent the email from the office, but sent it via 
unclassified email, as most of the people who needed to be briefed on the information were not in the 
office and did not have access to classified communications at the time. 

(U/ffOUO) The individual~ .. ___ __.!addressed the email in question to were as follows: 

BETHE. JONES, Assistant Secretary NEA I RAYMOND D. MAXWELL, Deputy Assistant recretary NEA 

U//FOUO oted that 
and poke nearly 

daily during tenure a The two would converse 
via high side email or orally. ssessed that the information he typed in the email concerning 

I lwas received via an unclassified telephone conversation. He further assessed 
received the infonnation from the RSO or Legal Attache (LEGAT) visiting from Cairo. 

(U//FOUO)! !had no knowledge of his email being forwarded, but assumed that the 
individuals he emailed direct would either forward the information on to the appropriate executives or 
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brief them orally.! !noted that in general if information is sent to SULLIVAN, he assumed it 
would be forwarded or briefed to CLINTON. 

(U//FOUO~ !noted that some of the language contained in the email may have later 
been classified, but due to special circumstances surrounding the situation at the time he received the 
information, there was a necessity to share the infonnation quickly. 

(U//FOUO)! !kept notes with his calendar, and ma~ have recorded some information 
concerning the call that preceded the email in question.! ~ndicated he would attempt to locate 
his calendar/notes from that time period if requested. 

(U//.fOUO)! !interacted with the DoS Ops Center a few times a week during the Libya 
cns1s. The Ops Center would set up management level conference calls. DoS1 s Crisis Management 
Group was also collocated in the Ops Center during the crisis in Libya. 

(U//t-'OUO~ !prefers oral briefings over email, and noted he did not grow up in the age 
of email.! !does not mark his DoS emails for the record, but maintains an archive of his 
personal DoS email account when his mailbox fills up and he needs to free-up more space. 

(U//FOUO~ .. ____ ... rever used a non-DoS email account for work related communications. 

(U//FOU01 l was never asked to move something from the high side to the low side in 
a way that seemed inappropriate. 

(U//FOUO) Agents notes are maintained in a I A envelope. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 5/25/2016 

(U//FOUO) On May 24, 2016, HEATHER SAMUELSON, Date ol"""f.._.B...,irt...._h ..... ( __ D __ O __ B .... }! _____ ___.!, 
was interviewed by Federal Bureau of Investigation (FBI) Special Agent~ !and 
I !at the law offices of Wilkinson Walsh+ Eskovitz, 1900 M Street NW, Suite 800, 
Washinb>ton, DC. Present for the interview was SAMUELSON' s counsel, Beth Wilkinson, Partner, 
Alexandra Walsh, Partner, and Hal Brewster, Associate. Also present was FBI Section Chief Peter Strzok, 
as well as! !and! I from the Department of Justice (DoJ) Counterintelligence 
and Export Control Section. After being advised of the identities of the interviewing agents and the 
purpose of the interview SAMUELSON provided the following information: 

(U//FOU6) SAMUELSON is currently serving as a personal attorney for HILLARY CLINTON. 
She previously worked at the Department of State (DOS) during CLINTON' s tenure as the Secretary of 
State. SAMUELSON initially worked as an assistant in the White House Liaison Office at DOS and then 
was promoted to the head of the office. SAMUELSON had infrequent interaction with CLINTON while 
she was at DOS and primarily interacted with CHERYL MILLS. Following the completion of 
CLINTON' s tenure, SAMUELSON worked for one year in the office of the White House Counsel before 
becoming CLINTON' s personal attorney. 

(U//f'6U6) SAMUELSON held a TS/SCI security clearance while she was at DOS. She 
maintained the clearance when she left DOS and still holds the clearance today. SAMUELSON' s 
clearance was reinvestigated in 2014 per standard procedures. SAMUELSON received training on the 
handling of classified information when she received her clearance and after the reinvestigation but she 
did not recall the specifics of the training. SAMUELSON did not receive training on the Freedom of 
Information Act (FOIA) or the Federal Records Act while at DOS. However, she did receive training on 
the Presidential Records Act while she was at the White House. SAMUELSON did not receive any 
specific guidance on what documents she should retain when she left DOS. 

(U//fi'OU6) SAMUELSON provided that she only received two emails from CLINTON while she 
was at DOS; one on her birthday and another following the death of SAMUELSON' s grandmother. 
SAMUELSON did not become aware of CLINTON' s use of a private email account and server until she 
was serving as CLINTON' s personal attorney. 
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(U//FOUO) SAMUELSON had no contemporaneous knowledge of the decision to transition from 
the private server in Chappaqua, NY to the services of Platte River Networks (PRN). Nor did 
SAMUELSON have contemporaneous knowledge that an archive of CLINTON' s emails was created by 
MONICA HANLEY following CLINTON' s tenure at DOS. SAMUELSON did not know the location of 
the laptop, or thumb drive, containing the archive created by HANLEY. 

(U//FOUO) SAMUELSON knew CLINTON transitioned her email to an@hrcoffice.com domain 
following her tenure at DOS. SAMUELSON believed no old emails were transferred from the 
@clintonemail.com to the new domain. SAMUELSON did not know how CLINTON or HUMA 
ABED IN accessed old emails after the new domain was established. 

Request from DOS 

(U//FOUO) SAMUELSON provided that she was not involved in the initial discussions with DOS 
regarding the production of records from CLINTON' s tenure. SAMUELSON believed DOS had noticed 
gaps in its records and had reached out to CLINTON, and other former Secretaries of State, to request that 
they produce any relevant records in their possession. MILLS spoke with the department about this 
request in late July or early August 20!4 and then asked SAMUELSON to assist with the effort. MILLS 
also received a formal Jetter from DOS Under Secretary PA TRICK KENNEDY, in October 2014 
regarding the request. 

(U/,'FOUO) To SAMUELSON' s knowledge DOS did not provide any formal guidance on how to 
conduct the search aside from indicating that it was CLINTON' s responsibility to assess which products 
were work related and which were personal. SAMUELSON stated that DA YID KENDALL and others 
from Williams & Connolly LLP served as external representation for CLINTON in this matter. 

Collection of Relevant Emails 

(U//FOUO) SAMUELSON had no emails that were responsive to the DOS request before she 
contacted PRN. In late July or early August of2014 she requested PRN provide all emails from 
CLINTON' s tenure that were sent to, or received from, a« .gov" email address! !of 
PRN, extracted the relevant files and then transferred them to SAMUELSON. To transfer the files, 
I I sent SAMUELSON an email link that gave him access to her computer after she clicked on 
id !then downloaded the email files onto her laptop and confib,ured them so she could access 
the password protected emails via Microsoft Outlook. SAMUELSON described herself as "technically 
deficient" and stated she was near her computer while this transfer occurred but she did not pay close 
attention to what he was doing. She did not recall the name of the file he transferred to her computer, the 
location on her computer where it was placed, or i~ hook any steps to encrypt the file before 
transferring it. 

(U//FOUO) SAMUELSON was not aware of how! ~ueried the files or what 
mailboxes on the PRN server were searched. More specifically, she did not know if the emails were taken 
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from the live mailbox or from the HRC archive that had previously been provided to PRN by HANLEY. 
SAMUELSON stated that she just asked PRN for the ".gov" emails and! !gave them to her. 

(U//FOUO) In late September or early October of 2014, SAMUELSON requested that PRN 
provide a full export of all of the emails from CLINTON' s tenure to ensure they captured all relevant 
emails. SAMUELSON stated this request was not done in response to any identified gaps, but in an effort 
to produce all relevant emails.! brovided the full export to SAMUELSON using the same 
remote access process as described above. While providing the full email export to SAMUELSON, he 
removed the previously provided ".gov" emails. Upon realizing this SAMUELSON askedl._ ____ __. 
to give her the ".gov" export files again because she wanted to use it as the starting point for her 
collection of responsive records. Upon receiving the ".gov" export for a second time, SAMUELSON 
noticed that some of the emails from the initial export were no longer included. SAMUELSON recalled 
that there seemed to be a pattern with the missing emails and it involved ".gov" addresses that were in the 
carbon copy (CC) line of the email. SAMUELSON aBain contacted PRN and requested that they provide 
the missing documents and in response! jprovided several smaller .pst exports to fill the 
identified gaps. 

(U//FOUO) SAMUELSON had requested PRN pull all emails from Clinton's tenure, January 
2009 to February 2013. However, upon receiving the above described exports she noticed emails were 
missing for the period of January 2009 to March 2009. She asked PRN to double check for emails from 
that time period but they were unable to locate any responsive emails. SAMUELSON came to believe that 
those emails were not backed up on any server and had only resided on the Blackberry CLINTON was 
using at that time, thus making them un-retrievable. SAMUELSON did not have contemporaneous 
knowledge of the Apple server and therefore did not make an effort to check it for relevant records. In 
searching for other relevant records, SAMUELSON checked the! ~gmail.com account and 
found one email exchange. SAMUELSON did not contact other associates of CLINTON, to include 
HANLEY, to request any records they might have. 

(U//FOUO) SAMUELSON was shown a PRN invoice #37068, dated August 16, 2014, which 
contains the work description "Worked with Heather via phone/remote session to restore access to 
archived emails per CDM." In response, SAMUELSON stated that she did not know what that work 
description meant and that she didn't recall ever losing access to the exported emails, aside from when the 
initial ".gov" export was removed by! I 

(U//FOUO) SAMUELSON was shown an internal PRN email from! !referencing an 
urgent phone call with CESC on November 24, 2104, to which she provided she had no recollection of 
what the call was about. SAMUELSON was then shown a PRN work ticket report from November 24, 
2014, which contains the summary note "Worked with Heather via phone/remote control session on more 
specific export requirements." In response, SAMUELSON stated she could not speculate on what those 
notes meant and she was unaware of any activities by PRN to "re-establish connection to HRC emails" in 
November of 2014. 
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(U//FOUO) SAMUELSON was never given direct access to the mailboxes on the server and she 
was not aware of anybody else being granted such access. SAMUELSON was never given administrative 
access to the server and she was not aware of anybody else being granted administrative access. 

Cull and Review of Emails 

(U//FOUO) SAMUELSON stated she was primarily responsible for conducting the review at the 
direction of MILLS and KENDALL. She conducted the review over the course of several months and 
completed lt just prior to December 5, 2014, when the documents were turned over to DOS. 
SAMUELSON conducted the review on her laptop, both in her apartment and ln MILLS' office ln 
Friendship Heights, Washington DC. 

(U//FOUO) SAMUELSON reviewed the emails provided by PRN in Microsoft Outlook and 
placed any responsive emails ln a separate folder. She began by adding all of the ".gov" emails and any 
email to or from a ".mil" email address to the folder. She then searched the emails provided by PRN for 
any email to or from senior leadership at DOS. This included key individuals such as Under Secretaries, 
Assistant Secretaries, Ambassadors, Department Heads, and Senior DOS Aides. SAMUELSON then 
reviewed the sender and receivers of the remaining emails to identify any congress members, foreign 
leaders, or other official contacts. Lastly, she searched the remaining emails for key words that included 
terms such as Afghanistan, Libya, and Benghazi. 

(U//FOUO) SAMUELSON reviewed the sender, receiver and subject line of every single email 
during the review. However, she stated that she did not read the content of each individual email if she 
could determine it was a work or personal email from the sender, receiver or subject line. SAMUELSON 
provided that she dld her best to review and identify any emails that were potentially a mlx of work and 
personal content. When asked how work related emails between ABEDIN and CLINTON may have been 
missed, SAMUELSON stated ABEDIN may have kept emails that CLINTON did not. 

(U//FOUO) SAMUELSON did not have a formal process for removing duplicate copies of the 
same email from the set of work related emails. She did not ask PRN to assist with this process. 
SAMUELSON stated she would remove a copy of the email if she noticed that it was a duplicate but she 
did not have a formalized or consistent process for identifying and removing duplicates. 

(U//FOUO) Upon completing the review, SAMUELSON printed all of the emails she deemed to 
be relevant. The paper copies were then subsequently reviewed by MILLS and KENDALL and anything 
they deemed not to be work related was shredded. The remaining physical documents were ultimately 
provided to DOS. SAMUELSON stated that she printed the emails ln MILLS' office and noted there is 
stl 11 a printer in MILLS' office but she was not sure if lt was the same printer. 

(U//FOUO) Following the review, SAMUELSON created a digital copy, or a "preservation copy," 
of the relevant documents that were provided to DOS. The files were placed on a thumb drive and 
provided to KENDALL. SAMUELSON believed this drive ls the same thumb drive provided to the FBI 
by KENDALL. SAMUELSON also created a second copy of the documents provided to DOS and placed 
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them on a second laptop of hers. SAMUELSON was not aware of any other copies of the files. Nor was 
she aware of a master copy of all of the personal and private emails. 

(U//FOUS.) SAMUELSON was shown copies of the thumb drives previously provided to the FBI 
but could not recall if any were the same as the one she had used. One of the thumb drives was labeled as 
"HC PRIME 2" and SAMUELSON did not know what the label referred to. 

(U//FOUO) The review methodology was developed by SAMUELSON, MILLS and KENDALL. 
SAMUELSON did not consider using any commercially available e-discovery tools for the review and 
they did not consult any individuals who were not "an agent of Clinton" during the review process. 
SAMUELSON stated they did not discuss how to handle potentially classified emails during the review 
because they had no reason to believe any classified material was contained in the emails. She further 
noted that none of the emails were marked as being classified. 

(U//FOUO) During the review process SAMUELSON noticed the imported emails displayed 
CLINTON' s email as hrodl 7@clintonemail.com despite the fact this address was not created until after 
CLINTON' s tenure. SAMUELSON discussed the issue with) !but she did not fully 
understand his explanation for why this was occurring and he was never able to resolve the problem. 
SAMUELSON did not consult anybody else about this issue. 

Deletion of Emails 

(U//FOUO) In January of 2015, SAMUELSON asked! !to remove the exported 
emails files that had previously been provided to her by PRN. While she retained separate digital copies 
of the emails provided to DOS, as discussed above, she no longer wanted the email exports provided by 
PRN on her computer. Using a similar process as described above! hccessed her computer 
remotely and removed the files. SAMUELSON provided tha~ hook additional steps during 
the deletion process so the files would not be recoverable. SAMUELSON did not know what software or 
processes were used b~ !but believed that the files would be difficult, if not impossible, to 
recover. SAMUELSON did not remember having any discussions with) I about deleting 
relevant data from the free space of her laptop. Nor did she recall any discussions with! I 
about the use of"BleachBit." SAMUELSON did not recall deleting any of the files by herself before 
contacting PRN. 

(U//.FOUO) SAMUELSON stated that in May of2015 she deleted some emails from her copy of 
the work related emails that were previously provided to DOS. SAMUELSON explained that she was 
notified by DOS, prior to the release of the first tranche ofFOIA emails, that some of the work related 
emails they had turned over were classified. She was instructed by DOS to delete the files and then empty 
those files from the trash bin. SAMUELSON did not believe these files were removed from the thumb 
drive she had previously provided to KENDALL. 

(U/ /lo.OUO) In or about December of 2014, SAMUELSON was on a call in which the emai 1 
retention policy was discussed. She was aware the retention period was changed to 60 days and any older 
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emails would be deleted. However, SAMUELSON did not direct PRN to remove any exported .pst files 
on the server or any mailboxes on the server. 

(U//FOUO) SAMUELSON was not aware of any other deletions of relevant emails. She was 
aware PRN traveled to the datacenter in March of 20 I 5, via her role as counsel, but had not instructed 
them to do so. SAMUELSON was not aware of exports or deletions conducted by PRN on the server in 
September of 2015. 

Devices used During the Review 

(U//FOUO) SAMUELSON used her own laptop to conduct the review and noted that she also 
used the laptop for other work related matters as well. She described it as a Lenovo Yoga 2 laptop. 
SAMUELSON stated that following the review she accidentally spilled water on the laptop. Fearing that 
the computer would fail, she purchased a second Lenovo laptop and placed a copy of the emails that were 
prepared for DOS on it. SAMUELSON noted that the Lenovo Yoga 2 computer continued to work until 
sometime last year when it failed to power on. The Lenovo Yoga 2 computer is currently in the 
possession of her counsel and the second Lenovo was given to KENDALL and then subsequently turned 
over to the FBI. SAMUELSON reviewed pictures of the laptops that were previously turned over to the 
FBI and stated that the silver Lenovo laptop appeared to be the same as the laptop that she used. 

(U//FOUO) SAMUELSON stated that both laptops were connected to the internet and they both 
had antivirus software installed on them. SAMUELSON did not repurpose the laptops after the review 
and never attempted to reformat or factory reset the computers. 

(U//FOUO) A copy of the original interview notes are enclosed in a I A envelope. 
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MARCEL LEHEL LAZAR {LAZAR), also known as (AKA) "GUCCIFER", date of 
birth! ! alien registration numbed I was 
interviewed at the UNITED STATES ATTORNEY'S OFFICE (USAO), 401 Courthouse 
square, Alexandria, Virginia 22314. LAZAR was advised that the nature of 
this interview was to discuss the extent of LAZ1.1R's hacking activities 
related to HILLARY CLINTON's {CLINTON) personal email server. After being 
advised of the identities of the interviewing A~ren.ts and the nature of the 
interview, LAZAR provided the following information: 

L.1\.ZAR!beganlby stating that he had never claimed to hack the CLINTON 
server. SA then advised that FOX NEWS had recently published an 
article which reported that LAZAR had claimed tc1 hack the CLINTON server. 
LAZAR then stated that he recalled the interview with FOX NEWS, and that he 
had lied to them about hacking the CLINTON serve?r. SA! !then asked 
LAZAR to provide a complete explanation of his hacking activities 
surrounding the CLINTON server. LAZAR provided t:he following information in 
response: 

On or about March 14, 2013, at approximate.ly 6: 00 AM [Romanian Time J, 
LAZAR was perusing! !address book. Within it, LAZAR identified 
an AMERICA ONLINE {AOL) email account of! =,aol.com, which he later 
determined to be the personal email account of SIDNEY BLUMENTHAL. LAZAR 
then made several attempts to access BLUMENTAL's email account. After 
approximately 20 minutes, LAZAR was able to succ:essfully gain access to the 
account by correctly answering an account security question, which in turn 
allowed him to reset the password for the account. LAZAR then utilized the 
new user credentials to access BLUMENTHAL's acccrnnt. 

LAZAR recalled that BLUMENTHAL'S account c,ontained approximately 
30,000 emails, which took him approximately six to seven hours to sort and 
review. LAZAR downloaded approximately 25 attachments that were contained 
in the emails, including memorandums (memos) and briefing documents. He 
recalled that some of those attachments were off'icial memos between 
BLUMENTHAL and CLINTON. Additionally, LAZAR took screenshots of other items 
in the account that he deemed to be of interest. LAZAR recalled taking a 
screenshot of an email that contained informatic1n related to the Benghazi 
incident. 
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While looking through BLUMENTAL's account, LAZAR identified one email 
exchange between BLUMENTHAL and CLINTON, where CLINTON was using the domain 
of clintonemail.com. LAZAR reviewed the header information for that email 
in attempt to identify the originating IP address for the mail server 
associated with that domain. LAZAR identified one corresponding IP address, 
which was 127.0.0.1. LAZAR recognized that IP address as being an internal 
routing address and assumed that it was assigned to an internal mail server 
at the AOL service provider. Therefore, LAZAR had no additional information 
about the CLINTON email server, and concluded his hacking attempts against 
it at that time. LAZAR stated that this was the full extent of his hacking 
activities related to the CLINTON email server. 

After spending approximately six or seven hours in BLUMENTHAL's 
account, LAZAR took a break from the computer which lasted approximately 
two to three hours. When he returned to the computer, he no longer had 
access to BLUMENTHAL's account. LAZAR recalled that his access was 
terminated around 8:00 AM! !Time. He assumed that BLUMENTHAL likely 
made a phone call to AOL in order to reset his password and regain access 
to the account. LAZAR believed that BLUMENTHAL resided in! !at that 
time. 

As a form of normal practice, LAZAR would send the results of his 
hacking activities to news agencies world-wide. After accessing 
BLUMENTHAL'S account, LAZAR contacted! !at THE SMOKING GUN and 
advised that he was going to send the BLUMENTHAL information to 
approximately 100 different news agencies, which he had identified prior to 
the compromise of BLUMENTHAL's account. 

LAZAR recalled using a variety of computer hacking tools for his 
hacking activities, such as ANGRYIP, METASPLOIT, SUBSEVEN, and CAIN AND 
ABLE. LAZAR used a remote administration tool (RAT) as well, to create his 
own malware. That tool operated by splitting an existing malware exploit 
into two pieces, manipulating the hexadecimal code, and then repacking the 
malware for deployment. LAZAR recalled using the SUBLEGEND7 tool for this 
activity. LAZAR utilized this technique to send out spear-phishing emails 
to various targeted victims. The malware would ultimately install a 
key-logging software on the victim computer. 

When asked to elaborate on the key-logging software, LAZAR stated 
that he could not. When asked how he retrieved the results of the 
key-logging software from the victims, LAZAR provided that the software 
allowed him to enter a return email address and the results of the 
key-logger were emailed to that account. LAZAR could not recall the email 
accounts that he used for this activity. LAZAR sent this form of malware to 
approximately 100 different people and estimated that only approximately 15 
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of them ultimately opened the attachment. LAZAR did not send any 
spear-phishing emails to users at the clintonemail.com domain. 

During other hacking quests, LAZAR utilized various IP scanning tools 
to determine whether or not an IP address was online and which ports they 
made available on the Internet. LAZAR recalled using the ANGRYIP scanning 
tool most frequently. LAZAR attempted to use Russian proxy servers for his 
scanning activities in order to evade monitoring by the United States 
government. Russian IP proxies afforded him with faster Internet speeds 
than others. LAZAR repeatedly checked his outfacing IP address in order to 
ensure that he was using Russian proxies. 

When asked how he utilized Russian proxies with the ANGRYIP tool, 
LAZAR relayed that the tool itself afforded the ability to connect to 
Russian proxies. LAZAR could not provide any additional details on how the 
ANGRYIP tool accomplished this. 

When asked about other Internet proxy usage, LAZAR provided that he 
also utilized MOZILLA FIREFOX as his browser of choice, and that a plug-in 
was available for the browser which routed Internet traffic through Russian 
proxies. LAZAR could not provide any additional details on how the plug-in 
accomplished this, nor could he recall the plug-in that he used in FIREFOX. 
LAZAR also used the HIDEMYASS website for masking his online activities as 
well. 

In the beginning of the interview, LAZAR recalled using the METASPLOIT 
tool in approximately 2008 or 2009. He stated that he was merely an amateur 
with METASPLOIT and that he really didn't understand how to use it. LAZAR 
utilized METASPLOIT on WINDOWS computers only, from a graphical user 
interface (GUI) rather than the WINDOWS conunand prompt. LAZAR is not 
familiar with the LINUX operating system. Later. in the interview, LAZAR 
recalled using METASPOit in either 2009 or 2010, during which time frame he 
made a how-to FACEBOOK video that demonstrated how one could take a remote 
screenshot of a user's desktop with METASPLOIT. 

LAZAR utilized the CAIN AND ABLE software tool for pa·ssword cracking. 
He also used that tool from a GUI rather than the command prompt. LAZAR 
recalled that the GUI had green and red buttons on it. When asked to 
describe how he utilized the CA~N AND ABLE program, LAZAR stated that he 
would use it for password cracking once inside a network. When asked 
whether or not he used it for cracking password hashes that were dumped 
from a system he replied yes. When asked to further describe the process of 
dumping password hashes from a system, LAZAR provided that he could not do 
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so in English. When asked whether or not he could describe that process in 
Romanian, he stated that he could not. LAZAR used the CAIN AND ABLE 
software product in either 2010 or 2011. 

LAZAR used other remote administration tools for his hacking 
activities, but could not recall the names of any of them. When targeting 
an IP address for access LAZAR often attempted to log into it via his web 
browser, by typing the IP address into the browser. LAZAR utilized multiple 
different computers for his hacking activities, none of which .he has access 
to anymore. LAZAR recalled working with computers since he was 
approximately 15 years old. 

On approximately four or five occasions during this interview, LAZAR 
referred to himself as being an amateur hacker and not a professional. On 
one occasion, LAZAR also referred to himself as being a "script kiddie", 
who merely knows how to hack accounts by answering security account 
questions correctly, as he did with the BLUMENTHAL account. 

Present during this interview were the following individuals: LAZAR, FBI. 

sAI L LS FBI SA DSS SAi I 
I, DOJ CCIPS AUSA AUSA I I 

and LAZAR' .s Attorney, Public Defender 
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(U//FOUO) On December 22, 2015, BRYAN PAGLIANO was interviewed by Federal Bureau of 
Investigation (FBI) Special Agents! !and Information 
Technology Specialist/Forensic Examiner! !at the offices of the Department of Justice's 
Counterintellioence and Ex ort Control Section CES . Also present, were AkinGump attorneysD 

'---------.....------------- .................................................. ,,.,,unsel and Mark MacDougall, 
Partner. Additionally and! !from the 
U.S. Department of Justice were also present. After being advised of the identities of the interviewing 
agents, and the purpose of the interview, PAGLIANO provided the following information: 

(U//FOUO' PAGLIANd I 

!HILLARY 
..._ _______________________________ _. 

CLINTON, PAGLIA NO came to work on HILLARY CLINTON' s 2008 presidential campaign as an 
information technology specialist. Following HILLARY CLINTON's appointment as the Secretary of 
State in 2009, PAGLIANO gained employment at the Department of State (DOS) as an Information 
Technology Specialist in the Bureau of Resource Management. 

(U//FOUO) In the fall of 2008, JUSTIN COOPER introduced himself to PAGLIANO via email 
and subsequently called PAGLIANO. In the call, COOPER stated he understood PAGLIANO was 
liquidating computer equipment from HILLARY CLINTON' s 2008 presidential campaign and explained 
he was interested in transitioning from an Apple OS X private email server used by aides of BILL 
CLINTON to another email exchange server. COOPER asked PAGLIANO for help setting up new 
equipment to support a new email server and for assistance in the administration of the server. 
PAGLIANO began work on building an email server at K street using computer equipment from 
HILLARY CLINTON's 2008 presidential campaign. In late 2008, at the time PAGLIANO was building 
the server, he did not know HILLARY CLINTON would be Secretary of State or have an account on the 
server. PAGLIANO believed the email server he was building would be used for private email exchange 
with BILL CLINTON aides. 

(U//FOUO) Around March 2009, once the new server equipment was assembled, COOPER and 
PAGLIANO met at the CLINTON residence in Chappaqua, NY to install the server and migrate the email 
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accounts from the Apple OS X server to the new server. PAGLIANO also recalled that! I 
I !was present, as well as some United States Secret Service (USSS) Special Agents. PAGLIANO 
recalled the Apple OS X server to be in the basement at Chappaqua and consisting of an Apple Power 
Macintosh G4 or GS tower and an HP printer supported by Internet Printing Protocol (IPP) over port 9100 
so that staff could print from the Harlem office. PAGLIANO installed the new server equipment which 
was comprised of a 12-unit (12U) rack with a Dell PowerEdge 1950 used as a Blackberry Enterprise 
Server (BES), Dell PowerEdge 2900, Dell unmanaged switch, 3U power supply, 3 terabyte (TB) external 
hard drive, Kiwi Syslog Server, and a Cisco Private Internet eXchange (PIX) S 1 SE IP firewall (the 
collection of server equipment hereafter referred to as Exchange Server I). PAGLIA NO stated that he did 
not utilize tape backups but implemented "disk-to-disk" backups instead. PAGLIANO began the email 
migration from the Apple OS X server to Exchange Server 1 while on-site in Chappaqua in March 2009, 
but did not finish on-site and continued working on the migration from his hotel room. PAGLIANO 
believed he "popped out" all the email from the Apple OS X server when migrating and that no email 
content should have existed on the Apple OS X server once it was migrated to Exchange Server I. 
COOPER changed the Mail Exchange (MX) records to ensure delivery to Exchange Server 1. There were 
only two system administrators on Exchange Server 1, PAGLIANO and COOPER. PAGLIANO 
disagreed with housing Exchange Server I in a residential basement due to having only one unreliable 
internet connection. COOPER disagreed and wanted physical access to Exchange Server I. PAGLIANO 
never knew of Exchange Server I residing in another physical location other than Chappaqua. 

(U//FOUO) As far as the Apple OS X server is concerned, PAGLIA NO did not know of any other 
function or use of the server, other than to facilitate email exchange. PAGLIANO did not know who 
installed the Apple OS X server, but believed COOPER was the only person with administrator access. 
Two email domains existed on the Apple OS X server, presidentclinton.com and clintonemail.com. Both 
domains were also maintained on Exchange server I. PAGLIANO believed! ! COOPER, 

and had email accounts on the residentclinton.com domain, and HUMA 
ABED IN and had email accounts on 
the clintonemail.com domain. Once email was migrated to Exchange server 1, all users could use either 
the presidentclinton.com or clintonemail.com domains for receiving email but replies would be sent from 
the clintonemail.com domain for users of the clintonemail.com domain. PAGLIA NO did not know if 
HILLARY CLINTON had an account on the Apple OS X server, but he did not migrate one. PAGLIANO 
did not know how users connected to the Apple OS X served br COOPER would monitor the 
printer linked to the Apple OS X server, but PAGLIANO was unaware what, if anything, it was used for. 
PAGLIANO believed the people with physical access to the Apple OS X server was anyone who had 
access to the basement at the CLINTON residence.! !had physical access, but not administrative 
access, to the OS X server. Sometime after the email migration from the Apple OS X server to Exchange 
server I was complete, COOPER discussed repurposing the Apple OS X server with PAGLIANO. 
PAGLIANO believed the intention was for the Apple OS X server to be installed as a workstation 
somewhere in the basement in Chappaqua for use by either COOPER od I 
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(U//FOUO) PAGLIANO requisitioned the hardware for Exchange Server I from a datacenter at 
HILLARY CLINTON' s presidential campaign headquarters at 4420 W. Fairfax Drive, Arlington, 
Virginia. He recalled the PowerEdge 2900 to have been a Microsoft SQL server and PAGLIANO did not 
recall if he wiped the drives of the hardware used to build Exchange Server 1. PAGLIANO made the 
decision to use a Microsoft Small Business Server (SBS) environment on Exchange Server I since he had 
used it before and assessed it would be perfect for a small amount of users exchanging email. Exchange 
Server I was only used for email exchange, and although PAGLIANO did enable Windows SharePoint 
Services, it was never used. PAGLIANO wanted to use a cloud service similar to that used in HILLARY 
CLINTON' s 2008 Presidential campaign, but COOPER disagreed with PAGLIA NO and did not want to 
use a cloud service. Because of this decision, PAGLIANO used an external hard drive to back-up 
Exchange Server I using Windows back-up service. To effect this change, PAGLIANO scheduled a task 
through Windows for a full back-up once a week and a differential back-up every day. These periodic 
back-ups would overwrite on the hard drive in a first-in, first-out manner. For security, PAGLIANO used 
Microsoft Forefront on the Dell PowerEdge 2900 as a baseline security analyzer. PAGLIANO recalled 
finding a virus, but recalled no other detail, other than it being nothing of great concern. PAGLIA NO 
chose to turn File Transfer Protocol (FTP) off. 

(U//FOUO) PAGLIANO thought the biggest vulnerability to Exchange Server 1 to be a Brute 
Force Attack (BF A). PAGLIANO stated that BF As increased over the life of the server and he set-up the 
logs to alert COOPER of a failed Jog-in attempt. The Internet Protocol (IP) filtering on the server was 
manual using a 51 SE straight IP block and PAGLIANO used Domain Name System (DNS) for inbound 
filtering. On the Dell PowerEdge 1950, PAGLIANO used a Kiwi Syslog server and tried to pull and 
review the firewall log files once a month. At some point, COOPER put PAGLIANO in contact with 
I trom the USSS for a reason unknown to PAGLIANO.! told PAGLIANO to 
also perform outbound filtering of email traffic. 

(U//FOUO) The back-up hard drive and mailboxes on Exchange server 1 were not encrypted. 
PAGLIANO wanted to move toward two-factor authentication using an RSA authentication server for all 
Remote Desktop Protocol (RDP) access on Exchange Server I because he thought it was a good practice. 
As a test, PAGLIANO installed it on his workstation, as well as COOPER' s, but PAGLIANO did not end 
up implementing two-factor authentication and did not turn off RDP access. PAGLIANO stated there 
were no security breaches on Exchange Server 1, but there were a lot of BF As. PAGLIANO knew the 
attempts were BF As instead of users forgetting their passwords because the user names in the BF A 
attempts weren't even close to any legitimate user name. PAGLIANO could not recall a specific country 
that would attempt an inordinate amount of BF As. 

(U//FOUO) In summer 2009, PAGLIANO noticed an account on Exchange server I called "H." 
PAGLIANO asked COOPER who this email account belonged to and COOPER stated it belonged to 
HILLARY CLINTON. PAGLIANO assumed the account was a personal email account. PAGLIANO 
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recalled the email account to be HDR22(a)di.ntcm~~rnail .. com. Later, after SYDNEY BLUMENTHAL' s 
email account was hacked, HILLARY CLINTON's account changed to HR0Dl9((tdintonernail.corn. 

(U//FOUO) In summer 2009J !and! I both Information 
Technology Specialists at the DOS, contacted PAGLIANO and asked him to come to the i 11 floor in DOS 
Headquarters. Once there, PAGLIANO was asked ifhe was aware of the clintonemail.com domain and 
PAGLIANO replied in the affirmative. PAGLIANO recalled nothing further about this encounter. 
PAGLIANO relayed this incident td I and! !had a 
"visceral" reaction and didn't want to know anymore. In late 2009 or early 2010,! !reached 
out to PAGLIANO again and relayed to PAGLIANO that the use of a private email server by HILLARY b6 

CLINTON may be a federal records retention issue.! !relayed to PAGLIANO that he wanted b7c 

to convey this to HILLARY CLINTON' sinner circle, but could not reach them and asked if PAGLIANO 
would relay this information. PAGLIANO then approached CHERYL MILLS in her office and relayed 
I !concerns regarding federal records retention and the use of a private email server. 
PAGLIANO remembers MILLS replying that former Secretaries of State had done the same thing, to 
include COLIN POWELL. PAGLIANO thought he may have also mentioned the federal records retention 
issue with JUSTIN COOPER. Additionally, PAGLIANO recalled a third conversation with! I 
where! !brought up security concerns and stated that email transiting from a state.gov 
account to Exchange Server 1 should be through a Transport Layer Security (TLS) tunnel.._! ____ _. 
stated to PAGLIANO that he wouldn't be surprised if classified information was being transmitted. 

(U//FOUO) PAGLIANO stated the hardware used for Exchange Server I was paid for by the 
CLINTON family and through the 2008 presidential campaign and at least some of the hardware was 
acquired through US21 Computers. PAGLIANO believed most financial and acquisition matters 
regarding the CLINTONs would go through COOPER directly. PAGLIANO performed work for the 
CLINTONs without a contract and through contact with COOPER. COOPER wanted to do work under a 
retainer, but they settled on an hourly wage. 

(U//FOUO) In June 2011, PAGLIA NO travelled to Chappaqua to perform maintenance and install 
new upgrades to Exchange Server I. The discs began failing in the 3 TB external hard drive in Exchange 
Server I and PAGLIANO replaced it with a CISCO NAS storage device. PAGLIANO chose CISCO 
because they make good products and he may have consulted US21 Computers as well. PAGLIANO 
allocated more than half of the storage space for back-ups of Exchange Server I and the rest for file 
storage. When uninstalling the 3 TB hard drive and installing the CISCO NAS, PAGLIANO did not move 
the contents from one to the other. PAGLIANO simply unplugged the USB connection for the 3TB hard 
drive and pointed the server back-ups tcward the CISCO NAS. PAGLIANO also added memory to the 
Dell PowerEdge 1950, added a Gigabit switch, upgraded to a CISCO ASA 5500 firewall, offloaded 
syslogging to the CISCO NAS, bc::_..ht a CISCO botnet filter and CISCO Intrusion Prevention Service 
(JPS) and replaced the batteries on tne UPS along with other various upgrades and maintenance. 
Additionally, PAGLIANO v~~.1raded the BES from 5.0 to 6.0 and checked for any software patching. 
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(U//.fOUO) In the Winter of 201 I, the Internet Service Provider (ISP) providing internet service to 
the CLINTON residence in Chappaqua went down due to a stonn. As a result, Exchange Server I was 
unable to process email. While the Internet was down, and to ensure email delivery, PAGLIANO advised 
COOPER to change the mail exchanger (MX) record for email accounts on Exchange Server 1 to point to 
Google. PAGLIANO wasn't certain if COOPER did this or who it was done for, but assumed it was done 
for HILLARY CLINTON and HUMA ABED IN since they were the most concerned about lack of email 
delivery. 

(U//FOUO) Individuals with an email account on Exchange Server 1 could log into their account 
through any means available to them. PAGLIANO viewed his responsibilities as maintenance and 
operation of the server. P AG LIANO recalled HILLARY CLINTON used a BlackBerry as a mobile 
device, but could not recall the various handsets. PAGLIANO met with MONICA HANLEY at some 
point in 201 I or 2012 to confit,'Ure a Black Berry for HILLARY CLINTON, but could not reca11 any detail 
about the device. 

(U/fFOUO~ Upod ~eaving the CLINTON' s employ and pursuant to a request fro~._ __ _. 
PAGLIANO reca11ed doing an export of 40 Gigabytes o~ !email. This is the only export 
PAGLIANO could recall doing. PAGLIANO believed he may have done an export of email for 
I I but could not recall. PAGLIANO did recall doing an import of DOS contacts for 
HUMA ABEDIN onto Exchange Server I. 

(U//FOUO) PAGLIANO could not recall accessing the content of email on Exchange Server I and 
was never aware of any classified infonnation residing on Exchange Server I. 

(U//FOUO) In early 2013, PAGLIANO recalled the user limitations and reliability of Exchange 
Server I prompted discussions to search for another vendor to manage a CLINTON email exc~hanoe 
server. PAGLIANO recalled a conversation with! I and COOPER about 
r !rreer aspirations and what email requirements she may need. Eventually, MILLS and ! weighed in relating to Exchange Server I and the end of HILLARY CLINTON' s tenure as 
Secretary of State. At some point, an individual named! !began the process of finding a 
vendor to manage a new CLINTON email exchange server. PAGLIANO did not know!! 
previously, or how she came to be involved with the search for a vendor. Eventuallyr::::::::Ts'howed 
PAGLIANO a presentation detailing three vendors and their capabilities. PAGLIANO recommended a 
company called Platte River Networks (PRN). Ultimately, PAGLIANO recalled the decision being with 
! !and she chose PRN. 

(U//FOUO) Once the decision was made to go with PRN, PAGLIANO recalled communicating 
with PRN employed !related to the transition from Exchange Server I to the server 
PRN was going to use. Around this time, PAGLIANO was already 4 to 5 months into a new job as an IT 
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specialist at GARTNER. PAGLIA NO gavd I administrator access to Exchange Server I as 
well as user names and passwords to individual email accounts. PAGLIANO recalled talking to 
I !once or twice and possiblyJ I In order to prepare Exchange Server 1 
for the transition to PRN, PAGLIANO also "trimmed" mailboxes and cleared out white space. 
PAGLIANO described this as a maintenance process of reclaiming space from old mailboxes, like in the 
example o~ I 

(U//FOUO) Based on conversations he had or was aware of, PAGLIANO recalled knowing that 
PRN was going to use a DATTO service for backing up their server, a CloudJacket device for network 
protection, and potentially, two-factor authentication.! !was responsible for establishing the contract 
of services PRN was going to implement and ensure they were implemented. 

(U//FOUO) PAGLIANO was shown an email dated January 30, 2014 where a user list was 
populated by Platte River Networks regarding their management of a CLINTON email server. Regarding 
the email, PAGLIANO did not recognize the mailbox "HRC Archive." PAGLIANO stated after PRN 
took control of managing an email server for the CLINTONs, he had no visibility into the server or the 
mailboxes. 

(U//o¥0Ufl) In what PAGLIANO remembered as the fall of 2013, MILLS called PAGLIANO and 
inquired about the effectiveness of two types of software for wiping computer data, but PAGLIANO 
could not recall the names of the software. PAGLIANO discussed the difference between "bit" wiping 
and deleting with MILLS. PAGLIANO inferred from his conversation with MILLS that PRN was going 
to excise data. PAGLIANO recalled using Boot and Nuke software when deleting and repurposing 
computers while working on HILLARY CLINTON' s 2008 presidential campaign, but didn't recall if he 
discussed that with MILLS. 

(U//FOUO) In July 2014, PAGLIANO had a conference call with MILLS and! I to 
discuss an archive of HILLARY CLINTON emails from her time as Secretary of State. PAGLIANO 
recalled that MILLS and! !were trying to determine why a gap existed in HILLARY 
CLINTON' s emails between January 2009 and March 2009. In separate conversations with COOPER, 
PAGLIANO understood that CLINTON used a BlackBerry email address before hosting her account on 
Exchange Server I and that explained the gap from January 2009 to March 2009. PAGLIANO could not 
recall a conversation with MILLS od !after July 2014. 

(U//FflUfl) In Spring 2015, MILLS asked PAGLIANO if he would mind talking to DAVID 
KENDALL from Williams & Connolly LLP. PAGLIANO agreed to talk to KENDALL and described the 
interaction as a shorter version of PAGLIANO' s conversation with FBI agents as memorialized herein. 
PAGLIANO stated there is nothing he told KENDALL that he didn't also relay to the interviewing FBI 
agents. 
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(U/ffOUO) At this point in the interview, FBI agents displayed documents to PAGLIANO that 
were Bates stamped as an identifying mark. PAGLIANO was asked questions as it pertained to each 
respective document. The following was provided by PAGLIANO: 

(U//FOUO) After viewing a document marked HC-001, PAGLIANO stated the credit of 
$5,000.00 to his account was a payment, including expenses, for his work in March 2009 setting up 
Exchange Server I. The payment of $8,350.83 in June 2011 was for his previously described maintenance 
work on Exchange Server I, to include expenses. 

(U//FOUO) After viewing a document marked HC-014, PAGLIANO stated the line item 
"1/11/2011 Conference call with Security team" was the pre1iousl) described communication with 
I !related to outbound filtering. PAGLIANO stated was an individual he worked with at 
US21 Computers. PAGLIA NO recalled HILLARY CLINTON turned offBluetooth capability on her 
BlackBerry, while COOPER, and possibl~ I enabled Bluetooth on their handsets. 

(U//FOUO) PAGLIANO stated.I __ _.! referred to in a document marked HC-023, wasD __ ........ __ , 
(Uff'OUQ) After viewing a document marked HC-008, PAGLIANO stated the "Mailbox kick off' 
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indicated in the invoice was related to the previously described work exporting! I mailbox. b6 

(U//FOUO) After viewing a document marked HC-004, PAGLIANO stated the iPad referred to in 
the invoice belonged to HILLARY CLINTON. P AG LIANO did not configure the iPad and could not 
recall when HILLARY CLINTON started using it, nor any other details related to the iPad. 

(U//FOUO) After viewing a document marked HC-010, PAGLIANO stated in March 2013, 
MILLS requested an analysis of Exchange Server 1. PAGLIANO recalled giving Exchange Server I a B+ 
grade and conveyed in his analysis the limitations of Exchange Server I and recommendations for a more 
robust email system. PAGLIANO relayed the greatest liability of Exchange Server I to be reliability and 
referenced the incidents in which the ISP lost power and was unable to provide internet service to the 
residence in Chappaqua. PAGLIANO had always been against housing a server in a residential basement 
and preferred the security and reliability of an established data center. MILLS did not have an email 
account on Exchange Server 1 and used state.gov and gmail for email exchange. 

(U//FOUO) After viewing a document marked HC-002, PAGLIANO stated the virtual private 
network (VPN) referred to in the invoice was not for users of Exchange Server I and just for 
administrator use. PAGLIA NO stated he installed the JPS at the same time the CISCO ASA firewall went 
in place in June 201 I. PAGLIANO fine tuned the IPS over time, fluctuating between turning logging on 
and off as needed. 
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(U//fOUO) The notes of the interview and all aforementioned documents displayed to 
PAGLIANO will be stored in a FD340 envelope and filed with the captioned investigation. 
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(U//POUO) On June 21, 2016, BRYAN PAGLIANO, was interviewed 
tele honicall b Federal Bureau of Investi ation (FBI) Special Agents 
(SA) and Information Technology 

i.- ....... - ............ -- ...... - ...... - ...... --..---------....., Specialist/Forensic Examiner Also on the call for the 
interview were AkinGump attorneysl..._.,- ___ .................................. ...., Connor Mullin, 
Counsel, Mark MacDougall, Partner and Additionally, 

._ _________ ___,!from the U.S. Departm~e-n_t_o_f __ J_u_s_t_i_c_e--w-as also on the 

call. After being advised of the identity of the interviewing Agents, 
and the nature of the interview, PAGLIANO provided the following 
information: 

(U//f-e'Ue) PAGLIANO did not work on the Apple email server, 
set-up by JUSTIN COOPER for WILLIAM CLINTON aides, and therefore, has 
no information regarding a Secure Socket Layer (SSL) certificate 
registered for the Apple server. PAGLIANO did go through the "full 
registration" process for establishing an SSL certificate on the 
server he later built, which enabled email to be encrypted while in 
transit. 

(U//FOUO) Based on a request from COOPER, PAGLIANO built an 
email server in early 2009 in HILLARY CLINTON'S 2008 presidential 
campaign space on K street. PAGLIANO could not recall the exact 
address of the building. Once built, PAGLIANO rented a minivan and 
drove to Chappaqua, New York to install the email server in the 
CLINTON residence. PAGLIANO could not recall any existing computer 
systems at the Chappaqua residence, other than the Apple server 
previously described to the FBI. When designing the network for the 
server, PAGLIANO left the CLINTON'S home internet network separate 
from the server - leaving it outside his firewall. 

Im estigation on 06/21/2016 at __ ..:.;Wu:a=sl=li1,..1g....,to=11._.D"'"C,.__ ____________________ _ 

file# JL _____ .Jl""""3(=)2"--------- Date dietated _--'--'f'.:,_,_/A.,,___ ______________ _ 

By ~L _____ .J!"""'s"-;A11...-____ ....1------------------
This document contains neither recommendations nor conclusions of the FI3I. It is the prope!ly of the fBI and is lmmed to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//~) PAGLIANO recalled being given a list of user names 
and passwords that COOPER asked to be transferred from COOPER's Apple 
server to PAGLIANO's system. PAGLIANO did not recall transferring an 
account for HILLARY CLINTON and does not know how her account was 
installed on the server he built_ PAGLIANO installed an IP-based 
printer on this email system with the express intent of allowing the 
CLINTON office in Harlem to print at the Chappaqua residence. PAGLIANO 
installed regular updates to software on the email server using "auto 
patching" every night. PAGLIANO did some work to experiment with two­
factor authentication, but did not implement it on the server because 
it would have been difficult to administer_ PAGLIANO changed the name 
of the built-in Administrator account and eventually disabled it. 

(U/ff'OU9) PAGLIANO could not recall saving a file called 
"netstat.txt" When PAGLIANO received a recommendation to do outbound 
IP filtering from! I at the United States Secret Service, he 
implemented the change. 

(U//FOUO) Around January 2011, PAGLIANO recalled a brute 
force attack (BFA) on the server where COOPER was receiving failed 
log-in attempt notifications on his email. Because COOPER could not 
reach PAGLIANO, COOPER "panicked" and shut down the server. PAGLIANO 
recalled nothing abnormal about this BFA and eventually trained COOPER 
to insert IP blocks. PAGLIANO made it clear to COOPER he could not 
administer the server on a day-to-day basis. 

(U/ /FOUe-) After a recommendation by! ! an 
employee at STATE DEPARTMENT (hereafter, STATE) to implement Transport 
Layer Security (TLS) between the CLINTON email server and STATE 
servers, PAGLIANO did not implement TLS. PAGLIANO understood the 
CLINTON email server to be a personal email server and did not see a 
reason for encryption. 

(U//~) In early 2013, PAGLIANO found employment at 
GARTNER and conversations began between CHERYL MILLs,~l~~~~~~----
and! !pertaining to hiring a third-party company to 
administer a CLINTON email server. PAGLIANO could not recall when he 
gave access to his server to! !from PLATTE RIVER NETWORKS 
(PRN). Once PAGLIANO did grant access to! I PAGLIANO did no 

utility work on the server and was not monitoring it. Although he 
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could not remember a specific date, PAGLIANO believed the last time he 
accessed the server was around March of 2013. 

(U//.FOUQ) Notes of the interview will be maintained in a FD340 
envelope. 
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U//fflUO as interviewed in her office at thel._ ____ __. 
..._ _____________ ....,.. ___ __.._.W......_as._h .... i""-';'n rton, D.C., by Federal Bureau of 
Investigation (FBI) Special Agents (SA ncll I Interviewing agents 
explained the interview was voluntary an ould stop the interview at anytime. After 
being advised of the identity of the interviewing agents, and the nature of the interview, .. ! _____ ... 
provided the following information: 

([If:--·--. 

(U//FOUO)! barticipated in daily 8:45am meetings with the Secretary of State and 
her executive staff. CLINTON was not always present at said meetings, as she traveled quite a bit. 
However,! !assessed she attended meetings wherein CLINTON was present approximately 
three to six times a week when CLINTON was in town. 

(U//r6UEu! ]did not have a relationship with CLINTON prior t~ 
DoS employmend f.·eported directly to CLINTON, but did not email CL._I_N_T_O_N_d_i-re_c_tl_y ... 
until six to eight months after she began working at DoSJ !was not initially provided 
CLINTON' s email address, so when she wanted to send or forward a message to CLINTON, she would 
route it throuoh HUMA ABED IN. At some point in the first six to eight months of her employment at 
DoS, recalled CLINTON responding to one of the messages she forwarded up directly. At 
this point sked ABED IN if it was okay to go direct with CLINTON, and was granted the 
"privilege." ex lained the privilege of emailing CLINTON direct was not a privilege she 
used lightly. While did not have a history of Government Service, she thought it was 
normal for someone in CLINTON' s position to have a "gatekeeper system" in place. 
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(U//FOUOi !could not recall if the emails she directly sent to and from CLINTON 
were on CLINTON' s DoS or private email account.! !did not recall seeing CLINTON' s 

b6 
b7C 

actual email address. Rather, when! !received or responded to emails from CLINTON, she 
recalled seeing a single initial.! !believed she recalled seeing "S" as the name of the sender b6 

when she received direct CLINTON emails during her time at DoS, as! I and other DoS b7c 

executives would refer to CLINTON as "S."! I noted that although she is no longer at DoS, 
she still maintains email contact with CLINTON and now receives emails from CLINTON where the 
name of the sender is "H."I I had no knowledge CLINTON was using her own private 
server until it was reported in the media. 

(U//FOU01 held a Secret clearance while she was at DoS, but rarely worked in the b6 

classified realm. Whild ! received access to and trainino on the use of D0S1 s classified b 7c 
computer systems, she hardly accessed DoS' classifieds stem. id not recall ever using 
her DoS classified email account. would have 
been more likely to use his DoS classified email account. assesse I !almost entirely worked off the DoS' classified system._ ______ __. 

(U//FOUOJ ~as asked to review an email dated 9/12/2009 wherein ... ! ______ __ 
sent an email titled "For S - for discussion on Afghanistan tomorrow," from her unclassified DoS email 
account to CHERYL D. MILLS and JACOB J. SULLIVAN' s unclassified DoS email accounts . 

..._ ______ ~A.;;;B~E.;;.D.;;.IN;..;, and! !were carbon copied on the email. While reading through the 
email at one oint stated "ojood Lord," and further stated that the information contained in 
the email was writing_ ! was also referenced in the first line of the email). 

(U//FOUO~ ~id not recall specifically sending the 9/12/2009 email to MILLS and 
SULLIVAN, but mentioned she would not have known the information contained in thr badv of the 
email. There Afghanistan Review was ongoing at the time of the 9/12/2009 email, andL ! 
recalled strong conflicting opinions concerning the role corruption played in the Afohan olitical strategy. 

I likely sen~ ~he information in a separate email, which ould 
have edited before sending to MILLS and SULLIVAN.! likely spoke t n the 
phone or in person about the matter before! !emailed the information t _____ _. 

(U//FOUO) After reading the 9/12/2009 emailJ !admitted she was a bit "shocked 
when she read over the paragraphs labeled #5 and #6." J !stated she "wondered to what 
extent she read ... thought through carefully" before she sen~ !email on to MILLS and 
SULLIVAN. SULLIVAN had no idea what was meant by "Marja" Op as stated in the paragraph #5, but 
explained she believe~ !was proposing ideas rather than revealing them.! ! further 
went on to say she wouldn't have recommended kinetic action. 
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ould talk to 
.__ ____ __.about a variety of issues a ikely viewed s a back channel to 

get infonnation to CLINTON. escribe~ !as a "bold thinker."._! ____ __. 
saw her role as ensuring CLINTON received a wide range of viewpoints on various topics. 

(U//FOUO) Agents also asked! !if she recalled a 6/3/2011 email she sent regarding a 
hacking of Google email accounts, in which she recommended using the infonnation as a platfonn for 
discussing issues with the DoS Infonnation Technology system.! !immediately 
remembered the email and explained she initially thought it was why the FBI wanted to speak with her. 

(U//FOUOj I did not recall being advised or instructed against using a personal 
email account or personal devices.! !used her DoS assigned Blackberry. However, she was 
assigned a DoS Dell com uter, which was very dated, so she opted to use her personal laptop when she 
was out of the office. as also issued a fob for which to remotely sign onto DoS systems. 
While did use the fob on occasions to rem tel i 1n int the DoS system, she explained 
the system was slow and would shut down while in use. ho resides in! ! 

I I would often sign into and work off o etwork from her home, and transfer 
information she needed back over to DoS systems. 

(U//FOUO) SULLIVAN was always operating off of his DoS Blackberry, so._! ____ _. 
doubted he ever used a ersonal account for DoS business. However, MILLS would sometimes send very 
early morning emails to around Sam) that were sent from a personal Gmail account 
I I believed was j.i_grna.il.com. ! !could not recall the specific 
content of emails she received from MILLS' personal email account, but believed their content was 
mainly instructional. 

(U//f'OUOj !could not recall an instance where a conversation (email or otherwise) 
was moved from an unclassified to classified space. It would be more common for a conversation to turn 
"confidential" and the circle of participants would dwindle in size to accommodate sensitivities, rather 
than change the venue of the conversation. 

(U//FOUO~ I opined that most policy and strategy discussions would be considered 
unclassified, acknowledging that some of the participants in policy and strategy discussions may have 
additional details concerning sources and methods that would have come from classified channels. 

(U//FOUO) At the conclusion of the interview._! --.----~~o~ld agents she had not mentioned 
the interview to CLINTON or any of contacts from DoS. ! I further asked if she was allowed 
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to tell SULLIVAN and/or CLINTON she spoke with the FBI, and explained she was concerned they 
could be upsetJo learn she spjke with the FBI without telling them. Agents explained that while they 
cannot prohibi _ _ from referencing the interview, they would prefer! !use 
discretion when discussing the matter, as to prevent unnecessary information from leaking into the press. 

(U//FOUoj !was not previously interviewed by DoS or any other entity related to 
the topics discussed during this interview. 

(U//FOUO) Agent notes are maintained in a 1 A. 
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(U//FOUO) On February 18, 20 I 6,L..-____ __._~~-....,...---,...&..1~ .......... :i..i..i:.~ed by 
Federal an at the law 

,...._......., ________________ __. Washin rton DC. Also present for the interview 

wereL...---------------r---=------__.,a_n_d_D---re artment of Justice (DoJ) 
Counterintelligence and Export Control Sectio After being advised of the 
identities of the interviewing agents, and the purpose of the interview, provided the following 
information: 

(U//FOUO) In 2013,! !foundedrr-------,..----...---........._h __ e __ re ......... he.........,continues to serve 
as the Mana 1in 1 Director. Prior to foundin served as th to former 

and ------------------------------- ._ _____ ___, also served in various 
positions on ____________ __. 

(U//F6U6j ~rdinated fre uentl with officials from lthe :errtment of State (DoS) 
during his tenure at both t coordinated with DoS 
weekly while at he was a further stated there was close coor mation between the0and 
DoS on all levels. coordinated more frequently with DoS during hiQtenure, as it was 
necessary to coordinate with DoS on everything that happened "down range." 

""'U_/_/F_O_U_O...._ __ ....... _rimary DoS contacts while he was both at0and0included CHERYL 
MILLS and JACOB SULLIVAN.! !also occasionally communicated 
directly with and some U.S. Ambassadors when he was assigned toO 

//FOUO) Most on !contact with DoS while at both0ancC::] was via telephone or 
email. had classified and unclassified telephones and email systems available on his desk at both 

Dan Whenl bigned on to his computers atLJe was directed to a classified network 
and would have to switch over to! I unclassified network if he wanted to communicate on an 
open/unclassified system, whereas whe~ !signed on to hisOcomputer, the system automatically 
defaulted to the unclassified network. 

_____!.,Ui/i'6U6~ F<>uld not recall what email account wj s~nci to hiQissued Blackberry. 
L___JB1ackberry while atOwas synced to his unclassified account. 

Im cstigation on 2/IK/201<, at Washington. DC 
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(U//fiOUOj ~as provided a STE and safe for home use during hi0tenure. lJ 
explained that he did not utilize the safe to store documents, but occasionally used the STE. c:::::]did 
not leave the STE plugged in at all times, rather he would wait for someone to contact him on an 
unclassified line and request a secure call from his home before he would physically plug in the STE. 

(U//FOUO) he attended week! lunch meetings 
with then Secretary of State HILLARY CLINTON, an I !and CLINTON also met reoula._r_l-at-N-at-io_n_a_l_S_e_cu-1-·it_C_o_u_n_c_il_N_S_C--Pr-inci al 

Committee (PC) meetings whil ---------------------------with the CLINTON family, as he served as President WILLIAM J. CLINTON' s in the 
1990' s. 

(U//FOUOj hever emailed directly with CLINTON. He was not aware of the email 
account CLINTON wa u in 1 n r wa he aware that her email ace eratino off of a private 
server. According t would not have 
utilized email as a means to communicate with CLINTON. I wanted to contact or convey a 
message to CLINTON,! !would subsequently contact the aforementioned DoS senior staff (MILLS, 
SULLIVAN, orj ! to relay the appropriate information. 

(U//FOUO) Agents asked o review an email dated 3/21/2009 and with the subject line 
.------- .... 1 The email was sent from ch!1mail_com_ to "H" identified as CLINTON' s lo------ ........ ~===.:....;.;;...__..:....;...;...;.._.;..;;...;.;.;;....;... _ ___;;..._...;..._.,. 
personal email account). The email b6 .....,. _______ ......, ____ ....._ _________________________ _.b7C 

(U//FOUO) Agents askedl!to review an email dated 12/30/2009 and with the subject line 
... I ---.I The email was sent fro~to CLINTON, and referenced information! !claimed to 
receive from! I After readino the email, ex lained he recalled the incident referenced in the 
email and remembered c::::::J when the i n._ci_d_e-nt_o_c_c_u_n-·e-d-. ___ e_c_a_ll_e_d_b_e-in_g_c_o_n-ta-c-te-d-by_a_n_E_x_e_c-ut-i v_e_A_s-si-st_a_n_t -(E_A_) ..... 

L___Jias,i Name Unknown (LNU) rho reprrted the incident in Afghanistan. I !subsequently 
contacted! !who requested notify the President, Vice President, Chairman of the Joint 
Chiefs of Staff, Secretary of State, and Secretj!}'. of D~fense. I I 
contained some anecdotes about the incident. ould not recall if he received the information from 
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..._ _ _.!LNU via secure phone (STE) or on an open line.! !could not recall the specifics concerning 
how he relayed the incident to! I but stated most of the calls he made that day concerning the 
incident were likely on an unclassified line due to the emergency of the situation. He described his role in 
the call as contacting his counterparts to relay a rief sy,opsis of the incident with the caveat that his 
counterparts should "give their boss a heads up." further explained he may have participated in 
follow up calls on the STE, but could not say for sure either way. 

(U//FOUO) Agents also showed! !an email exchange dated 2/10/2010 with the subject of 
~ail." In the email chain SULLIVAN contacte~ !to ask fod !email address. 
c===]replied thad I email was! @gmail.com. Thereafter, SULLIVAN asked if this 
email account was the one thad !used for work and confirmed that it was. After reviewing 
the emailJ !explained that he primarily used his unclassifie nd email accounts 
respectively for work purposes. However, he noted that he may have used c.. ,mail.com on 
occasions when he could not access his officia1Dor0unc1assified ema1 s. 

(U//FOUO)! !reviewed another email dated I 1/20/2010 with the subject line j !in 
Israel," in which he sent the email to SULLIVAN on both! tal,gmail.com and SULLIVAN' s 
DoS unclassified email account. Also on the receiving line of the email were! !and 
I !via their "nsc.eop.gov" email accounts.! !could not recall why he would have 
sent the email to SULLIVAN' s gmail account, but stated he would normally email SULLIVAN via his 
DoS account.! !did not recall ever receiving instruction from SULLIVAN or any DoS employee 
regarding contact on a gmail account rather than their DoS email.! !listed both his! !and 
@gmail.com accounts at the bottom of the email because it provided multiple means for people to contact 
him while he was on travel in the event his work email was not available. 

(U//FOUO) Agents asked~eview a fifth email dated 09/11/2012 and with the subject line 
"Libya." [Note: The email showntoC:]was in a redacted format based on a DoS Freedom of 
Information Act (FOIA) response to Judicial Watch]. After reviewino the redacted email,! I 
explained there was a series of merting ol 9/11/2012 in ffice concerning the events 
surrounding Benghazi. The email reviewed referenced what referred to as a deployment 
meeting. There are three types of deployment meetings according to I. Deployment orders, which 
is the standard process of determining who needs to go where 2. "Careful hurry up deployment," which 
takes place over the course of a couple of days and is quicker than the standard process 3. "On the fly 
quick reaction" deployment, which is used only in emergency situations. The only time! !could 
recall the "on the fly reaction deployment" happening was after Benghazi. 

(U//FOUO)! !was asked to review a sixth email dated I 0/30/2012 with the subject line "This 
am Green on Blue." Note: The email shown t as in a redacted format based on a DoS FOIA 
response]...._ _____________________________ _ 

referenced said email. explained he sent the email to rapidly coordinate the Public Affairs 
res onses and DoS in regards to the incident referenced in the email.I !and 

______ __.were the respective Public Affairs contacts at DoS andD 
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(U//FOuoi 

I 

U//FOUO In res onse to the article, 
However, stated that he did not say th 

ecause he did not even know if that statement was true. ...b_l_p-er_c_I ... A 

b3 
(U//FOUO) did not have any concerns regarding how DoS handled classified information ...__....,...~ 

during his tenure at either orc:J 

(U//ffiUO~._ _ __.!indicated he would be available for re-contact if needed. 

(U//fi'OUO) A copy of the original interview notes and the referenced emails and article are 
attached in a IA envelope. 
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with thr..· :mbjcc ..._ __ ...... t.\fter reviewing lhc cnmil he prnvid~d thal---..r---...a::.~==~..:;;;.::~ 
Jryinv 10 rmmli BUI\' ,yjth DOS brn 11Ja1 Ow ,n~ail should huvc b(~cn c ass1J 1c( I J ....__ __ ____. 

L---r-~--------,._.,_.. ____ .....,Jva.s sll<wm a copy of m1 email fro1~1..------' 
wilh the su >Jt.·ct · !er rcv1cwmg t 1c email he provided th,tt the cnlail sbould he 
l'lassilicd but thut he was not surprised tlrnt DOS had sent it on an undassificd channel. !furih,~r 
noted thal thi.' DOS unclassified email system had previously hccn 1~nctrnted by a foreign adversary. 

vas shown a copy of m1 i.'nrnil fron 
,L-....---1'-------,. ...... --.\-' -C-\\-'1_n_g_t_1_~_<!_nJwil! bta.tcd that his true naL.11-1c-·.-a-n ..... t ... h_a_t_o~J 

t-----,_ ___________ __JshoulJ 1101 have bi:~11 indudeJ in an unch1ssified l'.!mail. 
.._ ___ _.,provided th~tl lalking points could be dassilit:d ur tmdn~i:.ificd. They were conveyed frorn the 
CIA tt) DOS via a cabk that induded a tear line bdo"v which the approved talking poinis w1..~rc provid\!c.L 

L...__,.-...r---------------...a...W...;'a...;s_s...;·h.;..o_\_V..;.n_a;..c.;..·<..;.,1p_y ~fan c1:1ai~ from! 
wi1b 1b1• SP ~Jccth-..,...~~--...----- ............ --r--------;i\lter n:v11.:wmg thci,,.·\'""c""m ... :"".11""!-----' ! !stated that he did not knmv r.::nough about o ,1sscss i r th~ wlking points 
included in ihc body of the emaii w~rc classified or not. 
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··back chmmd'' discussion ·ontinucd to sny t!ml thi: pcl'S(lllnd al DOS were t~xpcricnccd and 
knew tlrnt this information ,-vas c ass1hcd. llowcvcr, th<:y did it .myways and their m:tiomi hurt tb,'. CIA 
and otllL'r ugcm:h:s whost ~4uities w1.:rc ,onvcycd in the emails. 
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FEDERAL BUREAU OF INVESTIGATION 

(U//f"ffi:i'H} On March 17. 2016. MICHAEL lVfORELL,.L! _.------.....iJ,t,r,.i',•l'r---, 
~\

11.~d by,Fed1:ral f~urcnu (~~· J11v~-s~~ga!il~1~ (F~3J~ Sp~ci~1I :\gi!.11tJ. ., r lL__j 
L___Jat the 1-131 Wash, • ·1 • C . ()thee 60 I 4·11 Slreet N \\1 • \\'i"a ... s .. b .. 11 .. u .. 1\ ... P ... u ... f ... )..,.( ...... P ... r .... ,~s ... ·er..ln~J..:f.i,iQ.:.,1'..:.ll:.,.1~::,.'.:.il~ll~C.'..:.,f\.:.'I~-C;..;,\\ 

wus MOREL!.':; ~oum,d. Attorney at Law, at! I 
Prio!' t<) the im~rview agrci:d to sign a not1·disdosurc agrccim:m in antkipation or vic,ving 
dn!-sificd document$ during. tlw int~rview. A Her hdng a<lvi~cd of chc identities of the:.\ intervic,ving agents. 
and !he purpi.):-.i: of tht.:· interview. l\•10RELL pwviikd th~ following information: 

(llf/l'Ol.'.()} J\,JORELL joined the Central lntdligcncl.' Agc:.ncy (ClA} in l 980 us .in mmlyst a11d 
:-.crv~d in a variety or role~ of in~rcasing n:sponsihilil)' bdorc he ,vas named the lkput.y Dircrwr (DD) in 
20 ! 0. !VJORELL was the DD from May of 10 IO until /\.ugust of 2013. during which he :;t.~rv<:d as thl! 
/\cling, Din.·ctor 1.m two ,)ccasions. Thi.' first linw \\as in 201 l wh\!n LEON PANErrA k1l .. md th..:-s~c"md 
\~iLS in ln1~· 2011 when DAVID PETR,\EUS ri:.~signcd. 

(U!il'OUO) As DD. MORELL had regular intcrm:tion with th1.~ lkputy Sccrl!tary of State 
WILLIAM BURNS during the. daily Deputies meeting at the White House. MORELi. wu\lld also attend 
1111:1.:lin<•s al the D\.' )artmi!lll or Stak (DoS 1. or have .secure tdt>phoni<: cwwersations, with BURNS or 

________ __.to Jiscu:.s inter-agency alfairs. J\-10RELL ncwr 1:ommunicated dirrctly with th~ 

S1:crctary of Siatc (St.\<.:rc:-t~1ry). 

(U/fl'OUO) MORELL did nol recall ever having direct communications with J;\KE SULLIVAN. 
b. .. ,c;111sl.! St 'I .LIV i\N die.I not al!d·1d tll(' lkplllii:s meeting. Nor Llid h1.· huve dir~~t conummicatiun~ with 
U 11:RYL !VIII.LS or HUM/\ ABEDIK 

(\)!II~)) MORELL m:vcr ~maikd the s,~crctmy directly .ind had no know!cdgi: thal she wa~ 
using a priv.tlc email ~ttC\.)Unt and s~rvcr. 

............ -·-··---·····--········ ...... -·--·--·---·····--·--··--------········ .............. -·-······-··---- .. --········--····· ....... _ ...................... --·-
lri\'\·,t:~:i!ion un ..... O::.i! J1~11 I(, -· al ............ W:olihin.J:ili.>11 l,..,.>t .... • ----·-· .... -... --...... --.. ·-----.. ·······----··-·····-·-························ .... -.... --·---............. . 

!'i,,· ;1 ....... J _______ _,.- ............................. _ l)u1c di.:!a!t\<l ._ ...... ~::\_._ .. __ ..... --··-····--·--······--···········-········· ... -.. _ .. __ . ___ ............... . 

B~ ;ii) .. l ______ ___.1 ..... ;j.1_·\! ____ _.l.. ............ . ·---·-·- ................ _--.. --·-·-·-----........................... -·----··---···· ......... -.. --·-· 

l'hi~ d,1~wn.:1:1 ;:nn!ains m:ill1.:r r~·,umi11.-11dali<)n1< :wr ~l>m:lu~io11~ of th.: Ml!. I! b lli>! prnp<,rty c)i' lhc: FBI :1ml 1:-!u.u1<·<l 1" )'<lllf :ir~n-:f: it 
;m,l ::~ ,:ontiim~ ar..: uot h! h,· l!i,11ilml<'d .imsilh: ~ nur ,;S,?cncy. 

·~:~., ..... _____ ____.+r-
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bl per CIA 
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bl per CIA 
b3 

bl per CIA 
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bl per CIA 
b3 

L , ~,10REI.L was shuwn a copy of an email ch~tin lhm.r---1 
.._ __ _:! \-\-'tl-h-th_e_sl-16-~-;..--crl------t,,uR.f:Ll. did not immcdiatt·ly r~call the me~~ting reicn.::m:~ ~~ per CIA 

~~!J ....... ---------1'*" bl 
b3 



~~ ..... -----------1~ 

., 

.l 

1v1 ORF LL slakd that he understood ,vhy lhl!-email \Vou ld be (:onsidcr~{ dassi II<?( . ul 1e · 1 not c,R'V<:­

th,1! lhc email \l\'ot1ld jeopardize any source~. method~, or otherwise compromise n:.nional security. 

,........_ __ ~'-'-~~:..i..w:....a..-':.:.v,111,' ....,· shown n copy uf an email chnin from'L..-------l~..._..1.11o.-, 
· .:u. stated that c <li<l 1 >l recall the-cited artid 

(SI/~) MORELL \O,.'ttS shown a copy of mi ~nmil chain from April ()f 2011 wilh lh\.' subject ··Scots 
pol kc. UK govt w m1..~et owr Libyan ddcctor (Reuters).'' MORELL recalled the matter rdcrcnci:'d in the 
cmuil and provided the ltlllowing com1:xt: At I.he time of Lhe email the Libyan Civil \\·ar wns raging ond 
(V1U:\MMAR OADDAFl was :;till in power. Part of tht.· U.S. strategy at lhnt time was to indUCl' the 
tkfrctions of high ranking. ollk:ials from Libya. In the email chain BURNS c.xprcsst.'.d JbiJJ l'yH IS:\ 

.• . : •• ' .• • •• • • > .l ) v· • . " I~ · •. ion to SU .. Ort rmure defoctions_l _....., ____ __, 
._ __________ '"'4---------------.w.i.,1,1,.,1o.1.1M.......i..Lli'._..··..i.;.;.i·· ... \~\' )uld :,;ay thut lhc 
conknt is d .. ,s~ilicd because fowt·wr. 
\-toRFLI. did not ll!d thm the disclosure of this inf'ormmion \Vould cau~ "horribk'. <lnmag~. 

1..-----~.------,-_,,,........1 ·IORELL wa~ shown" cupy or 1m1ail chains fronj.._ __ __. 
Ovilh the-su~icct MORELL swt~d that th~ email diy·11ss;•d l,i,d ibnl ii 
· • " · •• ·> be cl~1s.<>ili1.'d as ii i~• ah~ol~1t~ly d?ar ~hat 1he7 ~1re_ rdi:r~ncind . , ! 

1-----~L.1Rl: .. LL spi.:cubtcd that SU LU\; AN got tins 1n(onnat10 '· orL.! __ _._ 
as he never ' 1 · i ·•ill\' 

------JRNS llbou 

r-- ....... ----,.....,......,......,_......,....,.... _____ !'~'l:!:O~l~{ELL was shown a copy of .. m t!nwil du1in from 
L..---...r---l.M.l,..M.11-......:.11.11.1o..,,_ ....... ____ ...J 'IORELL ~tatc.:d that it was d1x1r th~tl they .,.v,~1\: 
d1:;1,.'.l1ssmg . ~ .. , lC 1~vcd that th~ emaii was clussifkd a!! it di$cus~e-d 
<)JK'rationul m::tivitk-s. \.>\C>HFI ,I ini1if1lly :ilUlfd that the content ofth~! \!°mail did nm ·'give much u,vay'' 
but lw 1.'.0Hl:1.\tkd that thq ~nfornmlion could potentially he damaging to th~ opi;'1,\li<.m. ________ ... 

MORELL was shown ..i cow of an email chain fn.Hn 

Owith th;.: sul.~j;.:c------------------------------....J 
!v10REI..L st;)t(:d thm it \Vas clenr th.,t they wen! discussinr 1nd the email was likd~ ________ _. 

-)<0 ..... 1 ______ ____,fr 
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~1gcncy'. and \vith k,idcrship from thi.: <)r .. mother 
assi..·ssment o 1 ,. ft; cr~n1:eo ema1b. 

{U//~) A copy of th.: originul intcrvil"w notes ,md the ND!\ sign\!d by.1..! _____ _.!an.· 
1indo~..:d in .:1 I A t.~nvdopc. 

~~'~------- .... ~ 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 09/21/2015 

(U//FOUO) On Septem~.._r_.I_..5-=20.....,.15~-----.-------1-=P..:.r.:.;o.i..;:· e~c.t ~Manager, Platte River 
Networks (PRN), office phone email addres was interviewed by 
Federal Bureau oflnvestigation (FBI) Special Aoent SA and SA 
I I Also present for the interv ... ie_w ........ w_a_s..._ ______ ..... from ________ _ 
Department of Justice (DOJ) Attorney After beino advised of the identity of the 
interviewing agents and the nature of the interview provided the following: 

(U//FOUO) I !role with the email server project for WILLIAM CLINTON and 
HILLARY CLINTON, under the account name CESC, involved transporting and installing hardware. He 
did not serve as the Project Manager, his normal job function at PRN. His first task for the project was to 
pick up the CESC server and support devices in use prior to PRN being awarded the contract for the 
project. The server and support devices were located at the CLINTON residence in Chappaqua, NY. In 
June 2013J !traveled to New York and drove a rental car to the CLINTON residence. 
I !contact at the residenceJ !Last Name Unknown (LNU), escorted! ho 
the basement where the equipment was located.! !powered down the equipment and took a 
Dell PowerEdge I 950 Black Berry Enterprise Server (BES), Dell PowerEdge 2900 email server (hereafter, 
predecessor server), Cisco NSS 324 Network Attached Storage Device (NAS), and an external USB hard 
drive, but left the existing firewall and switch. 

(U//FOUO)! !then transported the equipment to an Equinix datacenter in Secaucus, 
NJ where he reconnected the equipment in the same manner in which it was connected at the CLINTON 
residence. The goal was to get CESC users back online quickly. I ~nd .. ! _______ _. 
who was working remotely, then started incorporating new equipment PRN purchased for the CESC 
project, but! !did not recall if he set it up before or after transporting the server. The new 
equipment consisted of a Dell PowerEdge 620 server running multiple virtual machines, two new 
PowerConnect switches, two new Fortinet firewalls, and a DATTO backup device. During this period of 
time, the predecessor server and new PRN server (hereafter, PRN server) co-existed. The predecessor 
server had the NAS connected, but it did not appear to be confib,ured for storing any data. The PRN 
server had a DATTO backup appliance connected to it. After 2-3 daysJ I departed Equinix 
and did not participate in the day-to-day management of the CESC account. Those duties were handled 
remotely byl ! Several days later, a CloudJacket intrusion prevention device was installed by 
technicians at Equinix. The CloudJacket was designed to alert PRN and prevent intrusions into the PRN 
server. 

Im cstigation on 09/15/2015 at De1wer. Colorado 

file# _J ,-~02 Date dictated t-:.IA 

I3y sd I SA! 
This document contains neither recommendations nor conclusions of the FI3I. It is the property of the fBI and is lmmcd to your agency: it 
and its contents arc not to be distributed 0111sidc your agency. 
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(U//FOUO) In or about March 2015, communicated with CHERYL MILLS 

regarding any existing backups of the CESC email server and the state of the predecessor server. MILLS 
requested an audit of the existing equipment, but did not di recd ~o delete or alter any data 
found.! haveled to Equinix datacenter in Secaucus, NJ to conduct an onsite review of the 
equipment. PRN had migrated all accounts off of the predecessor server by this time, therefore it 
contained no data.! !reviewed the NAS and external USB hard drive brought from the 
CLINTON residence as part of the initial transport of equipment. Neither contained any data. While 
thereJ ~lso took steps to increase security on the system as a result of media articles 
identifying the existence of the private email server used by the CLINTONS. PRN took these steps 
without direction from CESC. 

(U//fOUO) None of the Internet Protocol (IP) notifications! !reviewed from the 
CloudJacket device used as part of the security infrastructure for the CESC account were abnormal. All 
were alerts and some resulted in IP addresses being blocked from accessing the equipment.._! ____ __, 
does not believe any nefarious actors got into the system. 

(U//FOUO) In or about August 201 sJ !traveled to the Equinix datacenter in 
Secaucus, NJ to turn over the predecessor server to the FBI. Prior to turning over the server, 
I !powered on the server to check for proprietary PRN software and license copies of other 
software purchased by PRN.! ~ecalled removing Magic ISO software because it was 
expensive and PRN pays for license fees for each copy it uses. ! I review of the predecessor 
server was not requested by CESC. 

__ __.(_U_lf_F ... OUO)! ~ever heard anyone from CESC discuss classified information. 
.__ ___ __.!was never asked by anyone from CESC to delete or destroy anything; however, PRN would 
not have knowledge of individual users deleting content from their accounts. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscrip1ion 03/0-l/20 I<, 

(U//fiOUO) On Februa 18 2016 Pro·ect Manager, Platte River 
Networks (PRN), office phone as interviewed by 
Federal Bureau of Investigation (FBI) Special Agent (SA and SA! I 

,__ __ __.!at the offices of Platte River Networks, 5700 Washinb>ton Street, Denver, CO. Also resent for 
the interview were SA Information Technology Specialist/Forensic Examiner 

"----"'4"'--""'I 
,..... __ ...._.,._ _____ .... from nd Department of Justice (DOJ) AttorneJ.._ _ _. 
1-----......_A_fl~ter being advised of the identity of the interviewing agents and the nature of the interview, 

rovided the following: ..._ ____ ..,. 

(U//FOUO) I handled the technical infrastructure related to the contract PRN had 
with the Clinton Executive Services Corporation (CESC). ! hn the day to day 
operations and most direct interactions with the client, including managing and maintaining the Microsoft 
Exchange email server and associated equipment (collectively hereafter, Server). 

(U//fOUO) In March 2015, the CESC requested PRN conduct a complete inventoo: of data 
backups and all equipment in PRN' s possession related to the services provided to CESC .... I ____ __. 
does not recall how or who from CESC communicated this request. In response to the request, 
I haveled to the Equinix facility in Secaucus] I'Jl where the Server housing CESC' s data was 
located. In addition to the currently operating equipment,. !found a Network Attached 
Storage (NAS) device and an external hard drive that were disconnected. He connected them and 
reviewed for ~ontent, but neither contained any data, so he disconnected them before leaving. 
! Jdid not find any unexpected backups during this trip. 

(U//FOUO)! ~aguely recalled the name! !from Security Pursuit, but did 
not know why it was familiar to him. He did not recall implementing any new security protocols in the 
March 2015 timeframe, bu~ !did conduct a high level security check of the Server. 

(U//fiOUOJ !did not recall a backup device of HILLARY CLINTON' s connecting 
via IMAP/SMTP to the Server. 

Im estigation on 02/18/2016 at --=De=n,.,_Ye=r"-'. C...,o=lo=n=td=o ________________ _ 

file# ~ ... ____ __.l--"t3=02:..._ _______ Date dietated _~r-.;'--"·1-'--'A,__ ______________ _ 

By .salL ____ J-l """'s""'AlL------.1--------------------

This documcm contains neither recommendations nor conclusions of 1he FBI. h is 1he propc11) of 1he FBI and is loaned to your agency: ii 
and its contents ,rre not to be distributed outside your agency. 
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(U//FOUO)! !never deleted, nor was he asked to delete the mailbox "hrcarchive" from 

b6 
b7C 

the Server. He never discussed deleting content creatino .pst files, exports, or shredding of .pst files with b6 

I !or anyone else. Additionally, is unfamiliar with a program called BleachBit. b7c 

However, prior to turning over the Server to the FBI, emoved PRN system tools such as an 
ISO mounter and, possibly, a monitoring tool from Level Platforms or Lab Tech. 
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Date of transcription 6/10/2016 

(U//FOUO) On June 10, 2016, JOHN BENTEL, Date of Birth was interviewed 
by Feder · · · an at the 
office o . Present for the interview was 
BENTEL' s counse Partner Partner, and! I Special Counsel. As well 
a~ !from the Department of Justice (DoJ) Counterintelligence and Export Control Section. 
Prior to the interview BENTEL wa~ I After being advised of the identities 
of the interviewing agents, and the purpose of the interview, BENTEL provided the following 
information: 

(U//FOUO) BENT EL served at the US Department of State (DOS) for 39 years before retiring in 
20!2. Most recently, BENTEL was the Director of the Executive Secretariat Information Resource 
Management (S/ES-IRM) from 2008 until 2012. In this position he reported to LEWIS LUKENS and 
then to TULINABO (TlJLJ) MJJSHINGI Approximately 85 people were under BENTEL' s supervision, 
including two deputies~ . and! ! 

(U//FOUO) BENTEL did not learn that HILLARY CLINTON was using a private email server 
while she was at DOS until it came out in the press last year. He had no knowledge of the server while he 
was at DOS. BENTEL met BRYAN PAGLIANO while he was at DOS and knew that he worked for IRM 
but he did not know that he was also providing support to the CLINTON server. 

(U//FOUO) BENTEL was shown a copy of an email sent from! ~o BENTEL, 
.__ _______ _.!and! !on March 17 2009, with the subject "Secretary 
Residential Installation Hotwash." BENTEL provided tha as res onsible for setting up secure 
communications in CLINTON' s office and residence, and that as a contractor in) I 
section. After reviewing the email and its attachment, BENTEL stated that he did not recall the email and 
that he might not have read the email originally because he and his two deputies functioned as "a 
collective." BENTEL stated that the attachment appeared to be a summary of the comm uni cation 
equipment in CLINTON' s residence at the start of her tenure. BENTEL did not know what the "Server: 
Basement Telephone Closet" listed in the attachment referred to. He then speculated that it might be a 
server for telephones. Upon further questioning, BENTEL provided that he did not know if DOS used or 
installed servers to support its telephone equipment. 

(U//FOUO) BENTEL was shown an email sent from MONICA HANLEY to HUMA ABEDIN 
on August 30, 201 I with the subject "HRC blackberry" that referenced a discussion between HANLEY 

Im cstigation on 6/10/20 I<, at __ ..:.aw=as=h=in=gt=o=n.-=D=.C=··-----------------

File# J1., _____ ,...h ___ o2 ___________ Date dictated ___ K ...... "1 ....... A _________________ _ 
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and BENTEL. Upon reviewing the document BENTEL provided that he did not recall the email and that 
he would not have used the term "chapp server." Furthermore, he did not recall CLINTON losing access 
to her email following Hurricane Irene or any related discussions. BENTEL explained that he did not 
have a lot of direct interaction with CLINTON' s staff and that communication issues would likely be b6 

handled by! !from the "tech team." b7c 

(U//FOUO) BENTEL was aware of the Office of Inspector General (OIG) report from May of 
2016 in which it was reported that subordinates raised concerns about the Secretary's server to BENTEL 
in 20! 0 and he instructed them not to discuss the matter any further. BENTEL denied that anybody had 
raised such concerns to him. He further stated that the account provided by the OIG report was 
inconsistent with his open and welcoming management style. 

(U//FOUO) BENTEL stated that he did not know CLINTON was using a personal email account 
for DOS business until after it was released in the papers. BENTEL clarified he knew that CLINTON had 
a personal email account but that he did not know that she was using it for work related matters. BENTEL 
did not know if CLINTON had a DOS issued email account. 

(U//f'OUO) BENTEL was shown an email that he sent to MONICA HANLEY on August 30, 
2011 with the subject "Re: S berry." The email discusses a DOS issued email account, 
SSHRC@state.gov, which had been previously established for CLINTON. In the email, BENTEL wrote 
that emails on the account would be subject to Freedom of Information Act (FOIA) searches. Upon 
reviewing the email, BENTEL stated that he did not recall the email exchange or the details surrounding 
the use of SSHRC@state.gov, noting that the account was likely set up by the system administrator. 
BENTEL included the caveat about FOIA to make sure that HANLEY was aware ofFOIA and that any 
personal messages on the account would also be subjected to FOIA requests. BENTEL stated his group 
was not directly responsible for FOIA related matters and that the appropriate contact for FOIA matters 
within S/ES-IRM wa~ ! 

(U//FOUO) BENTEL was aware of the State Messaging Archive Retrieval Toolset (SMART) and 
said it was not used by S/ES-IRM during CLINTON' s tenure. BENTEL speculated that it was not rolled 
out to S/ES-IRM at that time because it was a new system and they wanted to work out any bugs before 
giving it to the executives. BENTEL stated that STEPHEN MULL would have made the final decision on 
rolling out SMART to S/ES-IRM. 

(U//FOUO) A copy of the original interview notes and referenced documents are attached in a IA 
envelope. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of1ranscrip1ion 1/7/201<, 

01//fQJ JQ} Qn December 21, 2015, COLIN POWELL, office address! 
............................ -- ....... ---- ....... ---.- ...... 1 office phone was interviewe._d_a_t _h_i s-r-e-si_d_e-nc_e_b __ _. 

Federal Bureau of Investigation (FBI) Special Age.;.,.i-l,,,,W,,j,.l,,,ll,,,------....&.1w.t.1o&..:o.1.'-11,,1,,,------' 
I I Also present during the interview was o POWELL. 
After being advised of the identity of the interviewing agents and the nature of the interview, POWELL 
provided the following: 

(U//FOUO) In his book, fl Workedf<>r Me: In /,{fe and readership, POWELL wrote a chapter 
called Brainware outlining his efforts to modernize computer systems at the US Department of State, 
hereafter State. When he was sworn in as Secretary of State in 2001, one of the largest problems at State 
was outdated Information Technology (IT) systems. At the time, State and the Central Intelligence 
Agency (CIA) would swap responsibility every I 2 months for the communication connections to overseas 
embassies. Sometime thereafter, Congress passed a law establishing a White House agency with the 
responsibility for secure diplomatic telecommunications. POWELL convinced the administration to give 
him time to assess the situation, so he launched a study to determine the agency best suited to maintain 
the communication connections. The study found CIA as the most competent, so POWELL fired State 
and reached an agreement with the then CIA Director GEORGE TENET where POWELL would select 
and evaluate the CIA staff person in charge of the system. Additionally, the system would be based on 
POWELL' s requirements. 

(U//FOUO) In 2001, few State employees had a computer at their desks. Typically, there was one 
computer per office, so POWELL budgeted for the purchase of 44,000 computers and put one on every 
embassy desk. The project was done in-house without contractors. To convince and encourage others to 
use computers, POWELL frequently used his to set an example. When traveling to visit embassies, he 
would sit down at a random computer in each embassy and attempt to login to his account. This action 
allowed POWELL to gauge if the embassy staff was maintaining and using their computers. 
Additionally, he would frequently look up Country Notes pages on the State intranet to determine if the 
various bureaus of State were keeping their information up to date. On his desk at State, POWELL had a 
State classified computer and a laptop with a 56kbps modem. The modem was used to access 
POWELL' s personal American Online (AOL) account. He viewed his personal email much like a home 
telephone line in that it could be used for personal and business purposes. At times, POWELL would 
correspond with foreign leaders by email. If the conversation became sensitive, whether with foreign 
leaders or other USG personnel, he would arrange for a secure call. 

Im cstigation on 12/21/2015 at _---L ____ ....------------------
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(U//.fOUO) The IT transformation revolutionized business at State. With a computer on every 
desktop, the time and space problems were eliminated when sharing information. Prior to the IT 
deployment, embassies communicated via cables. 

(U//FOUO) The State Inspector General (IG) and Intelligence Community Inspector General 
(ICIG) both wrote POWELL to ask him if he had any emails from his time as Secretary of State. 
However, POWELL took no emails with him when he left State and knew of no official record 
requirements at the time, however, State claimed they were capturing any data necessary. POWELL has 
not been able to get a straight answer from the federal archives regarding what record requirements were 
at the time. He is concerned the current environment will discourage open communication and the use of 
email, ultimately harming US Government efficiency. 

(U//FOUO) When POWELL traveled for State business, a team would put a computer in his hotel 
room for general use, but he would also have access to State systems. Some threat countries would have 
additional security requirements such as! I If the need arose 
to have a classified conversation, POWELL would go to a secure facility, such as the local embassy. bl per nos 

(U//FOUO) In response to reviewing the email attached to this communication in a IA, 
POWELL provided the following: 

(U//FOUO) During POWELL' s first few weeks at State, he received several security briefings that 
restricted his ability to communicate. He was admonished that CIA and NSA did not want personal 
digital assistants (PD As) inside of SCIFs, even if the PDA did not have wireless capabilities. He 
requested briefings to explain why PD As were any more of a risk than the television remote controls in 
the SCIF, but was not convinced of the risks. As a result of these experiences, he advised HILLARY 
CLINTON, when she became Secretary of State, to resist restrictions that would inhibit her ability to 
communicate. 
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